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Task1 Becoming a Certificate Authority (CA)

EEMMCAIE B R/EM RIGE A T #4755, RATAT L E S & — Moot CA, B % & E AT SUAHEC B ,openssI& i F — AN BRIABL B
A (Jusrlib/ssliopenssl.onf) SO, B F P A BRAIE 3% sk S0 (certificates signature request .osraC ), 45 I SO 5 i1 B 5258 ST 1 &
lab_pki SCAH 3, [5] rk A9 iR C ARG BLAR 5% ST

dir = ./demoCA # Where everything is kept

certs = Sdir/certs # Where the issued certs are kept
crl_dir = Sdir/crl # Where the issued crl are kept
new_certs_dir = Sdir/newcerts # default place for new certs.
database = Sdir/index.txt # database index file.

serial = Sdir/serial # The current serial number

Fiti J& 45 FH 40 °F iy 248 Broot CAE 5 3048 crt:
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openssl req -new -x509 -keyout ca.key -out ca.crt -config openssl.cnf

TwERMAMAXSMER:

writing new private key to 'ca.key'
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State] :shandong
Locality Name (eg, city) []:gingdao

Organization Name (eg, company) {Inmternet Widgits Pty Ltd]:lsdu
Organizational Unit Name (eg, section) []:zrs

Common Name (e.g. server FQDN or YOUR name) []:Zrs

Email Address []:201800122031@mail.sdu.edu.cn

[12/21/20] seed@VM:~/1ab_pki$ 1s

ca.crt ca.key | demoCA openssl.cnf

[12/21/20] seed@VM:~/1lab_pki$ sudo cat ca.crt

- I =

BEAT 4 Blroot CARI 2840 X0 ca.keyFIAE 5 XX fFca.crt

i 8 —NSEEDPKILab2020.com [¥iE 5 M L 55 B = 3

openssl genrsa -aesl28 -out server.key 1024

K N )25 B 7 4% Bl server. key U

openssl req -new -key server.key -out server.csr -config openssl.cnf




HREEFEEWT:

[12/21/20]seed@VM:~/1lab pki$ openssl req -new -key server.key -out server.csr -c
onfig ./openssl.cnf

Enter pass phrase for server.key:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

IT you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:shandong

Locality Name (eg, city) []:gingdao

Organization Name (eg, company) [Internet Widgits Pty Ltd]:sdu
Organizational Unit Name (eg, section) []:seed

Common Name (e.g. server FQDN or YOUR name) []:SEEDPKILab2020.com
Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:ichallenage

An optional company name []:optional

[12/21/20] seed@VM:~/1lab p ki$ . https://blog.csdn.net/C_Ronaldo__

openssl ca -in server.csr -out server.crt -cert ca.crt -keyfile ca.key

-config openssl.cnf

¥ SEEDPKILab2020.com#&3Z [fjserver.csr X {45 CA CAKIIE SEcsr 4 J5 , 243 SEEDPKILab2020.com%% /K — AN X509k 4 I E
A LIS 2R IR X — 25, b Hi4r 4 H ¥ server.csr,ca.crt B K ca.keySCA 4 B —ANIE Hserver.crt, VE & openssIBR i\ f# F§ SHA256
HET 584 LR BRINEIE R F, R Fopensslii 2, /] LAE i F i & &

openssl x509 -in server.crt -text

RN L HEIEN:

83:a7:54:4b:56:71:60:63:89
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
S5F:D9:7A:57:"C1:BC:9A:13:6A"F3:4D:32:77:B6:DF:EE:06:5F-BE: 78
X509v3 Authority Key Identifier:
keyid:A8:67:1A:0A:4E:83:FB:23:2D:2D:97:E0:E3:9C:66:61:8C:10:47:9B

=89~ = : 70 I8 T54 18T 83T Ga 42T 7d 456044
sy
:ac:
:6d:
:Qe:
Ne . - - . ] = - - - ~ = https:/blog.csdn.net/C_Ronaldo__

Signature Algorithm: sha256WithRSAEncryption

{8 Fopenss| B ik 25 4% 7T LAEAT BC EHTTPS {H 2 B % & Z 4 SEEDPKILab2020.com FA S 4 5 A A& I 2 — A X
- * pemth 0T dr (E RGBSR & R BT R EER)

cp server.key server.pem
cat server.crt server.pem




BE J5 1 Flopenssl s_serverfy & B s IR 55 8% IR 55 23 BRI M T 4433 O E B R E—EH &

[12/21/20]seed@VM:~/1ab_pki§ openssl s server -cert server.pem -www -accept 443
Enter pass phrase for server.pem:
Using default temp DH parameters

7 BEBEAT U7 1) 4 %€ W 3, 19 B 40 T ARG 5 2R

/ Your connection is not secure

The owner of seedpkilab2018.com has configured their website improperly. To protect your information from
being stolen, Firefox has not connected to this website.

Learn more

Report errors like this to help Mozilla identify and block malicious sites

XA H Aroot CANEATE C IR, M B8 A S5, 5T AR EF 3 I 2 fi £ 55 612 i ca.crtsU F 2 AR CAZ IR



~ACCV
ACCVRAIZ1
-Actalis S.p.A./03358520967

B WIS & TS S S S S

View...

Certificate Name

Edit Trust...

Your Certificates

~AC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008

-~AC Camerfirma SA CIF A82743287

People Servers

Certificate Manager

Authorities

Camerfirma Chambers of Commerce Root

Camerfirma Global Chambersign Root

Import...

b J AT U, FT BAIE #1247
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TLSv1/55Lv3

TLSv1/SSLv3
TLSv1/SSLv3
TLSV1/55Lv3
TLSV1/SSLV3
TLSv1/55Lv3
TLSv1/SSLv3
TLSv1/SSLv3
TLSv1/SSLv3

TLSV1/SSLv3
TLSv1/55Lv3
TLSV1/SSLv3
TLSv1/SSLv3

TLSv1/55Lv3

TLSV1/SSLv3
TLSv1/55Lv3

Q1:

Cc @
£¥ Most Visited [ SEED Labs [ Sites for Labs

Ciphers supported
TLSv1/5SLv3:ECDHE-RSA-AES256-GCM-SHA3B4TLSv1/S5Lv3 : ECDHE - ECDSA-AES256 - GCM-SHA384
TLSV1/SSLv3:ECDHE-RSA-AES256-SHA3B4  TLSV1/SSLv3:ECDHE-ECDSA-AES256 - SHA384
TLSv1/SSLv3:ECDHE-RSA-AES256-SHA
TLSv1/5SLy3:SRP-DSS-AES-256-CBC-SHA  TLSv1/SSLv3:SRP-RSA-AES-256-CBC-SHA
TLSv1/5SLv3:SRP-AES-256-CBC-SHA
TLSv1/SSLv3:DHE-DSS-AES256-GCM-SHA384TLSv1/55Lv3:DH-RSA-
:DHE -RSA-AES256-GCM-SHA384TLSv1/55Lv3:

5_server -cert server.
Secure Renegotiation IS supported

/seedpkilab2020.com:4433

-wwwW -accept 4433

in s _server bina

TLSV1/SSLv3:DHE -DSS - AES256 - SHA256
TLSv1/SSLv3:DH-DSS - AES256-SHA256
TLSv1/55Lv3:DHE-DSS5-AES256-SHA
TLSv1/5SLv3:DH-DSS-AES256-SHA
:DHE-DSS-CAMELLIA256-SHA  TLSv1/SSLv3:DH-RSA-CAMELLIA256 - SHA
:DH-DSS-CAMELLTA256-SHA
:ECDH-ECDSA-AES256 - GCM-SHA3B4TLSV1/55Lv3 : ECDH-RSA- AES256 - SHA384
:ECDH-ECDSA-AES256-SHA384 TLSv1/SSLv3:ECDH-RSA-AES256-SHA
:ECDH-ECDSA-AES256-SHA
:AES256 - SHA256
:CAMELLIA256-5SHA
:ECDHE-RSA-AES128-GCM- SHA256 TLSv1/55Lv3 : ECDHE - ECDSA-AES128- GCM-SHA256
TLSv1/55Lv3:ECDHE-RSA-AES128-5SHA256 TLSv1/5SLv3:ECDHE-ECDSA-AES128-S5HA256
TLSV1/SSLv3:ECDHE-RSA-AES128-SHA
TLSv1/55Lv3:SRP-DS5-AES-128-CBC-SHA TLSv1/5SLv3:SRP-RSA-AES-128-CBC-SHA
TLSv1/SSLv3:SRP-AES-128-CBC-SHA TLSV1/S
TLSv1/SSLv3:DHE-DSS-AES128-GCM-SHA256TLSv1/S5Lv3:
TLSV1/SSLv3:DHE -RSA-AES128-GCM- SHA2S56TLSV1/SSLV3 : DHE -RSA-AES128 - SHA256
TLSv1/SSLv3:DHE-DSS-AES128-SHA256
TLSv1/SSLv3:DH-DSS-AES128-SHA256
TLSv1/SSLv3:DHE-DSS-AES128-SHA
TLSv1/SSLv3:DH-DSS-AES128-SHA
TLSv1/55Lv3:DHE-DSS-SEED-SHA
TLSV1/SSLv3:DH-DSS-SEED-SHA
TLSv1/SSLv3:DHE-DSS - CAMELLIAL28-SHA
TLSv1/55Lv3:DH-DSS-CAMELLIA128-SHA
TLSv1/SSLv3:ECDH-ECDSA-AES128-6CM-SHA256TLSV1/SSLV3:ECDH-RSA-AES128-SHA256
TLSv1/SSLv3:ECDH-ECDSA-AES128-SHA256 TLSv1/SSLv3:ECDH-RSA-AES128-SHA
TLSv1/55Lv3:ECDH-ECDSA-AES128-5SHA
TLSv1/5S5Lv3:AES128-SHA256
:SEED-SHA
:PSK-AES128-CBC-SHA

: ECDHE - ECDSA-RC4 - SHA
:ECDH ECDSA RC4-5HA
TLSv1/5SLv3:RC4
:ECDHE RSA DES-CBC3-SHA
:SRP-DSS-3DES - EDE-CBC - SHA
:SRP-3DES-EDE - CBC-SHA
TLSv1/5SLv3:EDH-DSS-DES-CBC3-SHA
TLSv1/SSLv3:DH-DSS-DES-CBC3-SHA
TLSV1/SSLv3:ECDH-ECDSA-DES-CBC3-SHA  TLSvV1/SSLV3:DES-CBC3-SHA
TLSv1/55Lv3:PSK-3DES-EDE-CBC-SHA

TLSv1/SSLv3:ECDHE - ECDSA-AES256 - SHA

TLSv1/5SLv3:DH-DSS-AES256-GCM- SHA384
AES256-GCM- SHA384
DHE-RSA-AES256-SHA256
TLSV1/SSLv3:DH-RSA-AES256-SHA256
TLSv1/SSLv3:DHE-RSA-AES256 - SHA
TLSv1/55Lv3:DH-RSA-AES256-SHA
TLSV1/SSLVv3:DHE-RSA-CAMELLTA256-SHA

TLSv1/55Lv3:ECDH-RSA-AES256-GCM-5HA384

TLSv1/55Lv3:AES256-GCM-SHA384
TLSv1/SSLv3:AES256-SHA
TLSv1/SSLv3:PSK-AES256-CBC-SHA

TLSV1/SSLv3:ECDHE - ECDSA-AES128 - SHA

SLv3:DH-DSS-AES128-GCM- SHA256
DH-RSA-AES128-G(M-SHA256

TLSv1/SSLv3:DH-RSA-AES128-SHA256
TLSv1/SSLv3:DHE-RSA-AES128-SHA
TLSv1/5SLv3:DH-RSA-AES128-SHA
TLSv1/SSLv3:DHE -RSA-SEED-SHA
TLSv1/55Lv3:DH-RSA-SEED-SHA
TLSV1/SSLv3:DHE -RSA-CAMELLIA128-SHA
TLSv1/SSLv3:DH-RSA-CAMELLIA128-SHA
TLSv1/55Lv3:ECDH-RSA-AES128-GCM-SHA256

TLSv1/55Lv3:AES128-GCM-SHA256
TLSV1/SSLv3:AES128-SHA
TLSV1/SSLv3:CAMELLIA128-SHA
TLSv1/5SLv3:ECDHE-RSA-RC4-SHA
TLSV1/SSLv3:ECDH- RSA RC4-SHA
TLSv1/SSLv3:RC4-S|

TLSv1/SSLv3:PSK- R(4 SHA
TLSv1/55Lv3:ECDHE-ECDSA-DES-CBC3-SHA
TLSV1/SSLv3:SRP-RSA-3DES - EDE-CBC- SHA
TLSv1/5SLv3:EDH-RSA-DES-CBC3-SHA
TLSv1/5SLv3:DH-RSA-DES-CBC3-5HA
TLSv1/SSLv3:ECDH-RSA-DES-CBC3-SHA

Ciphers common between both SSL end points:
ECDHE - ECIJSA AESIZB GCH SHAZSG ECDHE RSA AE!

Export...

5123 GCH SHAZSG ECDHE ECIJSA\ AESZSG GCM-SHA384

&5 —AML T subjectiz i Common Name = i1z &.:

0035

00378
0039d
003c2

0047b

004a

004c5

004e

0050f

0053
0055
0057
005a
005¢
005e
0061

00637

0065
o068
006a
oo
oo
0071

3|aF
45

o

4
9
-
3
8
d|7s
2|20

c|3Aa
1|38
620

5|32

62

66

4D
0A
78
20
20
20
53
72
64
73
65
6F
20
30
73
61
20
68
6C
6F
63
20
3Aa
20
65
20
62

46
66
78
52
20
20
69
79
6F
2F
64
74
20
20
68
62
49
6D
69
64
39
20
63
20
3a
20
39

69
2F
6B
53
a4
20
67
70
6E
65
s
20
20
32
61
32
6E
3a
63
s
3a
20
31
20
36
20
3A

6D
2F
a8
41
61
20
6E
74
67
6D
2E
a4z
20
30
6E

66
20
2D
6C
37
20
3Aa
20
61
20
64

aF
a5
75
50
61

65
74
6F
20
69
6E
66
20
31

6F

67
36
38
56
20
61
65
20
71
64
20
65
20
4D
2c
6F
20
6E
20
20
3a
20
63
20
32
33

3Aa

61
4D
51
20
74
53
61
69
2c
61
63
65
20
32
64

66
54
4B
52
3A
72
75
6E
4ac
6C
0A
6F
20
20
6E
2E
oA
61
79
3a
65
20
3a
20
31
3a
65

34
31
4E
a9
oa
69
72
oA
3p
41
20
72
20

50
6C
75
41
20
6C
20
20
69
64
20
3a
20
54
20
6D
20
63
28
20
38
20
3a
20
62
3a
64

6C
78
31
54
20
20

59
46
6E
45
20
4E
41 6C
20 20
6E 67
72 65
20 20
20 44
20 4E
oA 20
4F 3D
oA 20
20 20
72 79
31 30
20 20
61 3A
20 20
34 39
20 20
3A 62
34 62
64 3A

38
59
56
20
20
75
67
20
64
73
20
65
6F
20
73
20
20
70
32
20 20
36 38
20 20
3A 36
34 66
61 3A
3A 62
0A 20

52
s8
aa
4B
20
6D
6F
20
61
73
20
63
74
20
64
20
20
74
34

2F
56
38
45
20
62
72
20
6F
3D
20
20
20
20
75
20
20
69
20
20
3A
20
65 3A
3A 65
64 61
33 3a
20 20

63
65
54
59
20
65
69
20
2c
32
56
32
41
20
2c
20
20
6F
62
20
66
20

20
45
3a
0a
33
20
37
20
3a
64
66

6F
T2
4B
75
37
20
36
20
3a
35
39

3A
73
65
73
3a
20
31

20
65
37
3a

68
55
4A
2D
56
72
74
19
20
30
61
31

66
20
20
20
20
6E
69
20
63
20
31
65
3a
34
20

47
2B
38
2D
65
3A
68
73
4F
31
6C
20
74
20
4F
20
20
LES
74
20
3a
20
37
3Aa
62
64
20

You have certificates on File that identify these certificate authorities

Secunt'y”Dewce -

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

o S

Delete or Distrust...

69
a8
68
2D

20
6D
73
3p
38
69
31
65
20
55

20
20
29
20
34
20
3a
66
37
3a
20

4ac
68
64
2D
73
34
3a
75
73
30
64
34

53
3D

50
20

20
66
20
63
32
3a
34
20

6F
a8
44
2D

30
20

64
30
69
3a
20
75
73
75
75
20
20
20
3A
30
65

oa
31
20

32

65

20

56
50
57
43

36
68

2c
32
79
39
20
6A
65

6C
20
20
20
64
3a
36

-

20
32
20

6E
4B
65
65
3a

61
20
20
32
0a
3a
44
65
64

69
20
20
20
3a
37
34
3a

32
20

2B
50
69
72
20
28
32
43
4F
30
20
34
65
63
2c

63
20
20
20
63
33
3A

20
3a
20

3a
34

20
64
20

vl e, Lo -

43
4a
6B
69

78
36
43
3D
31
20
20
20
3a
43
20
4B
20
20
20
3a
35
39
3a
20
63
20

66
38
5
66
28
31
57
4E

40
20
32
32
20
4E

65
20
20
20
62
64
3A
31
20
3a
20

4E
69
oA
69

30
69

72
6D
20
30
31
43
3D

ey
20
20
30
32
3a
oa

20
39
20

46
a6
2D
63

30
74
20
73

20
32
20
3D
53

20
20
20
30
3a
39
20

20
34
20

6E
67
2D
61

30
68
53
2c
69
20
30
31
43
45

11
20
20

30
38
20

20
3a
20

68
31
2D
74
29
29
52

20
6C
20
20
34
4E
45
69
6C
20
20
61
34
3a
20

20
35
20

37
79
2D
65
OA
oA
53

43
2E
20
a7
3Aa
2c
44
63
67
20
20
64
3a
32
20

20
64
20

20
3a
39

i}

HEOALNCYING . GLTURAS {RALNUGLUNA JY DUMN
OJMFimaOf4gP1lYBR/chGiLoSVn+sCENFnh7K
EF.f//MET161XFYXVeU+HhHTPKPJJBiFglyE
BExxkHQUKNBulnVJBTIBhdDBWeigku.
ND RSA PRIVATE KEY---—--— .Certificate:
Data: . Version: 3 (0x2).
Serial Number: 4096 (0x1000).
Signature Algorithm: sha256WithRSa
ncryption. Issuer: C-CN, ST-s
andong, L-gingdao, oU-zrs, CN
zrs/emailAddress=201800122031@mail.s
validity.

Dec 21 14:29:40 2020 GM
Not After : Dec 21 14:2
Subject: C—CN,
OU-seed, CN-SEEDP
Subject Public

Public Key Algo

u.edu.cn.
Not Before:

140 2021 GMT.
o=sdu,

rsaEncryption.
ublic-Key: (1024 bit).
Modulus:.

b:c9:77:e3:8a:68: fc:

00:ad:
4f:ed:c2:b2:04:5
08:73 d:98:29
82 cl:6l:7c:49:6e:17:ce:64:49:.
4f:ee:£f2:61:6d:12:43:5
tae:6a:el:2b:ba:da:b7:.
57:d3:4b:b3:4d:41:22:dc:94:5d:
2:b9:d9:ef:dd:. 9




0073a|3A 64 64 3A 61 33 3A 37 37 3A 66 39 3A 32 3B 3A 62 65 3A 30 35 3A 35 62 3A 32 33 3A 62 32 3A 38 30 3A 36 30 3A|:dd:a3:77:£f9:28:be:05:5b:23:b2:80:60

signed 8 bit: | S0 signed 32 bit: | 842215011 Hexadecimal: |32 33 2E 63

nsigned 8 bit: |50 Unsigned 32 bit: |842215011 Decimal: | 050 051 046 099

A7 R SR SIB TR RIS R T

seedpkilab2020.com:4433/ X

&« c @ & seedpkilab2020.com: e QD I @ @
£+ Most visited £ SEED Labs EJ sites forLabs

s server -cert server copy.pem -www -accept 4433
Secure Renegotiation IS supported
Ciphers supported in s server binan
TLSv1/SSLv3:ECDHE-RSA-AES256 - GCM-SHA3SB4TLSV1/SSLv3 : ECDHE- ECDSA-AES256 - GCM-SHA384
TLSV1/SSLV3:ECDHE-RSA-AES256- SHA384 TLSv1/SSLv3:ECDHE - ECDSA-AES256-SHA384

TLSV1/SSLv3:ECDHE-RSA-AES256-SHA  TLSv1/SSLv3:ECDHE-ECDSA-AES256-SHA Terminal

TLSv1/55Lv3:SRP-DSS - AES-256-CBC-SHA  TLSv1/SSLv3:SRP-RSA-AES - 256 -CBC-SHA n

TL5V1/55Ly3: SRP-AES - 256 -CBC- SHA TLSV1/55Lv3:DH- D55 - AES256 - GCH- SHA3B4 [12/21/20]seed@VM:~/1lab pki$ openssl s server -cert server copy.pem -www -acc
N TLSV1/SSLV3:DHE-DSS - AES256 - GCM- SHA3B4TLSv1/SSLV3 :DH-RSA-AES256-GCM- SHA384 - - -

TLSV1/SSLu3 : DHE-RSA- AES256-GCM- SHA3BATLSV1/SSLV3: DHE -RSA- AES256 - SHA256 4433

TLSV1/SSLu3:DHE-DSS-AES256-SHA256  TLSV1/SSLv3:DH-RSA-AES256-SHA256 2

TLSV1/SSLv3:DH-DSS-AES256-SHA256  TLSvI/SSLv3:DHE-RSA-AES256- SHA Enter pass phrase for server_copy.pem:

TLSv1/55Ly3:DHE-DSS - AES256-SHA TLSV1/SSLv3:DH-RSA-AES256-SHA Using default temp DH parameters

TLSV1/5SLU3:DH-DSS - AES256 - SHA TLSV1/SSLV3:DHE -RSA- CAMELL TA256- SHA
TLSV1/SSLY3:DHE-DSS - CAMELLTA256-SHA  TLSV1/SSLV3:DH-RSA- CAMELLTA256 - SHA
TLSV1/SSLU3:DH-DSS-CAMELLTA256-SHA  TLSV1/SSLV3:ECDH-RSA-AES256-GCM-SHA334
TLSV1/SSLv3:ECDH- ECDSA- AES256-GCM-SHA384TLSv1/SSLv3 : ECDH-RSA-AES256 - SHA3I84
TLSv1/55Lv3:ECDH- ECDSA-AES256-5HA384 TLSv1/55Lv3:ECDH-RSA-AES256-SHA

TLSV1/SSLU3:ECDH-ECDSA-AES256-SHA  TLSV1/SSLV3:AES256-GCM-SHA384
TLSV1/SSLU3:AES256-SHA256 TLSV1/SSLV3:AES256- SHA
TLSV1/SSLu3: CAMELL TA256-SHA TLSV1/SSLV3:PSK-AES256-CBC-SHA

TLSV1/SSLV3:ECDHE-RSA-AES128 - GCM- SHA256TLSV1/SSLV3: ECOHE- ECDSA-AES128 - GCM- SHA256
TLSv1/55Lv3:ECDHE-RSA-AES128-5HA256  TLSv1/SSLv3:ECDHE - ECDSA-AES128-SHA256
TLSV1/SSLu3:ECDHE-RSA-AES128 - SHA TL5v1/5SLV3:ECOHE ECDSA-AES128-SHA
TLSV1/S5Lu3:SRP-DSS-AES-128-CBC-SHA TLSV1/SSLV3:SRP-RSA-A
TLSV1/SSLY3:SRP-AES - 128-CBC-SHA TLSV1/SSLV3:DH-DSS - AES128-00M- SHAZS6

J] TLSV1/5SLv3:DHE-DSS-AES128-GCM-SHA256TLSV1/SSLY3:DH-RSA-AES128-GCH- SHA256
TLSv1/S5Lv3:DHE-RSA- AES128-GCM-SHA256TLSv1/SSLv3: DHE - RSA-AES128- SHA256

TLSVI/SSLU3:DHE-DSS-AES128-SHAZS6  TLSV1/SSLv3:DH-RSA-AES128-SHAZS6
TLSV1/SSLU3:DH-DSS-AES128-SHA256 TLSV1/SSLV3:DHE-RSA-AES128-
TLSV1/S5Ly3:DHE-DSS - AES128 -SHA TLSV1/SSLv3:DH-RSA-AES128 - A
TLSV1/SSLV3:DH-DSS-AES128-SHA TLSV1/SSLY3:DHE -RSA-SEED- SHA
TLSv1/5SLv3:DHE-DSS - SEED- SHA TLSv1/SSLv3:DH-RSA-SEED- SHA
TLSV1/5SLu3:DH-DSS- SEED-SHA TLSVI/SSLY3:DHE-RSA- CAMELLTAL28-SHA

TLSV1/SSLy3:DHE-DSS - CAMELLIA128-SHA  TLSV1/SSLV3:DH-RSA-CAMELLIA128-
TLSU1/SSLU3:DH-DSS-CAMELLTA128-SHA  TLSv1/SSLV3:ECDH-RSA-AES128- acnShA256
TLSV1/SSLV3:ECDH- ECDSA - AES128-GCM- SHA2S6TLSV1/SSLV3 : ECDH-RSA- AES128 - SHA256
TLSv1/5SLv3:ECDH- ECDSA-AES128-SHA256 TLSv1/SSLv3:ECDH-RSA-AES128-SHA
TLSv1/5SLu3:ECDH-ECDSA-AES128-SHA  TLSv1/SSLv3:AES128-GCM-SHA256

TLSv1/SSLU3: AES128-SHAZS6 TLSV1/SSLV3:AES128-SHA
TLSV1/SSLu3:SEED- TLSV1/SSLV3:CAMELLIA128 - SHA
TLSV1/SSLU3:PSK-. AES123.CaC-swa TLSV1/SSLV3: ECDHE -RSA-RC4-SHA
TLSV1/SSLv3:ECDHE-ECDSA-RC4-SHA TLSV1/SSLv3:ECDH-RSA-RC4-SHA
TLSv1/55Lv3: ECOH- ECDSA-RC4-SHA TLSv1/5SLv3:RC4-SHA
TLSV1/SSLu3:RC4-MDS TLSV1/SSLV3:PSK-RC4-SHA

TLSV1/SSLY3:ECDHE-RSA-DES -CBC3-SHA  TLSV1/SSLV3:ECDHE - ECDSA-DES - CBC3-SHA
TLSV1/SSLY3:SRP-DSS  3DES-EDE-CBC-SHA TLSV1/SSLV3:SRP-RSA-3DES EDE-CBC-SHA
TLSV1/5SLy3:SRP- 3DES-EDE-CBC - TLSV1/SSLv3:EDH-RSA-DES - CBC3-SHA

IR A LLIEH 1817

B¥—M T Private Keyf) i

45

RAF R S SIB TR RIS R T:

[12/21/20]seed@VM:~/1lab pki$ openssl s server -cert server copy.pem -www -accept
4433

Enter pass phrase for server copy.pem:

unable to load server certificate private key file
3070396096:error:0D07207B:asnl encoding routines:ASN1 get object:header too long
rasniNliboc il 57

3070396096:error:0D068066:asnl encoding routines:ASN1 CHECK TLEN:bad object head
er:tasn_dec.c:1185:

3070396096:error:0D06CO3A:asnl encoding routines:ASN1 D2I EX PRIMITIVE:nested as
nl error:tasn dec.c:/765:

3070396096:error:0D08303A:asnl encoding routines:ASN1 TEMPLATE NOEXP D2I:nested
asnl error:tasn_dec.c:697:Field=d, Type=RSA

3070396096:error:04093004:rsa routines:0LD RSA PRIV DECODE:RSA lib:rsa ameth.c:1
19:

3070396096:error:0D0680A8:asnl encoding routines:ASN1 CHECK TLEN:wrong tag:tasn_
dec.c:119/:

3070396096:error:0D07803A:asnl encoding routines:ASN1 ITEM EX D2I:nested asnl er
ror:tasn dec.c:374:Type=X509 ALGOR

,3070396096:error:0D08303A:asnl encoding routines:ASN1 TEMPLATE NOEXP_D2I:nested
‘asnl error:tasn dec.c:697:Field= pkeyalg, Type-PKCSBiPRIviKEYiINFO
3070396096:error:0907B0OD: PEM routines:PEM READ BIO PRIVATEKEY:ASN1 lib:pem pkey
.c:141:

[12/21/20]seed@VM:~/1ab _pkis [}

P 55 &5 AN AT AU 1)

blem loading page - Mozilla Firefox en IEZIEDIREEEL




© Problem loading page  x JEE

<« c @ i seedpkilab2020.com - @ 1
&+ Most Visited £5 SEED Labs (5 Sites for Labs

Unable to connect

Firefox can’t establish a connection to the server at
seedpkilab2020.com:4433.

= The site could be temporarily unavailable or too busy. Try again in
a few moments.

+ IFyou are unable to load any pages, check your computer’s
network connection.
— = IFyour computer or network is protected by a firewall or proxy,
> make sure that Firefox is permitted to access the Web.

/home/seed/lab12/mycode.py - Sublime Text (UNREGISTERED)

Try Again

g5 B M- CAE FAEA 7T LHEAT B8 iE server_copy.pem3CiE R 7B &% (B R A H 4 15 disubjecti s B A] LLIEE 77
EAMREBREARKEE. ..

I B R AE B A8 Hh SSLIGUE UIE 5 A i M (H 2 M B2 2% ¥ S UE UE +5 Commoon Name 5 354 i) 2 75 DL G i) &, TLS & X A H

Hat:u ]
AKRHHE...

Q2

Connection - Mozilla Firefox = 14 @ = w
File Edit

Bookmarks Tools Help

i

@ Insecure Connection

<« cC @ D localhost - QY
¥+ Most Visited 5 SEED Labs {5 Sites for Labs

A Your connection is not secure

The owner of localhost has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

10:45 PM



T30 55 28 246 2 URL A 44 FRIGE 5 H Subjectigifs B HH 84 45 H Common Name & & — B MR HE R — B0 PLAR I i S 2845 T
R, 55 E AR —B

% Your connection is not secure

The owner of localhost has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

localhost:4433 uses an invalid security certificate.

The certificate is not valid For the name localhost.

Error code: SSL_ERROR_BAD_CERT_DOMAIN

Add Exceptior...

task 4: {# | Apachefic & HTTPSHR 55 2%

fEtask3H, BoAi 1 FopenssIfs_serverdy & & BEHTTPS Ak 5548, EZH T A AE R H 1.

XA LI, A1 T Apache [RE 238 L — AN EIEMIHTTPS webflR 455585 . ApacheR 45 83(C 2 LB RAIKVMA) H 37 7
HTTPSHHi .

BRI —ANHTTPSM%E, AR FEREApache k528, IXHE Sk A Wk E KB R HAMIE .



. XjOOO-defauIt.cgmf@.ﬂ? ﬁﬂfﬁ_ﬂﬁ: -

File Edit Selection Find View Goto Tools Project Preferences Help

/,(' openssl.cnf x ¥ hosts x -\V{- 000-default.conf x -‘\/ default-ssl.conf x \
§ 49 <VirtualHost *:80>
' 41 ServerName http://www.csrflabelgg.com
42 DocumentRoot /var/www/CSRF/Elgg

43 </VirtualHost>

44 <VirtualHost *:80>

45 ServerName http://www.csrflabattacker.com

46 DocumentRoot /var/www/CSRF/Attacker

47 </VirtualHost>

48 <VirtualHost *:80>

49 ServerName http://www.repackagingattacklab.com
50 DocumentRoot /var/www/RepackagingAttack

51 </VirtualHost>

52 <VirtualHost *:80>

53 ServerName http://www.seedlabclickjacking.com
54 DocumentRoot /var/www/seedlabclickjacking
E 55 </VirtualHost>
56
57 <VirtualHost *:80>
| 58 ServerName www.csrflabattacker.com
59 DocumentRoot /var/www/CSRF/Attacker
60 </VirtualHost>
61
62
6]
64 <VirtualHost *:80>
6] ServerName SEEDPKILab2020.com
64 DocumentRoot /var/www/html
67 </VirtualHost>
6

FETHEE, RNk B HE A B, E A4S B R B GG 15t B 13 B i M 5T 5L TH {8 R fEtask5E 45 7, WA sl AR R, 4 i
TEEE.
o Xtdefault-ssl.conf32 445 FH in R & :

129

136

137 <VirtualHost *:443>

138 ServerName SEEDPKILab2020.com

139 DocumentRoot /var/www/html

140 DirectoryIndex index.html

141 SSLEngine On

142 SSLCertificateFile /home/seed/lab pki/server.crt
143 SSLCertificateKeyFile /home/seed/lab pki/server.key

144 </VirtualHost>
145



HrhServerNamek B 15 & M5 I FR, T DocumentRoot#k H 48 & Wl S EAE AL B . [FII 341135 Z &5 FApache IR 55 23 iE 5
FFHFAELEWR B, 5 P47 Ntask2HiE B A ST AL B .

BE)E BT — RIS BT

[12/22/20]seed@VM:.../sites-available$ sudo apachectl configtest

AHO0112: Warning: DocumentRoot [/var/www/seedlabclickjacking] does not exist
AHOO558: apache2: Could not reliably determine the server's fully qualified doma
in name, using 127.0.1.1. Set the 'ServerName' directive globally to suppress th
is message

Syntax OK

[12/22/20]seed@VM:.../sites-available$ sudo aZ2enmod ssl

Considering dependency setenvif for ssl:

Module setenvif already enabled

Considering dependency mime for ssl:

Module mime already enabled

Considering dependency socache shmcb for ssl:

Module socache _shmcb already enabled

Module ssl already enabled

[12/22/20]seed@VM:.../sites-available$ sudo a2l2ensite default-ssl

Site default-ssl already enabled

[12/22/20] seed@VM: ./sites-available$ sudo service apache2 restart

Enter passphrase for SSL/TLS keys for SEEDPKILab2020.com:443 (RSA)

[12/22/20] seed@VM: ./sites-available$ firefox

B B B TE V5

hez Ubuntu Default Page: It works - Mozilla FireFox — = 2:03AM % s
File Edit View History Bookmarks Tools Help

Apache2 Ubuntu Default

<« C o ON“ seedpkilab2020.com e @ In @ @
£+ Most Visited EJSEED Labs E3 sites for Labs

@ Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.
If you are a normal user of this web site and don't know what this page is about, this probably means
' 4 that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split

into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full

!] documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

| yetcsapache2/
jl-- apache2. conf
it - ports.conf

| -- mods- Enabled
i/ /- . load
tl ‘.- *.conf
r-- cnnf Enabled

i .conf

I-- sxces enabled

Task 5: Launching a Man-In-T he-Middle Attack

A RS2 T BATEAT D — 4 pass.sdu.edu.cn 3, B SE R 55 R

£ 4 | mapatmETe

dong University

BB SNAR], FER Web VPN,

LEFEN RIS /¥ , ARoERaUTTREe

EESHERSE.

2 FBRERESGNEEFSTEES,

3 HBBRAEEST WEAFRER LS,
4SBT (OEERET)

sEwglssE: 2 0 @ an § =x




B S T EMEE B AR 5SS i A PR (O T 7 3R AR B BURTE A R), 88 3 2 W T 48 770 . B, — B /variwww/ B 3%, B —
A~SDUH 3, # M ufitH 115 BB 3h 2tk B -

_— 4

sdu_File index.html

AT A LR S #u7 19) 3] 7E fete/hosts Bt B BF A L5 -

y V '
¥y 000-default.conf ¢ default-ssl.conf % ¥ hosts b4 \

1 127.0.0.1 localhost

2 127.0.1.1 VM

3

4 # The following lines are desirable for IPv6 capable hosts
5 ::1 ip6-localhost ip6-loopback

6 Te0O0::0 ip6-localnet

7 Tf00::0 ip6-mcastprefix

8 ff02::1 ip6-allnodes

9 ff02::2 ip6-allrouters

10 127.0.0.1 User

11 127.0.0.1 Attacker

12 127.0.0.1 Server

13 127.0.0.1 www.SeedLabSQLInjection.com
14 127.0.0.1 www . Xsslabelgg.com

15 127.0.0.1 www.csrflabelgg.com

16 127.0.0.1 www.csrflabattacker.com

17 127.0.0.1 www . repackagingattacklab.com
18 127.0.0.1 www.seedlabclickjacking.com
19 127.0.0.1 www . example.com
20 127.0.0.1 SEEDPKILab2020.com
21 |1127.0.0.1 pass.sdu.edu.cn

b J5 7 Z Bllapache2 ik %% 2% hr B 31T o B UL B, S 47 & /etc/apache2/sites-available/:
X 4 000-default.conf:
Eli‘%@ﬂﬂ—'ljlWPM.ﬁﬂi, _1f]Eﬁ%%EI#OOO—dfefa_ult.coqfﬂﬂ Hm— AR EHFKE:

ile Edit Selection Find View GCoto Tools Project Preferences Help

r_fj 00O-default.cont  x W default-ssl.cont x W hosts - \
61
62
63 <VirtualHost *:80>
64 ServerName SEEDPKILab2020.com
65 DocumentRoot /var/www/html/
66 </VirtualHost>
67
68 KkVirtualHost *:80>
69 ServerName pass.sdu.edu.cn
70 DocumentRoot /var/www/SDU/
71 k/VirtualHost>
72

73
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File Edit View History Bookmarks

Apache2 Ubuntu Default > e

<« Cc @ B sdu.edu.cn - 9 1 Sear e
{* Most Visited E5SEED Labs {5 Sites for Labs

@ Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var/www
/html/index. html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
y that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
U documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

MALSEREANTE CEE KM TE T .
)‘Cﬁ:default-ssl conf: WE%DH—AHWPS Wk, AT S AR R — AN 304 3% fidefault-ssl.conf 3248 B # i — 4 VirtualHost4% B :

File Edit Selection Find VI

/ 000-cefauitcont % ¥ defaultssl.conf x V hosts

127 # BrowserMatch "MSIE [2-6]" \

128 # nokeepalive ssl-unclean-shutdown \
129 # downgrade-1.0 force-response-1.0
130

131 </VirtualHost>

132 </IfModule>

133

134 # vim: syntax=apache ts=4 sw=4 sts=4 sr noet

135

136 <VirtualHost *:443>

137 ServerName |pass.sdu.edu.cn 1

138 DocumentRoot [/Var/www/SDU |

139 DirectoryIndex index.html

140 SSLEngine On

141 SSLCertificateFile /home/seed/lab pki/server.crt
142 SSLCertificateKeyFile /home/seed/lab pki/server.key
143 </VirtualHost>

144

145

146

147

148

8 F110.0.2.5F Pl 47 W3k, U5 1) (https://)pass.sdu.edu.cn



#£10.0.2.5FE 41, B S BL B /etc/hosts B A B :

15 127.0.0.1 www.csrflabelgg.com

16 127.0.0.1 www.csrflabattacker.com
17 127.0.0.1 www . repackagingattacklab. com
18 127.0.0.1 www.seedlabclickjacking.com
19 10.0.2.4 pass.sdu.edu.cn

20

21

22 |

iJj llpass.sdu.edu.cnfd 240 T 45 &

WHRARZH —FHIAEFEE X
«)=> C W © <.sdu.edu.cn
¥ Most Visited [5 SEED Labs [5 Sites for Labs
ERIEAHMRSEFE English

B e LD e
kS8R AN ER

G
1.BFREA'RIS S . E5icERkiRrEREIR, Tl FEETFEE A,

ARBIRANEARE WWERAFHEERLS",

A3 S8 iEABESR (INEEBE?)5.BIGNES: [E10+ A0 &3

T 15 https://pass.sdu.edu.cn B}, 245 3 40 T 45 5:

it View

S © Insecure Connection

<« cC o D sdu.edu.cn FEO - B g earc I @ m
£+ Most Visited £5 SEED Labs Sites for Labs

% Your connection is not secure

The owner of pass.sdu.edu.cn has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.
Learn more..

Report errors like this to help Mozilla identify and block malicious sites

JR B 53 #r
LB BURLFATIR BP0 S 8% S U6 U8 F 44 PR IR, 7E SSLIE T ), AT PN E E I B



1. BT EWCRIRUE B R B A 2RIV CRAE B 5 9 A 88 T Subjectigidti ik i 344 B 7 B8 15t B UE 5 38 IE7E 7 1] B o9 3t 2 75 DT
At SSLEEBAT

2. 0 G5 6 VI UIE 5 38 P A4 AR R 15 5 U 1 ) o it 242 R D1 P 0 8% 5 I FH AR PP AT
£ BRI S IR AR

o B4 TR ENLH R YA KA B ca.crt W R A SE L caR A HIE A LB KIE.
o % 4 1 FCommon Name 51jj la fipass.sdu.edu.cnNILHES, A& fr A BN S (5 B

@ Insecure Connection x

S C @ D os://pass.sdu.edu.cn - D o seard n ® @ =
£+ Most Visited FSJSEED Labs £ Sites for Labs

A Your connection is not secure

The owner of pass.sdu.edu.cn has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

pass.sdu.edu.cn uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

The certificate is not valid for the name pass.sdu.edu.cn.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...

AT i — B IAE FTE P2 SSLIEF RN, AT E 2 EC B Apache IR %528 £H1(10.0.2.4)i3 477 I7 pass.sdu.edu.cn, 7] BAIEF v iH, 24
1 I https://pass.sdu.edu.cn i, & KK 15 240 F 45 R

@ Insecure Connection x . ot urity < |+

« ¢ @ i
£+ MostVisited EJSEED Labs [E3Sites forLabs

sdu.edu.cn e @ n @ m =

21 Your connection is not secure

The owner of pass.sdu.edu.cn has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

pass.sdu.edu.cn uses an invalid security certificate.
The certificate is not valid for the name pass.sdu.edu.cn.

Error code: SSL_ERROR_BAD_CERT_DOMAIN

Add Exception...

B 585 — 4% i SS LI IEEE 15 e 3h, (6 55 — 4% T3, B Yo A8 25 R LA 5 Common Name st v 84 7 IL IR, th 31 THT O 4 535 8.
S50 72 H /N Tips



FEAE I 10.0.2. 5 EHLBEAT IR, V7 15 apache SUAHE B, AT R B WY 4% Wi 7

head b4 hosts
# Dynamic resolv.conf file for glibc resolver(3) generated by resolvconf(8)
# DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVERWRN

nameserver 8.8.8.8

B WN =

Fiiz4Tsudo resolvconf -uBf a] .
B RN 2127.0.1 AT 2] R IX AN TR HAR R L2 v] CA_E P AS 138 B ER . 222 0000 R 25

ik %5 4% £41:10.0.2.4
WA EHL:10.0.2.5

MsEIS H RA VMR B a2 A SNERCARIFALE, BT LB a5 & ] LLE I CARI AL B A i — A pass.sdu.edu.cn sl FIE 5, B RIS FE a0
T

[12/22/20]seed@VM:~/lab pki$| openssl genrsa -aesI28 -out sdu.key 1024 G sdul A SEFASERS
Generating RSA private key, 1024 bit long modulus

++++++
e is 65537 (0x10001)

Enter pass phrase for sdu.key:

3071076032:error:28069065:1ib(40) :UI_set_result:result too small:ui_1lib.c:823:You must type in 4 to 1023 characters

Enter pass phrase for sdu.key:

Verifying - Enter pass phrase for sdu.key:

[12/22/20] seed@VM:~/1lab pki$ 1s

ca.crt demoCA sdu.key server_copy.pem server.csr server.pem

ca.key openssl.cnf serverl.pem server.crt server.key

[12/22/20] seed@VM:~/1lab_pki$|openssl req -new -key sdu.key -out sdu.csr -config openssl.cnf

Enter pass phrase for sdu.key=

You are about to be asked to enter information that will be incorporated ST N

into your certificate request. EEEIE:E%%EISZ&'CSEE*@'%
‘What you are about to enter is what is called a Distinguished Name or a DN. sdufS S ST NGB FRAL
There are quite a few fields but you can leave some blank BEER

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN
State or Province Name (full name) [Some-State]:shandong
Locality Name (eg, city) []:gingdao
Organization Name (eg, company) [Internet Widgits Pty Ltd]:sdu
Organizational Unit Name (eg, section) []:sdu
Common Name (e.g. server FQDN or YOUR name) []:pass.sdu.edu.cn
Email Address []:
CAEZ X— R ERmAtaske PMRIZHIE I EEFIEIRICAR
Please enter the following 'extra' attributes FAPEE
to be sent with your certificate request
A challenge password []:challenge
An optional company name []:optional
[12/22/20]seed@VM:~/1lab_pki$ |openssl ca -in sdu.csr -out sdu.crt -cert ca.crt -keyfile ca.key -config openssl.cnf

Using configuration from openssl_cnf
Enter pass phrase for ca.key: task15RASHRCARIFATH

https//blc



FECARIE S22 R+, BAIH ZR A CAKIE H:

12/22/20]seed@VM:~/1lab pki$ openssl ca -in sdu.csr -out sdu.crt -cert ca.crt -keyfile ca.key -config openssl.
sing configuration from openssl.cnf

nter pass phrase for ca.key:

heck that the request matches the signature

Serial Number: 4097 (0x1001)
Validity
Not Before: Dec 23 02:26: 2020 GMT
Not After : Dec 23 02:26: 2021 GMT
Subject:
countryName
stateOrProvinceName
organizationName
organizationalUnitName
commonName
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
AD:66:40:55:FC:DA:EE:C3:9B:AE:CF:87:9C:63:D4:36:59:8C:56:11
X509v3 hority Key Identifier:
keyid:A8:67:1A:0A:4E:83:FB:23:2D:2D:97:E0:E3:9C:66:61:8C:10:47:9B

CN

shandong

sdu

sdu
pass.sdu.edu.cn

ertificate is to be certified until Dec 23 02:26:58 2021 GMT (365 days)
bign the certificate? [y/n]:y

out of 1 certificate requests certified, commit? [y/nly
rite out database with 1 new entries
pata Base Updated

WEE RN R, BRAE A BAE it 72 H %F Common Name 7 B B 3H 5 pass.sdu.edu.cn, X # 7 7] LLE i task5 5 5 2 1930 D 2% 56 1 By
B

B BNE B sdu.crtF AL S sdu.key, B JG B A1 55 ZE apache iR 5588 304 h HEAT BC BLAR o2 304, B B B4 5iF P e bt ——
Kb . A EE

he2/sites-available/default-ssl.conf - Sublime Text (UNREGISTERED)
ile Edit Selection Find View Goto Tools Project Preferences Help

ault.c default-ssl.conf x

</V1rtuaLHost>
</IfModule> l

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

<VirtualHost *:443>
ServerName pass.sdu.edu.cn
DocumentRoot /var/www/SDU
DirectoryIndex index.html

el el el el el il el
WWwwwwwww
O~NOUMEWN -

D

140 SSLEngine On

141 SSLCertificateFile /home/seed/lab pkil/sdu.crt
142 SSLCertificateKeyFile /home/seed/lab pki/sdu.key
143 </VirtualHost>

e
A bbb
(o) Q¥ I



— & EHLEI10.0.2.5, 18 56 7 B LE L E LA 28 A INCAE F5:

Tools

B Ja BATE B ENL 5

ISTEF IR 3 Preferences By -+

@ Firefox | about:preferences#privacy

£ Most Visited 5 SEED Labs 3 Sites for Labs

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities
Certificate Name Security Device
QuoVadis Root CA 1 G3 Builtin Object Token
QuoVadis Root CA 2 G3 Builtin Object Token
QuoVadis Root CA 3 G3 Builtin Object Token

-sdu
zrs Software Security Device

~SECOM TTUSCSYSIems CO,LTDC

Security Communication RootCA2 Builtin Object Token
~SECOM Truskt.net

Security Communication Root CA Builtin Object Token

View. Edit Trust... Import... Export Delete or Distrust..

g.csdn.net/C_Ronaldo__

i} fEtask5H B4 W B T etc/hosts F 25 P Huhk 3= 0142 B 5% & :

15 127.0.0.1 www.csrflabelgg.com

16 127.0.0.1 www.csrflabattacker.com
17 127.0.0.1 www . repackagingattacklab.com
18 127.0.0.1 www.seedlabclickjacking.com
19 10.0.2.4 pass.sdu.edu.cn

20

21

22 |

BERE FRATEL AT LABEAT SR IR T AE task5 1 5 ] https://pass.sdu.edu.cn £ B B 16 % 45 i J, i1 T35 19 I URLIR A S+
subjectig 1 1 Common Name R ILELE, i 1& 5 T Apache ik J&, AT CAUL R, B CA2 s Zh 15 18], R4 H B0 22 4 45 1] f:

Pifi— B3 IAEFE S - Mozilla Firefox

File Edit View History Bookmarks

WHRXPH —FHAEFES X

<« c @ @ & https://pass.sdu.edu.cn
£¥ Most Visited SEED Labs Sites for Labs

ER{La#MREFEE English
kS8R ANER

«« @ fr| | Q search

> REESRES—IANEBFSERER.
B.ABERFIERXE WWARXFHMEEILS",
A3 'S 8515 6F FR ARG M= (20{ 65 A7) 5. R G 8 : IE10+ JA0 2588



1. AR SE IR AE AR S e 0 ) 5 B I ) 2 58, B B (. BRAME ST AN R B 2% H i1 T X Apache IR 55 28 T il A R ARIR
FERC B Apacheid FRIE S T — L6 15 B JE . . FC 5245 MR 20 TR . 38 HH B0 1) 8, 3 RN AR 7 B A EAT T 1B e 20 SRR, ZL—
R 5 — R Apache M XA BCEMER 5 X F A EHFEE.

2. PiMECE X /etc/apache2/sites-available/:
000-default.conf:-HTTP X3 ERIAAL B, 243 8] A3 hitps R X 3 B ik B apache 2 BIIX AN SO 333842 DA KXot B2 FR X 3 SO AR
H 3kDocumentRoot /variwww/ ** (— i Ak Ar B ), 58 J5 2 W b SCAF AR B 353 3K 0 T T S50 5% ST 3 [5 3) 3% 78 SR B B8
B/,

#Aﬂiﬁﬂﬂ%&ﬁﬁfhﬁﬂﬁfn B2 B R BRI S R

File Edit View History okmarks Tools

Apache2 Ubuntu Default P X +

&« Cc o ® pass.sdu.edu.cn e O W search

¥ Most Visited 5 SEED Labs [ Sites for Labs

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

FRT HHECEEEXANT .. HOERFAARAAKMES —IRIE...)
default-ssl.conf:HTTPS M 34 it B ST 14, 2415 17 7 78 https F W9 336 Bt 28 b SO - 3R AR 9% 38048 , DA B3 AN I 3l (49 4E 5, 9 T2 S8 7~ AR
KA RO B AR B FDocumentRootZ {5 8., 1R 8] 45 & 32 1% SR A E AL R D 85 8% 7 0 ME SR EHEAT B0 EE B AL EE R ..



B — AN AL B T default-ssl.conf{E % A L & 000-default.conf, W] 5 [ https A LA, 75 8] JEhttps M £ B R BN T, R B8 E
W T, iX AR R &8 48

fic B 7 000-default#l ¥ A F & default-ssl.conf, Ul i A https BT BAIE & &7, 7 https | 2 H Bl 22 4 e 4%

ure Connection - Mozilla Firefox
File Edit View History Bookmarks

@ Insecure Connection x e

<« Cc o D seedpkilab2020.com - 9 earc n @
2+ Most Visited [ SEED Labs E5 Sites for Labs

Your connection is nokt secure

N\,

The owner of seedpkilab2020.com has configured their website improperly. To protect your information from
being stolen, Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

seedpkilab2020.com uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is not valid For the name seedpkilab2020.com.

Error code: SEC_ERROR_UNKNOWN_ISSUER

EE YRR AR B H S AR BRI B R 5 30, thRF 52 .

—ANINNSEE R T AR2R I 8] JE R T AR R P R K8 R I i Web i 5515 B, AL B S 8 B T apache S TAEHLEE )
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