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# wget http://ftp.gnu.org/gnu/bash/bash-4.1.tar.gz
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# tar xf bash-4.1.tar.gz
# cd bash-4.1

# ./configure

# make & make install
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# rm /bin/bash
# 1n -s /usr/local/bin/bash /bin/bash
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$ env x="() { :;}; echo vulnerable' bash -c "echo this is a test "

it vulnerable B 1%, i B bashA IR iH .

BJ5, ik/bin/sh #&E/bin/bash.

$ sudo 1n -sf /bin/bash /bin/sh
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$ foo() { echo bar; }
$ foo
> bar

XA I Bashf 545 & .

KEY = foo
VALUE = () { echo bar; }

% % ShellShockiF i K E 5 :

export foo="() { :; }; echo Hello World’
bash
>Hello World
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KEY = foo
VALUE = () { :; }; echo Hello World
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$ sudo 1n -sf /bin/bash /bin/sh
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#include <stdio.h>
void main()

{

setuid(geteuid()); // make real uid = effective uid.
system("/bin/1ls -1");
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#include <stdio.h>
void main()
{
system("/bin/1ls -1");
¥
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/* Initialize the shell variables from the current environment.
If PRIVMODE is nonzero, don't import functions from ENV or
parse $SHELLOPTS. */

void

initialize_shell variables (env, privmode)

char **env;
int privmode;
{
char *name, *string, *temp_string;
int c, char_index, string_index, string length;
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SHELL_VAR *temp_var;

create_variable_tables ();

for (string_index = @; string = env[string_index++]; )

{

char_index = 0;
name = string;

while ((c = *string++) && c != '=")

if (string[-1] == '=")
char_index = string - name - 1;

/* If there are weird things in the environment, like “=xxx' or a

string without an “=', just skip them. */
if (char_index == 0)

continue;
/* ASSERT(name[char_index] == '=") */
name[char_index] = '\0';

/* Now, name = env variable name, string = env variable value, and
char_index == strlen (name) */

temp_var = (SHELL_VAR *)NULL;

/* If exported function, define it now. Don't import functions from
the environment in privileged mode. */
if (privmode == 0 && read_but_dont_execute == © &% STREQN ("() {", string, 4))

string_length = strlen (string);
temp_string = (char *)xmalloc (3 + string_length + char_index);

strcpy (temp_string, name);

temp_string[char_index] = ' ';
strcpy (temp_string + char_index + 1, string);

parse_and_execute (temp_string, name, SEVAL_NONINT|SEVAL_NOHIST);

/* Ancient backwards compatibility. O0ld versions of bash exported
functions like name()=() {...} */
if (name[char_index - 1] == ')' && name[char_index - 2] == '(")

name[char_index - 2] = '\@’';

if (temp_var = find_function (name))

{
VSETATTR (temp_var, (att_exported|att_imported));
array_needs_making = 1;
}
else

report_error (_("error importing function definition for “%s'"), name);

/* (*/
if (name[char_index - 1] == ')' && name[char_index - 2] == '\@")
name[char_index - 2] = '('; /* ) */
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void initialize shell variables(){
// TR IBETA R R
for (string_index = ©; string = env[string_index++]; ) {
%000
/* MEHexportiTHEE, EXEEN */
/* TBESANERFPERT (root™) & XHIEH */
if (privmode == 0 && read_but_dont_execute == 0 &&

STREQN (“() {*“, string, 4)) {

[...]
// XERshellshock KA Kt

/] AERREES + BITHSMES
parse_and_execute (temp_string, name,
SEVAL_NONINT|SEVAL_NOHIST);
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