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103 _POST [ paraml’ 11==3_POST[ param?’ ] && md5(3_POST[ paraml’ 1)===md5(3_POST[ paramz 1)) {
} die(” seclabB0T MHdkrtar] 7 -

elsef
echo “think carefully”:
]

= N & W kN =

Jr—y
== O D

-5

—
[g*]

RIS =N
param1 fliparam2 /7 1E 1~ /Al (H 2 117#9MDS5 11 #4 ]

=== M, mdSHMEANIEAT M A, AT d b, & BB T S

paraml[ ]=1&param2[]=2

Content-Type: application/x-www-form-urlencoded
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J Raw T Params T Headers T Hex 1 J Raw I Headers T Hex 1

FOST / HTTP/L1l.1 A HTTF/1l.1 Z00 QK

Host: 10.€.65.230:59004 i Server: nginx/1l.15.8

User-Agent: Mozilla/5.0 (Windows NT L0.0; Win&4; x&4; Date: Fri, 25 Jan 2019 09:42:50 GUT

rv:£4.0) Gecko/Z0Ll00LO0Ll Firefox/€4.0 Content-Type: text/html

Aocept: Connection: close

text/html, application/xhtml+xml, application/xml;cq=0.9,* ¥-Powered-By: PHP/5.4.45

f*iq=0.8 Content-Length: 277

Lhococept-Language:

zh-CH, zh;g=0.8, zh-TW; q=0.7, eh-HE; q=0.5,en-U3;q=0.3 ,en; g <br />

=0.2 <b>Warning</b>: md5() expects parameter 1 to be

Content-Type: application/x-www—-form—urlencoded string, array given in <b>/fcodefindex.php</b> on line

Connection: close <b>2</h><br />

Upgrade-Insecure-Bequests: 1 <br />

Cache-Contraol: max-age=0 <b>Warning</b>: md5() expects parameter 1 to be

Content-Length: 21 string, array given in <b:/fcodefindex.php</k> on line
<h»2</h=<br />

paraml[]=l&paramZ[]=2 seclab507{php_is weak 1

2.MD5 collision

<
i1 ({string)3_POST[ p1’ ]! ==_POST[’ p2’ ] & m5 (3_POST( p1’ 1F==has (§_POST( p2" 1) {

die( seclabb07 {77
}

else|
echo ”nD”;
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p1=%4d%c9%68%Tf%0e%e3%5C%20%95%72%d4%77%7b%72%15%87%d3%6T%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%at%bf%a2%00%
28%28%4b%T3%6e%8e%A4b%55%b3%51%42%75%93%d8%A9%67%6d%a0%d1%55%5d%83%60% T b%5 %07 % e%a2

p2=%4d%c9%68%Tf%0e%e3%5C%20%95%72%d4%77%7b%72%15%87%d3%61%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%at%bf%a2%02%
28%28%A4b%T3%6e%8e%A4b%55%b3%51%42%75%93%d8%A9%67%6d%a0%d1%d5%5d%83%60% T b%5 %07 % e%a2
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Content-Type: application/x-www-form-urlencoded



Request Response
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POST / HTTF/1.1 A HTTE/1l.1 Z00 OE

Host: 10.£.£85.230:9005 P Server: nginx/l.15.8

Uzer-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; x&4; Date: Fri, 25 Jan 2019 10:Zg:17 GHUT
rv:E4.0) Gecko/Z0Ll00Ll0Ll Firefox/E4.0 Content-Type: text/html

hecept: Connection: close

text/html, application/xhtml+xml, application/xml;q=0.9, " ¥-Powered-By: PHPF/5.4.45

S *re=0.8 Content-Length: 35

Aocept-Language:

zh-CH, zh;q=0.8, zh-TW:q=0.7, zh-HE; q=0.5,en-U3;qg=0.3 ,en; seclab507{mm w7 ToEm_ wm H
=0.Z2

Fontent—T?pe: application/x-www-form-urlencodsd
Connection: close

Upgrade-Insecure-Requests: 1

Content-Length: 391
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