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uncompyle6 version 3.7.2

Python bytecode 3.8 (3413)

Decompiled from: Python 3.7.1 (v3.7.1:260ec2c36a, Oct 20 2018, 14:57:15) [MSC v.1915 64 bit (AMD64)]
Embedded file name: main.py

Compiled at: 1995-09-28 00:18:56

Size of source mod 2**32: 184549648 bytes

import sys

from PyQt5.QtCore import *

from PyQt5.QtWidgets import *

from signin import *
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from mydata import strBase64
from ctypes import *

import _ctypes

from base64 import b64decode
import os

class AccountChecker:
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# B AN b' PLHCU+fujfZmMOMLGHCYWWOq5HSHDN2R5nHN1V30QOEA

def __init_ (self):
self.dllname = './tmp.d1l’
self.dll = self._AccountChecker__release_d11()
self.enc = self.dll.enc
self.enc.argtypes = (c_char_p, c_char_p, c_char_p, c_int)
self.enc.restype = c_int
self.accounts = {b'SCTFer': b64decode(b'PLHCu+fujfZmMOMLGHCYWWOq5HSHDN2R5nHN1V30QOEA" )}

self.try_times = 0@

def _ _release_dll(self):
with open(self.dllname, 'wb') as (f):
f.write(b64decode(strBase64.encode('ascii')))
return WinDLL(self.dllname)

def clean(self):
_ctypes.FreelLibrary(self.dll._handle)
if os.path.exists(self.dllname):
os.remove(self.dllname)

def _error(self, error_code):
errormsg = {0@:'Unknown Error',
1:'Memory Error'}
QMessageBox.information(None, 'Error', errormsg[error_code], QMessageBox.Abort, QMessageBox.Abort)
sys.exit(1)

def _ safe(self, username: bytes, password: bytes):
pwd_safe = b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x
status = self.enc(username, password, pwd_safe, len(pwd_safe))
return (pwd_safe, status)

def check(self, username, password):
self.try_times += 1
if username not in self.accounts:
return False
encrypted_pwd, status = self._ AccountChecker__safe(username, password)
if status ==
self. AccountChecker__error(1)
if encrypted_pwd != self.accounts[username]:
return False
self.try_times -= 1
return True

class SignInWnd(QMainWindow, Ui_QWidget):

def __init_ (self, checker, parent=None):
super().__init__ (parent)
self.checker = checker
self.setupUi(self)
self.PB_signin.clicked.connect(self.on_confirm_button_clicked)

@pyqtslot()
def on_confirm_button clicked(self):

username = bytes((self.LE_usrname.text()), encoding="ascii')
password = bytes((self.LE_pwd.text()), encoding="ascii')



if username == b'' or password == b'"':
self.check_input_msgbox()

else:
self.msgbox(self.checker.check(username, password))

def check_input_msgbox(self):
QMessageBox.information(None, 'Error', 'Check Your Input!', QMessageBox.Ok, QMessageBox.Ok)

def msgbox(self, status):
msg_ex = {0:'",
1:'"',
2:"It's no big deal, try again!",
3:'Useful information is in the binary, guess what?'}
msg = 'Succeeded! Flag is your password' if status else 'Failed to sign in\n' + msg_ex[(self.checke
QMessageBox.information(None, 'SCTF2020', msg, QMessageBox.Ok, QMessageBox.Ok)

if _name__ == '__main__"':
app = QApplication(sys.argv)
checker = AccountChecker()
sign_in_wnd = SignInWnd(checker)
sign_in_wnd.show()
app.exec()
checker.clean()
sys.exit()
# okay decompiling C:\Users\admin\Desktop\main.pyc
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) (pwd_safe); /3247
) fDP ( i =110164; i; --1 )
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7 *(_DWORD *)v4d = "mumm’;

H vl = 4;
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sub_180011078(( int64)&unk_180020003);
0 = j_strlen(pwd);

! 1=n username = j_strlen(name);
dWoif ( v1@ <= len_pwdSafe )
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» while ( vie < 32 )

vid++] = 8; // eETT

=085 0 <45 ++1 )
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—mm_1fence();
memset(&Dst, B, sizeof(Dst));

! j_memcpy(&Dst, &pwd[v12], 8uisd); // 8 1-A1d

} Dst = sub_18@011311(Dst); I #UﬁﬁﬁﬁﬁﬁfEﬁﬂ RIEFHHTER

l J_memcpy((void *)(v12 + pwdSafe), &Dst, Buied);

; V12 += 8;

) }

7 for ( k =0; k < 32; ++k )

3 {

) vle = k;

) *( BYTE *)(pwdSafe + k) *= name[k % len username];// v19EHE—TE~v17[k%len(v17)]
¥

*¥( BYTE *)(pwdSafe + 32) = @;
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| inted4  fastcall sub 180013CEG(_ inted al)
{
__inted *v1; f/ rdi
signed  int6d i; // rcx
__inted v4; f/ [rsp+@h] [rbp-28h]
int j; // [rsp+24h] [rbp+4h]
_intéd ve; /S [rsp+120h] [rbp+186h]

v = al; /7 dst

vl = &vi;

for ( 1 = 66i64; i; --1 )

{
*( DWORD *)v1 = 'mmER’; /] CRC32B#
vl = (__inted *Y((char *)vl + 4);

¥

sub_180811878(( int64d)&unk_180820003);
for ( ] =0; ] < 64; ++] )
{
if (v >=8)
vb = sub_1800113@C(2 * vi);
else
vb = sub_18001130C(2 * vt ~ OxBOARAB7679FA26B3uibd);

return vo;
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from base64 import *
import struct

def u_qgword(a):
return struct.unpack('<Q"', a)[0]

def p_qgword(a):
return struct.pack('<Q', a)

username = list(b'SCTFer')
enc_pwd = list(b64decode(b'PLHCuU+fujfZmMOMLGHCYWWOq5HSHDN2R5NHN1V30QOEA'))[:-1] # remove thelast x00
for i in range(32):
enc_pwd[i] ~= username[i % len(username)]
#tprint(enc_pwd)
gwords = []
for i in range(4):
gwords.append(u_qgword(bytes(enc_pwd[i*8:1i*8+8])))
# bytes¥ BRI BIE”, FHHstruct.unpackipythonfI#HEHmiclt), &R
# bytesKEIE M T /T RER, PRUATUMEMTI , WikAbytes, AAIUA, MRS ML, MM ~1list
# ZH<ERR/DIRF, Q¥ munsigned longlong
#tprint(qwords)
for i in range(4): # CRC32ZEMUEHE
gword = gwords[i]
print(qword)
for _ in range(64):
if qword & 1 == 1:
gword "= OxBOO4B7679FA26B3
gword >>= 1
gword |= 0x8000000000000000
continue
else:
gword >>= 1
gwords[i] = qword
print(qwords) # [13105084052108931695, 2298581059073635890, 16408946688824694790, 148766366331253429]
pwd = []
for i in range(4):
pwd.append(p_gword(gqwords[i]).decode())

flag = "'.join(pwd)
print(flag)
#print(pwd)
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