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import json

import hashlib

import os

import base64

from Crypto.Cipher import AES

fp = open("secret.json", "r")
secret = json.load(fp)
fp.close()

if type(secret["the answer to life the universe and everything"]) != type(u"77"):
destroy_the_universe()

answer = hashlib.shal(secret["the answer to life the universe and everything"]).hexdigest()[0:16]
key = hashlib.shal(secret["Don't google what it is"]).digest()[0:6]

if ord(key[4])*(ord(key[5])-5) != 17557:
destroy_the_universe()

keys = ["hey"+key[2]+"check"+key[3]+"it"+key[@]+"out",
"come"+key[1]+"on"+key[4]+"baby"+key[5]+"~~1"]
answer = AES.new(keys[1], AES.MODE_ECB).encrypt(AES.new(keys[@], AES.MODE_ECB).encrypt(answer))

if base64.b6dencode(answer) == "fm2knkCBHPUhCQHYE3spag==":
fp = open("%s.txt" % hashlib.sha256(key).hexdigest(), "w")
fp.write(secret["The entrance to the new world"])
fp.close()
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import hashlib
import base64
from Crypto.Cipher import AES
k4=102
k5=181
kkk = hashlib.shal("42").hexdigest()[0:16]
for kO in range(255, 256):
for k1 in range(@, 256):
for k2 in range(@, 256):
for k3 in range(@, 256):
keys = ["hey"+chr(k2)+"check"+chr(k3)+"it"+chr(ko)+"out",
"come"+chr(kl1l)+"on"+chr(k4)+"baby"+chr(k5)+"~~1"]
#print len(keys[@]), len(keys[1])
answer = AES.new(keys[1], AES.MODE_ECB).encrypt(AES.new(keys[@], AES.MODE_ECB).encrypt(kkk)
if base64.b6dencode(answer) == "fm2knkCBHPUhCQHYE3spag==":
print "%s.txt" % hashlib.sha256(chr(ke)+chr(kl)+chr(k2)+chr(k3)+chr(k4)+chr(k5)).hexdig
exit();
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Welcome to the new world!
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int main()
{
char s1[] = "Jr3gFud6";
char s2[16];
char passwd[16];
int len;

printf("input your password:");
scanf("%s", passwd);

len = strlen(passwd);

if(len 1= 9) #X BigRidaf)ZHPiE k.

return 0;
memset(s2, 0, 16);
for(int i=@; i<len; i++)
s2[i] = passwd[i]+3;
if(! strcmp(sl, s2))

printf("The flag is SCTF{%s}\n", passwd);
return 0;
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