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Eﬁjt: m
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BEE: n
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2. BERE
o BENLAE A KFE$p, q
° n:p*q
* r=(p-1)*(a-1)
o Re: 1<e<r H gcd (e, r) =1
e 3Rd: 1<d<r H e*d mod r=1
o NE3FE: m<nc=pow(m,e,n) Blmje?kJ5 mod n

o fREWIFE: m=pow(c,d,n)
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1. B%in. edi&p. gq. exXkd

o XHEHINK 73R
yafu factor() & %1
S RN 5

o 1§%p. q, FIAMA

import gmpy2
p 473398607161

q = 4511491
e 17
print gmpy2.invert(e p-1 q-1

2. B%c. dv nkm
H#F Fm=pow(c,d,n)
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4. BHRHEHE. cRm
BB H A T AR private.pemFflag.enc
A] 7Ekali 5 2 Ubuntufs F openss| B #:i# 17 iR %

openssl rsautl -decrypt -in flag.enc -inkey private.pem

5. BRIAAIMF. cKRm

BBH R4 1 T public.pemAl#E 3 flag.enc

f#FH openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem
BREAAEER, BALUAEZIN. e, 5#nBEp. q

{8 Frsatool 4= Bt FA 8 SC A4 private.pem

shell python rsatool.py -o private.pem -e 65537 -p XXX -q XXX
BV T SR P A2 B B FA B ST A s flag SC A4

shell openssl rsautl -decrypt -in flag.enc -inkey private.pem
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c1=m" modn
c2=m®*2mod n
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(e1,e2) = 1BNFTE 82, 145!

s1€e1 + s9eg =1
1 = m® modn,ca; = m® modn
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me1s1+e232 mod n= C1s10232
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gmpy2.gcdext(el, e2)
s[1]

if sl 0:

sl sl

cl gmpy2.invert(cl, n)
elif s2 Q:

s2 s2

c2 = gmpy2.invert(c2, n)

(c1, si1, n) (c2, s2, n) n
( (m)) .decode(
(time.clock(),2),

return 1, 0, a
x2, y2, r = exgcd(b, a%b)
x1 y2
yl = x2-(a//b)*y2
return x1, y1, r

r2, t exgcd(el, e2)
gp.powmod(cl, rl, n) gp.powmod(c2, r2, n)

(m)[2:]

print libnum.n2s(m)
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, result[1]

: print . (result[0]).decode(

A —MER R A XM =R T K, ERARE® K, XA LAk, H:
c=m®-kn

Bk, WRc + knBeF =R, AT LLERB X

, N

> C

time.clock()
while 1:
gmpy2.iroot(c

(m)) .decode(

(time.clock()

while True:
mm C n*k
result, flag = gmpy2.iroot(mm, e)
if True flag:
return result
1
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XEMBFERHELEAL, HEMAHE THRRMZE RS —MEZHREE, X7 DURYE HBYE A 28 3.
XHHe=3

¢ =m®modn

¢ =m®modn

¢ =mf®modn

ERATERERERHE, e =31

c=m3modnnn

import gmpy2

import time
def CRT(items):
N (lambda x, y: x * y, (i[1] for i in items))

result (%]

for a, n in items:
m N n
d, r, s gmpy2.gcdext(n, m)
if d 1: raise Exception(
result a S m

return result N, N

col, L]
C [...L,...L]
data (c, n)
X, n CRT(data)
m = gmpy2.iroot(gmpy2.mpz(x), e)[0]
print m

print
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https://github.com/pablocelayes/rsa-wiener-attack

def continuedFra(x, y):
ckF =[]
while y:

cF [x / y]

X, Yy =Y, XnYy
return cF
Simplify(ctnf):
numerator 0
denominator 1
for x in ctnf[::-1]:

numerator, denominator denominator, x denominator numerator

return (numerator, denominator)

calculateFrac(x, y):
cF continuedFra(x, y)
cF (Simplify, (cF[@:i] for i in (1, (cF))))

return cF

solve pq(a, b, c):
par = gmpy2.isqrt(b * b - 4 * a * ¢)
return (-b par) (2 a), (-b par)
wienerAttack(e, n):
for (d, k) in calculateFrac(e, n):
if k 0: continue
if (e d 1) k 0: continue
phi (e d 1) k
P, q solve pq(1, n phi 1, n)
if p *q DE
return (P))» (a))

wienerAttack(e, n)

»P
»q
»P™q

, d
(pow(c,d,n)).decode(
(time.clock(),2),
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from Crypto.Util.number import getPrime,bytes to long,long to bytes

cl

egcd(a,b):
if a 0:
return (b,0,1)
else:
g,y,x=egcd(b%a,a)
return (g,x-(b//a)*y,y)
modinv(a,m):
g,X,y=egcd(a,m)
if g 1:
raise Exception(
else:
return x7m
gcd(a,b):
while a Q:
a,b=b%a,a

return b

d=modinv(e, (p1-1)*(qg-1))
(c1,d,nl)
print long to_bytes(decl)

1. nAT A AZ N RS

return (b,0,1)
else:

g8,y,x=egcd(b%a,a)
return (g,x-(b//a)*y,y)
modinv(a,m):
g,X,y=egcd(a,m)
if g %

raise Exception(
else:

return x7m

»(p-1)*(g-1)*(r-1))

(pow(c,d,n))
destr=destr[2:-1]
print(destr)
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https://blog.csdn.net/dreamermydreamer/article/details/106956544?utm_medium=distribute.pc_relevant.none-task-blog-BlogCommendFromMachineLearnPai2-1.nonecase&depth_1-utm_source=distribute.pc_relevant.none-task-blog-BlogCommendFromMachineLearnPai2-1.nonecase

import gmpy2

import libnum

for i in (1,e):

if (dp*e-1)%i 9:
if n%(((dp*e-1)/i)+1)==0:
p=((dp*e-1)/i)+1
q=n/(((dp*e-1)/1i)+1)
phi = (p-1)*(g-1)
d gmpy2.invert(e,phi)%phi

print libnum.n2s( (c,d,n))
13. dp, doitFE Xz

m1=c”{dg }mod g
m2=c”{dp} mod p
m=(((m2-m1)+*p—1 mod q)p+m1) mod n

import gmpy2

gmpy2.invert(q,p)
(c,dp,p)
(c,dq,q)
(((mp-mqg) *InvQ) p)*g+mg
print libnum.n2s(m)
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p=(1l+r)/2
y=p*(cl-p)
if y==n:
print p

break

if y>n:

print

1=p
else:

print

r=p

15. B4in. e*d, Kp, qEE
Algorithm

An RSA modulus N product of large distinct primes can be factored given (N, e, d) per:

1. Compute f + ed — 1, and express f as 2° ¢ with ¢ odd
2 Seti+— sanda + 2
3. Compute b +— a' mod N ,and if b = 1 then

+ set a to the next prime, and proceed at 3
4.1fi £ 1then

« compute ¢ +— b> mod N , and if ¢ # 1 then

+ seth + ¢, decrease i, and proceed at 4

51fb=N — 1then

+ set a to the next prime, and proceed at 3
6. Compute and output p «— ged(b — 1,N) ,and g+ N/p.

For standard RSA where N has 2 distinct factors, we have fully factored N . Otherwise, p or/and g

won't be prime, just re-run the algorithm from step 2 replacing IN by any still unfactored compaonent,
until all the prime factors of N have been pulled out.
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)= rime (1024) @RS

g = R orime(l JACRILF]

assert (p < g)@GRAE
.:I_{m
0 no=", n) RN

I CRILE]
* . d) @RS
7 0

*

return - symr
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Q_n 2071429833816044974954536074368801884287727405454085209645948528393680234127136376615797611252503400431993
8054034934880860956966585051684483662535780621673316774842614701726445870630109196016676725183412879870463432277
6299166691304940404037332955936553061041763679023524843675202629179431004676975405939257071621626166355335502627
1880874625459945628657840918789517101579699191012380452982551951927838891048313381333090253016044897292609608399
0208243274548561238253002789474920730760001104048093295680593033327818821255300893423412192265814418546134015557
579236219461780344469127987669565138930308525189944897421753947

Q E D 10077207922229813458611615685074281785540812771696289192925986874667257260233391895807558267175249361825
9518286336122772703330183037221105058298653490794337885098499073583821832532798309513538383175233429533467348390
3893232251988052949504848020681485909029072211509685390679804328313103763682027732122663201126706997375010548316
4628658514228141923757222271397564684355502473185568857383410871187440614954007825377434970815806305575493281267
5786123700768288048445326199880983717504538825498103789304873682191053050366806825802602658674268440844577955499
368404019114913934477160428428662847012289516655310680119638600315228284298935201

f, s, tem Q ED-1, 0, 1

aLg
sympy .nextprime(a)

(a, t, Q_n)

(b, 2, Q_n)

else:
break
Q n-1:
sympy .nextprime(a)
b (a, t, Q_n)
while b 1:
a = sympy.nextprime(a)
b (a, t, Q_n)

ged(b-1, Q_n)
Q_n//p
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from random import randint

while r%2==0:
r=r//2

return r

bits(b):
k=[]
while b:
if b%2!=0:
k.append(1)
else:
k.append(9)
b>>=1
k.reverse()

return k

quickmod(a,b,n):
f=1
k=bits(b)
for i in
f=(f*f)%n
if k[i]:
f=(f*a)%n
return f

gcd(m,n):
while(n!=0):
m, n=n,m%n

return m

func(e_d,N):
k=e_d-1
r=oddR (k)

while True:
b=randint(2,N-1)
a=quickmod(b,r,N)
if a==1:
continue
y=gcd(a-1,N)
if a>1 and y>1:
q=N//y
return q
else:
r=r*2

deciphering(e_d,n):
p=func(e_d,n)
q=n//p
phi=n-(p+q)+1
if p*g==n:

print p

print q
else:



https://blog.csdn.net/qq_41956187/article/details/105189556
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from gmpy2 import next_prime, gcd
def Factorize(n, e, d):
g 2
while True:
k e d
while not k
k p)
P (ged(pow(g, k, n) - 1, n))
if p 1:
return (p, n p)
g (next_prime(g))
if _ _name__ 2

d
print(Factorize(n, e, d))
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[+]Generating challenge 1

[+]n=0xa1888c641a05aeb81b3d1686317a861104791feld570a5b11209f45d09%ead401d255a70744e7a2d39520e359c23a911209ee471496
dbd279e62ee1648b3a277ced8825298274322e0a7a86deea282676310a73b6bb946fc924c34ac6c87841F559b19a004c03fbl67ef54aaead
Pce5871213074b40d71632022ec8fb12e659953L

[+]e=3

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x93145ece45f416al11e5e9475518f165365456183¢361500c2f78aff263028c90120b7d97205F54e21f3bcc8a556b45
7889fde3719d0a0f9c9646f3f0d0aledbeedf259f023168fe8cc0511848c1635022fcc20b6088084585e218055a9d1bld6bdb228087900bf
7c6d4229818e45c451562c816e2303990834c94e580bfocbdlL
[+]((m>>72)<<72)=0x9e67d3a220a3dcf6fc47420526211543b8c78d5d9813e69272e65ac676672446e5c88887e8bfdfc92ec87ec74c163
50e6b539e3bd910b000000000000000000L

KA. (TJEEHsage)


https://blog.csdn.net/weixin_44159598/article/details/105188687
https://www.jianshu.com/p/5ef3284ca1b4

e ox3

b Ox9e67d3a220a3dcf6fc47420526211f543b8c78d5d9813e69272e65ac676672446e5c88887e8bfdfc92ec87ec74c16350e6b539e3bd9
10b00000000VV000RVOL

n 0x21888c641a05aeb81b3d1686317a861104791feld570a5b11209f45d09ead401d255a70744e7a2d39520e359c23a911209ee471496d
bd279e62ee1648b3a277ced8825298274322e0a7a86deea282676310a73b6bb946+c924c34ac6c8784FF559b19a004c03fbl67ef54aaea99
ce5871213074b40d71632022ec8fb12e659953L
c=0x93145ece45f416a11e5e94755181165365456183c361500c2f78af1263028c90120b7d97205F54e21f3bcc8a556b457889fde3719d0a
Pf9c9646f3f0d0aledbeedf2591023168fe8cc0511848c1635022fcc20b6088084585e218055a9d1bld6bdb228087900b1T7c6d422981F8e45
c451562c816€2303990834c94e580bf0chdlL

PolynomialRing(Zmod(n))
(x b)"e-c
X0 = f.small roots(X=2"kbits, beta=1)[0]
print ( (x9))

pHIRALE SN, fERALR AN
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[+]Generating challenge 2
[+]n=0x241ac918f708fff645d3d6€24315e5bb045c02e788c2b71f74b2b83484ce9c0285b6c54d99€2a601a386237d666db2805175e7cc86)
2733297aeaab63486133103e30c1dca®9741819026bd3ea8d08746d1d38df63c025c1793bdc7e38d194a30b492aadf9e31a6¢c1240a65db49
e061b48f1f2ae949ac9e7e0992ed2419c01578dL

[+]e=65537

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x1922e7151c779d6bb554cba6a05858415e74739c36dfObcf169e49ef0e566a4353c51a30603697000512321d1d1041]
912673140944e830619ed683d8f84eaf26e7a93c4abeldbd7ca3babf3f4959def0e3d8717818d54633a790fc74e9fed3c5b5456c21e31425
24016217bOb14516cb59aa0ce74b83cal7d8cc4adfbc829fb8L
[+]((p>>128)<<128)=0x2c1e75652df018588875c7ab60472abf26a234bc1lbfc1b685888fb5ded29ab5b93f5105¢c1e9b46912368€626777
2873200000000000000000000000000000000 L

R . (REFHsage)

n 0x241ac918f708fff645d3d6e24315e5bb045c02e788c2b7174b2b83484ce9c0285b6c54d99e2a601a386237d666db2805175e7cc86a
733a97aeaab63486133103e30c1dca®9741819026bd3ea8d08746d1d38df63c025¢c1793bdc7e38d194a30b492aadf9e31a6¢c1240a65db49%e
061b48f1f2ae949ac9e7e0992ed2419¢c01578dL

p_fake 0x2c1e75652df018588875c7ab60472abf26a234bclbfclb685888fb5ded29ab5b9315105¢c1e9b46912368e626777a873200000
000000000000000000000000000L

1024
130
p_fake (27pbits-27kbits)
(pbits-kbits, pbits)

PolynomialRing(Zmod(n))
pbar

X0 = f.small roots(X=2"kbits, beta=0.4)[0]
print ( (x0 + pbar))

LN AL i 25 4Hd FIN
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[+]Generating challenge 3
[+]n=0x51fb3416220d712a430157d7c9853602a758e15462e7c08827b04cd3220c427bbb8199ed415393dae43f013b68732a685defc17497
f0912c886fa780dfacdfbbl461197d95a92a7a74ade874127a61411e14a901382ed3fb9d62c040cOdbaal3d74b5a4df06481a26da3fca27142
9ff10a4fc973b1c82553e3cldd4f2f37dc24b3bL

[+]e=3

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x3d7el6fd8boOblatdb4e12594c3d859011175800ef07bb275d7a8ad983d0d5d5fd5c6f81lefad40f5d10c48bb2001805¢)
679d633ee584748e5feef003e0921dea736ba91eef72f3d591d3a54cd59fd36f61140fdd3fb2e2c028b684e50cbeaed4alf386f6ab35359d4
6229996c0f7d9a4a1891f10961504967461064c3ccd4lcflllbeoL

[+]d=invmod(e, (p-1)*(g-1))
[+]d&((1<<512)-1)=0x17c4b1811290b62a0886eaa7bf426485a3994c5b71186fe84d5138e18de7e060db5719580381a917fdfd171bfd159
825a7d1e2800e277415e4449d17e6723749bL

[-]long_to_bytes(m).encode( )

d 0x36a7780f1c08f66d7563a8fdbae2401c4e5eb8d97452b056fcadde216b2d6fd27abbbf38a37b7e742d4ab7cf04cc6f03e9fd64dbaa
©60c85af51a55ea7331d2017c4b1811290b6a0886eaa7bt426485a3994c5b71186Fe84d5138e18de7e060db5719580381a917Fdfd171bfd]|
59825a7d1e2800e277415e4449d17e6723749bL

Rig:  (FEMFHsage)



def partial p(p@, kbits, n):
PR.<x PolynomialRing(Zmod(n))
nbits n.nbits()
f 2"kbits*x po
f = f.monic()
roots f.small _roots(X=2"(nbits//2-kbits), beta=0.3)
if roots:
X0 roots[0]
p = gcd(2”kbits*xe@ po, n)
return ZZ(p)

find p(do, kbits, e, n):
X = var( )

for k in (1, e+l1):
results solve mod([e*dO*X - k*X*(n-X+1) X1, 27kbits)
for x in results:
po = ZZ(x[0])
p = partial_p(p@, kbits, n)
if p:

return p

n 57569201048993475052349187244752169754165154575782760003851777813767048953051839288528137121670999884309
8498157659996163463037924715186390806971667676449570465823857857211023702888060381879560325057615327897160095221
31450217010629338000241936036185205038814391205848232364006349213836317806903032515194407739

nbits n.nbits()

kbits floor(nbits*0.5)

print , kbits

de 1244848677959253796774387650148978357579294769878147704641867595620534030329181934099194560059806799908|
134954814673426128260540575360296026444649631806619

print (kbits, nbits)

p find_p(de, kbits, e, n)
print p
q n

print inverse_mod(e, (p-1))

18+ Wiener Attack
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def rational to quotients(x, y):
a = X %
quotients [a]
while a * y X:
X, Yy =Y, X
a = X %
quotients.append(a)

return quotients

convergents from_quotients(quotients):

convergents [ (quotients[@], 1)]

for i in (2, (quotients) 1):
quotients_partion quotients[0:i]
denom = quotients_partion[-1]
num 1
for _ in (-2, (quotients _partion), -1):

num, denom denom, quotients_partion[_ ] denom

num denom quotients partion[@]
convergents.append((num, denom))

return convergents

def WienerAttack(e, n):
quotients rational_to_quotients(e, n)
convergents convergents_from_quotients(quotients)
for (k, d) in convergents:
if k and not (e * d - 1)
phi (e *d - 1)

coef = n - phi + 1

delta coef coef - 4 n

if delta > @ and iroot(delta, 2)[1] True:
print ( (d))
return d

cipher = encrypt(n, e, flag)
d WienerAttack(e, n)

decrypt(n, d, cipher)

19. Boneh and Durfee attack
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[+]Generating challenge 6
[+]n=0xbadd260d14ea665b62e7d2e63412026382ac369cd44017305b69cf3a2694667ee651acded7085e0757d169b09012913186fec2557
16674ffa8aba3elc9e1861003eb39f82cf74d84cc18e345f60865f998b33fc182aladffa71f5ae48alb5cb4c5+f154b0997dcOb001e441815
ce59c6c825f0641dcab78858758dc2cebbc4d27L

[+]d=random.getrandbits(1024%0.270)

[+]e=invmod(d, phin)

[+] (e)=0x11722b54dd6f3ad9ce81dabf6ecb@acaf2cbc3885841d08b32abc®672d1a72931t9856db819407dcO5F61373a2d9246752a7¢
c7b1b6923f1827adfaeefc811e6e5989cce9f00897cfclfc57987cce4862b5343bc8e91ddf2bd9e23aea9316a69128f407cfe324d546a7dd
e13eb@bd052f694aefe8ecdf5298800277dbab4a33bbL

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0xe3505f41ec936cf6bd8ae344bfec85746dc7d87a5943b3a7136482dd7b980168152c887585d1c7ca099310c4da2f79,
d4d5345d3641428797030177dabccOd41e7b28d0abce694157c611697df8d0add3d900c00f778ac3428f341f47ecc4d868c6c5de@724b0c3
403296d84126736aa6617905d498fal1862ca59e97f8f866¢L

[-]1long_to_bytes(m).encode( )
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20. e5AERRN, BREARHZ)E, FREIFR
& H # Blgcd(e,r) =1
Bl H g T IR, HEdtmp A A E

(flag,el,nl)==cl
(flag,e2,n2)==c2
assert gcd(el, (pl-1)*(ql-1))==tmp
assert gcd(e2,(p2-1)*(q2-1))==tmp

from libnum import
import gmpy2
p=gcd(nl,n2)

bdl=invmod(el,f1)
bd2=invmod(e2,f2)

(c1,bd1,n1)
(c2,bd2,n2)
ml7%p
m27q2
ml7%ql

m=solve crt([mil,m2,m3], [ql,92,p])
print m

ql*qg2

(gq1-1)*(q2-1)

m%n

invmod(7,f)

(m,d,n)
gmpy2.iroot(m, 2)[0]
binascii.unhexlify( (m)[2:])

print flag



https://github.com/mimoo/RSA-and-LLL-attacks/blob/master/boneh_durfee.sage
https://blog.csdn.net/chenzzhenguo/article/details/94339659

n
e

cipher

phi = (p-1) * (9-1)
fac GCD(e, phi)
new_e e//fac

d inverse(new_e, phi)

tmp_FLAG (cipher, d, n)

if iroot(tmp FLAG, fac)[1]:
FLAG long to_bytes( (iroot(tmp_ FLAG, fac)[9]))
print(FLAG)
else:
print( )
print( (tmp_FLAG p))
print( (tmp_FLAG % q))
print( (p))
print( (a))
print( (fac))
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