RSAINZ

—A/DER F 2020-07-27 10:16:00 K A5 258 S8R

FREE: webZ4 CTF W HERRE: G 51k python

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/qq_45554491/article/details/107605736

v
= web %24 [Flit i 2 AR

4 FIE 0T
BB A

CTF
6 RXE 1T
BT

RSAN %

0x01. RSAE ¥k i 2 ¥ A1 i A
R R

1. ¥

RSAR1977EH D ghil- 22481k (Ron Rivest) Pl -f£ 5 /8 (Adi Shamir) Fli&ghfE-fif 152 (Leonard Adleman) —ji$gH
K. RSAFLRAAT= AN KFF Lk FRHHE— AR .

2. s

RSAR T E AR A b R — A A A R I8 2% A S AR R 41, b AN 236 36 =t A 3 94 T B _E RN W AT P A A
#l. RSARMHI ARG ZHAHEE, NRHIMECE=1E, @57 8MUHHER, B IANER, EREANEHE
HIRMFHIAATRZ —

0x02. RSASLYE A 4 J7 2
RSAR I HR N

BeEg: f(m)=c 15 B milid hn s (5 2% LR &, ERAESE LR EEEmIER, ERAEE—ENRAMEE (RYD
JE X8 IE S AR A fa] B

b aL5bXEnFER

1 351E22RR

(ESYiSt v
mCmod N=c &SR (W8 , MEEH (A9 (eN)

cdmod N=m a5/ () , MRS (D « dN)


https://blog.csdn.net/qq_45554491
https://blog.csdn.net/qq_45554491/category_10234305.html
https://blog.csdn.net/qq_45554491/category_9865062.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25AE%2597%25E6%25B3%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45554491/article/details/107605736
https://blog.csdn.net/qq_45554491/category_10234305.html
https://blog.csdn.net/qq_45554491/category_9865062.html
https://baike.baidu.com/item/%25E7%25BD%2597%25E7%25BA%25B3%25E5%25BE%25B7%25C2%25B7%25E6%259D%258E%25E7%25BB%25B4%25E6%2596%25AF%25E7%2589%25B9/700199
https://baike.baidu.com/item/%25E9%2598%25BF%25E8%25BF%25AA%25C2%25B7%25E8%2590%25A8%25E8%258E%25AB%25E5%25B0%2594
https://baike.baidu.com/item/%25E4%25BC%25A6%25E7%25BA%25B3%25E5%25BE%25B7%25C2%25B7%25E9%2598%25BF%25E5%25BE%25B7%25E6%259B%25BC/12575612

0x03. RSAH :#iik

(S e o7 v 25 BB 3R B0 AR KSR RAIE I 25 1y P $E 1)
1. BEVLEER AR HEE KR Hpflg, Blap=61,9=53
2. HHHEpMqisRAN

N=61*53=3233

N =3 K BE R S ST, 323300 HE — 36 1260, FTRLR BRI BERR R0, (SRR s S K —
1024475204841

3. THENIBRHL R Hp(N)

(N)=(p-1)(a-1)

©(3233)=3120

4. BEHLEFE—EHe, a2 AP FRINE KT
%M 1<e<@(N),He5¢@(N)E &

BeAL, BEMLEFE17 (EFRMAH, HHEEE65537)
5. itHext FoNMB R TR, HHRHHYS+ARMBEHETF.
HEFAMeM KR, BKRIEH

Hi:

m®modN=c

cdmodN=m

HEF -

d=(K*o(N)+1)e

K B (B ZE AR UEA 7T DASE HH B 4
efMdig R & ] LAE 1E:

ed=1 mod @(N) t 7] EL 5 {E ed mod ¢(N) = 1
HXd=2753 ,17*2753 mode 3120=1

6. KeFINHFEMAH, dFINH AT

AR (17,3233)

FEIAN: (2753,3233)

XEEMRE—T, =REBPRAIFARKKFTS. ARF, =RSHNEALTMNFSLABRR, WHREROEESHERMER. Bim
G, ANEBRLE, F5HEU1 mod gN)WEREBET1:; FEHNAENISeMRRABEEEENERUOLFET1. XHTFE
THFEHAE, XA EREREEE AL,

RS AL 9 {85 P 26 T30 7 TERPHEN S A A 5038 0 T B R E M2 B R TR 0
0x04. RSASLVATECTF iR A



1. K PittFeasy RSA
[https://adworld .xctf.org.cn/task/answer?type=crypto&number=5&grade=0&id=5114&page=11:

A :

fE—IRRSAZE AN £ AR, B #p=473398607161, q=4511491, e=17

SR AR H d

R Canth f9dED flag) -

import math
def getEuler(pl,ql):
return (pl-1)*(ql-1)
def getDkey(e,Eulervalue):
k=1
while True:
if ((Eulervalue*k)+1)%e==0:
(d,m)=divmod(Eulervalue*k+1,e)
return d
k += 1
def Mingwen(c,d,n):
return pow(c,d,n)
if _ _name_ =='__main__':
p=473398607161
q=4511491
d=getDkey(17,getEuler(p,q))
print('FAEH N :%d " %d)
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import gmpy2
p =473398607161

e =17

phin =(p -1)*(q -1)
print (gmpy2.invert(e, phin))
=(gmpy2.invert(e, phin))
d = mpz(125631357777427553)
=125631357777427553

cipher =""

for char in str(d):

cipher +=chr(ord('a")+int(char)-1)

print(cipher)
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