REVERSE-PRACTICE-BUUCTF-9

P1umHO T 2021-02-26 23:06:14 K i 39 e

73 LR Reverse-BUUCTE

WOBCRE B A SO RO &, 1815 CC 4.0 BY-SA MR, 305 MY 1) S H AN FE R AN A i 1
ASCHEFE: https://blog.csdn.net/weixin_45582916/article/details/114155831

Y
®
S

Reverse-BUUCTF EF:EIZ N

32 i EE 3T
VTR E A

REVERSE-PRACTICE-BUUCTF-9

[ACTF:#7/E #%2020]usualCrypt
[MRCTF2020]Transform
[V&N2020 A J14¢]JCSRe
[WUSTCTF2020]level1

[ACT F3# 4= 3£ 2020]usualCrypt

exefi)¥, BiTEitniNfag, o7, idasrir
mainef T EE T, FREUR N, sub_401080 K H i NBHT & K base64 i, 45 RAFEEIVE, SRJhcheck, IRiEfA

L=l Lhg Yiew—4 [ Ul Feeudocode—4 Ll B 5tack of _main I Hex Yiew-1 [ Al St

int _ cdecl main(int argc, const char **argv, const char **envp)
{
int v3; // esi
int result; // esax
int v5; f/ [esp+8h] [ebp-74h]
int v6; f/ [esp+Ch] [ebp-78h]
int v7; ff [esp+18h] [ebp-6Ch]
__intl16 v8; [/ [esp+14h] [ebp-68h]
9| char v9; f/ [esp+l6h] [ebp-66h]
10| char input; // [esp+18h] [ebp-64h]
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12| printf((int)aGiveMeYourFlag); // EFFE, Give me your flag:
13| scanf(as, &input);

14| w5 = @;

15| wvb = @;

16| v/ = @;

17| v8 = @;

18| v9 = @;
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28| wvi = 8;

21| while ( *(( _BYTE *)}&v5 + v3) == byte_ 40ERE4[v3] )// check
220 {

23 if ( ++v3 > strlen({const char *)&v5) )

24 goto LABEL_6;

25 }

26| printf{(int)aError);

27|LABEL_6:

28| if ( v3 - 1 == strlen(byte_ 40EQE4) )

29 result = printf((int)aAreYouHappyYes);
30| else

31 result = printf((int)aAreYouHappyNo);

32| return result;

33}
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int  cdecl sub_49188@(int al, int a2, int a3)
{
int v3; // edi
int v4; // esi
int v5; // edx
int v6; // eax
int v7; // ecx
int v8; // esi
9l int v9; // esi
10| int vie; // esi
11| dint vi1; // esi
12| _BYTE *v12; [/ ecx
13| int v13; // esi
14| int v15; // [esp+18h] [ebp+8h]
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16| v3 = @;
17| vd = @;

19 v5 = a2 % 3;

28| vb6 =

21| v7 = a2 - a2 % 3;
22| v15 = a2 % 3;

23 if (v7 > @ )

24| {

25 do

26 {

27 LOBYTE(v5) = *(_BYTE *)(al + v3);

28 v3 4= 3;

29 vB = vd + 1;

30 *( BYTE #*)(vi++ + a3 - 1) = basetd table[(v5 »>> 2) & Ox3F];

31 ®(_BYTE *)(v8++ + a3 - 1) = base64_table[16 * (*(_BYTE *)(al + v3 - 3) & 3)

32 + (((signed int)*(unsigned _ int8 *)(al + v3 - 2) >> 4) & OxF)];
33 *( BYTE #*)(v8 + 23 - 1) = base6d table[4 * (*( BYTE *)(al + v3 - 2) & @xF)

34 + (((signed int)*(unsigned __int8 *)(al + v3 - 1) >> 6) & 3)];
35 v5 = *(_BYTE *)(al + v3 - 1) & @x3F;

36 vl = v8 + 1;

sub_401000i %, Kibyte 40EOAA[B]FIbyte 40E0AA[14]FIbase64_table[6]F|base64 _table[14]Hi B2 #:

signed int sub_481008()
{

signed int result; // eax
char v1; // cl

result = 6;
do
{
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9 vl = byte 40E@AA[result];

1@ byte AREBAA[result] = basebd table[result];
11 basebd _table[result++] = vi;

12| 1}

13| while ( result < 15 );

14| return result;
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int _ cdecl sub_4081038(const char *al)
{
__int64 v1; [/ rax
char v2; // 2l
vl = Bi6d;
if ( strlen(zl) !=8 )
{
do
{
vZ2 = al[HIDWORD(v1}];
f(v2 <97 || v2»122)

s

if (v2 <65 || v2 > 90)
goto LABEL 9;
LOBYTE(v1) = vZ + 32;
¥
else
{
LOBYTE(v1l) = v2 - 32;
¥
al[HIDWORD(v1)] = vi;
LABEL 9:
LODWORD(v1) = @;
++HIDWORD(v1);
¥
while ( HIDWORD(v1) < strlen(zl) };
¥

return vl;
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#coding:utf-8

#base="ABCDEFGHIJKLMNOPQRS TUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/" Ji#

base=[0x41, 0x42, Ox43, Ox44, Ox45, Ox46, Ox47, Ox48, 0x49, Ox4A,
Ox4B, Ox4C, Ox4D, Ox4E, Ox4F, Ox50, Ox51, 0x52, Ox53, 0x54,
Ox55, Ox56, Ox57, Ox58, Ox59, OxS5A, Ox61, Ox62, Ox63, OX64,
OX65, OX66, Ox67, OX68, OX69, OX6A, OX6B, OX6C, OX6D, OXG6E,
OX6F, Ox70, Ox71, Ox72, Ox73, Ox74, Ox75, Ox76, Ox77, Ox7S8,
0x79, Ox7A, 0x30, 0x31l, Ox32, Ox33, Ox34, 0x35, Ox36, 0x37,
Ox38, Ox39, Ox2B, Ox2F]| #[i&/jasciiigZm, Ir{ld T IH#&3

X AT A

for i in range(6,15):

base[i],base[10+i]=base[10+i],base[i]

* 4

#base_changed /27, 2245 k715 i 9 TEZC

base_changed .join(chr(i) for i in base)

print("Current Base:\n%s

base_changed) #7#7///base_changed 7

def base64_decode(inputs): #inputsEbase64F7fH
# IR A 2
bin_str []
for i in inputs:
if 4 1= "=t
X str(bin(base_changed.index(i))).replace('@b', "")
bin_str.append('{:0>6}"'.format(x))
# B
outputs "
nums inputs.count('=")
while bin_str:
temp_list = bin_str[:4]
temp_str "
# HESIIFT
if (len(temp_str) 8 9):
temp_str = temp_str[0:-1 * nums * 2]
# FEVU1N6 S TTH) — i i) ey =11
for i in range(@, int(len(temp_str) 8)):
outputs chr(int(temp_str[i * 8:(i + 1) 8], 2))
bin_str bin_str[4:]
print("Decoded String:\n%s

.join(temp_list)

outputs)
tenc 22 B Fbase6d LI K KD G+ H 7 )1 i
enc="zMXHz3TIgnxLxJhFAdtZn2fFk31YCrtPC219"
e frenc KD GEARIFIL PfFE 7base64
o
for i in enc:
if i.isupper():
c+=i.lower()
elif i.islower():
c+=i.upper()
else:
c+=1i
base64 decode(c)
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16| sub_482230();
11| printf(argec, (__inted)argv, v3, (__int64)"Give me your code:\n");
12| sub_4@8E5F@(argc, (_ int6d)argv, (_ int6d)input, (_ int64)"%s");
13| if ( strlen(*(const char **)&argc) != 33 ) /7 WA B E 33

{

14

15 printf(arge, (__int64)argv, v4, (__inte4)"Wrong!\n");
16 system(*(const char **)&argc);

17 exit(argc);

18

19 for (1 =@; 1 <= 32; ++1 )

20| {

21 byte 414046[i] = input[dword 46FG46[i]]; // dword_4eFedef A M E £ N input I T AT, HETFMETbyte 414040, TR EEH input AT TR E
22 vl = 1i;
23 byte_41404@0[i] ~= LOBYTE(dword_4@F@4e[i]); // byte 4140405 Tidword_40Fa40

24

25 for (7 = @; § <= 32; ++7 )

26| {

27 vl = j;

28 if ( res[] !- byte 414ede[i] ) | // check
29

30 printf{argc, (_ int64)argv, j, (_ int64)"Wrong!\n");
31 system(*(const char **)&argc);

32 exit(argc);

33 1

34 }

35| printf(argc, (__int64)argv, v4, (__int64)"Right!Good Job!\n");

36| printf(arge, (__int64)argv, (__int64)input, (__ int64)"Here is your flag: %s\n");
37| system(*(const char **)&argc);

38| return 9;

AR 715 2flag

res=[0x67, 0x79, 0xTB, 0x7TF, 0x73, 0x2B, 0x3C, 0x52, 0x33, 0x79,
0x57, 0Ox5E, 0x5D, 0x42, 0x7B, 0x2D, 0xZ2A, 0x66, 0x42, 0xTE,
Ox4C, 0x37, 0x79, 0x4l, 0x6E, 0xVE, 0xz63, 0x3C, 0x3C, 0x43,
0x6F, 0x62, 0x4D]
arr_40F040=[9, 10,15, 23,7, 24,12, 6,1, 16, 3,17, 32, 29, 11, 30, 27, 22, 4,
13,19, 20, 21, 2, 25, 5, 51, 8, 18, 26, 28, 14, 0]
flag=[0]+*len(res)
for i in range(len(res)):
res[i] =arr_40F040[i]
flaglarr_40F040[i]]=res[i]
print ('’ . join(chr(i) for i in flagl)

testl
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flagB[l yflag{str+text}

using System;
using System.Security.Cryptography;
using System.Text;

/ Token: ©x02000006 RID: 6
internal sealed class Class3
{

// Token: 6x0600000D RID: 13 RVA: 0x000022(C8 File Offset: ©x000004C8

public string method_O(string string_@, string string 1)

{

string text string.Empty;

char[] array = string_@.ToCharArray();

char[] array2 = string_1.ToCharArray();

int num (array.Length array2.Length) array.Length : array2.lLength;

for (int i = @; i < num; i++)

{

text (int)(array[i] array2[i]);
b

return text;

}

// TokRen: Ox0600000E RID: 14 RVA: 0x0000231C File O : 0x0000051C



public static string smethod _@(string string 0)

{

byte[] bytes Encoding.UTF8.GetBytes(string 0);
byte[] array = SHAl.Create().ComputeHash(bytes);
StringBuilder stringBuilder = new StringBuilder();
foreach (byte b in array)

{
stringBuilder.Append(b.ToString("X2"));

}

return stringBuilder.ToString();

}

// TokRen: ©x0600000F RID: 15 RVA: 0x00002374 File Offset: ©x00000574
private static void Main(string[] args)

{
if (!Classl.smethod_1())

{

return;
)i
bool flag = true;
Class3 @class new Class3();
string str = Console.ReadlLine();
if (Class3.smethod @("3" + str + "9") "B498BFA2498E21325D1178417BEA459EB2CD28F8")
{
flag false;
)i
string text Console.ReadlLine();
string string_ = Class3.smethod_0("re" + text);
string text2 = @class.method O(string_, "63143B6F8007B98C53CA2149822777B3566F9241");
for (int i 0; i text2.Length; i++)
{
if (text2[i] '9')
{
flag false;
b
b
if (flag)

{
Console.WriteLine("flag{" str + text "1");
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int _ cdecl main(int argc, const char **argv, const char **envp)
{
FILE *stream; // ST0OZ &8
signed int i; // [rsp+4h] [rbp-2Ch]
char flag[24]; // [rsp+18h] [rbp-28h]
unsigned _ inted v7; // [rsp+28h] [rbp-8h]

GO o~ i Pl a2

v/ = _ readfsqword(@x28u);

9| stream = fopen("flag", "r");

18| fread(flag, 1ull, @x14ull, stream);
11| fclose(stream);

12 for ( 1 =1; 1 <= 19; ++1 )

131 {

14 if (1i&1) /] iEEE
15 printf("%1d\n", (unsigned int)(flag[i] << 1));
16 else /7 B
17 printf("%1d\n", (unsigned int)(i * flag[i]));
18| 1}

19| return @;

0l

HIARI AT {5 Flflag

arr=[0, 198, 232, 816, 200, 1536, 300, 6144, 984, 51200, 570, 92160,
1200, 565248, 756, 1474560, 800, 6291456, 1782, 63336000]
flag="w"
for i in range(l, len(arr)):
if i%o==1:
flag+=chr(arr[i]>>i)
else:
flagt=chr (arr[i]//1)
print (flag

test
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