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1jint main_@()

1
2

3| HANDLE v1; // [esp+D8h] [ebp-14h]

4| HANDLE hObject; // [esp+DCh] [ebp-8h]
5

6

7

8

sub_4118FF(); /] HEEVEE A

::hObject = CreateMutexli{@, @, @);

j_strcpy(input_copy, input); /1 ¥ DA

9| hObject = CreateThread(®, @, (LPTHREAD START ROUTINE)StartAddress, @, 8, @);
18| v1 = CreateThread(®, @, (LPTHREAD START ROUTINE)sub 41119F, @, @, 0);

11| CloseHandle(hObject);

12| CloseHandle(vl);

13| while ( input_index != -1 )

15| sub_411198(); // check
16| CloseHandle(::hObject);
17| return @;
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1jvoid _ stdcall StartAddress @(int al)

2

3| while ( 1)

a {

5 WaitForSingleObject(hObject, @xFFFFFFFF);

6 if ( input_index > -1) // input_index#Ni5EF T 29
7 {

3 sub_41112C((int)input, input_index);

9 --input_index;
10 Sleep(1@6u);

11 ¥

12 ReleaseMutex(hObject);

13| 3}

14}

rtrsub_41112CERH0 e PRZ R BT B0 D B RRAER A NS, RJEX KNG X7y, S A A asciifiy
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lichar *  cdecl sub_411948(int input, int input_index)

21{

3| char *result; // eax

4| char v3; // [esp+D3h] [ebp-5h]

5

6] v3 = *{_BYTE *){input_index + input);

7 if € (v3 < 97 || v > 122) && (v2 < 65 || v3 > 90) )// RiEMARETTH

8 exit(0);

ol if (v2 <97 || v3 > 122) /! @ARFETE
10| {
11 result = table[@];
12 *(_BYTE *)(input_index + input) = table[@][*(char *)}(input index + input) - 38];
13| 1}
14| else /1 Ao N ST
15| {
16 result = table[@];
17 *(_BYTE *)(input_index + input) = table[@][*(char *)}(input index + input) - 96];
18| 1}

19| return result;

200}
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1jpwoid _ stdcall sub_411B16(int al)
2i{

3| while ( 1)

4 {

5 WaitForSingleObject(hObject, @xFFFFFFFF);
6 if ( input_index > -1 )

7 {

8 Sleep(@x64u);

9 --input_index;
10 }
11 ReleaseMutex(hObject);
I | 1
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res="T01Z1iZt0rYaToUwPnToBs0alapsyS”
table="QWERTYUIOPASDFGHJKLZXCVBNMgwertyuiopasdfeghiklzxcvbnm”
flag=""
for i in range(len(res)):
if i%o==1:
if res[i].isupper () :
flag+=chr (table. find(res[i]) +56)
else:
flag+=chr (table. find(res[i]) +38)
else:
flagt=res[i]

print (flag
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scanf("%s", &input);
result = input;
if ( input == 'A" )
{
result = v6;
if (w6 == "C" )
{
result = v7;
if (w7 == "T")
{
result = v§;
if ( v8 == "F" )
{
result = v9;
if ((v8 = "{")
{
result = v14;
if ((vld == "}' )

vl = v10;
v2 = vll;
v3 = vlZ;
vd = v13;

for ( 1 =8; 1 <= 15; ++1 )
I




if ( *((_BYTE *)&1 + i) > 64 && *((_BYTE *)&v1 + i) <= 90 )// KEFH
®((_BYTE #)&vl + 1) = (*((char #)&1 + 1) - 51) % 26 + 65;

if ( *((_BYTE *)&vl + 1} > 96 && *((_ BYTE *)&vl + 1) <= 122 )// EFH

- 79) % 26 + 97;

for ( 1 =8; 1 <= 15; ++1 ) // check
{
result = (unsigned _ int8)*(&vl5 + 1i);

if ( *(( BYTE *)&1 + 1) != ( BYTE)result )
return result;

5 A B ) 43 Fllflag

res=[81,115,119, 51,115, 106, 95, 108, 122, 52, 95, 85, 106, 119, 64, 108]
upper_table="ABCDEFGHI JKLMNOPQRSTUVWXYZ"
lower_table="abedefghi jklmnopqrstuvwzyz”

.

flae=
for i in ranse(len(res)):
if chrires[i]). isupper () :
for ¢ in upper_table:
if res[i]==(ordici— 51) % 26 + 63:
flagt=c
elif chrires[il).islower(:
for ¢ in lower_table:
if res[i]==(ordici— 79 % 26 + 97:

flagt=c
else:
flagt=chr(res[il)
printiflag

test
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<html >
<head>
<title>FLARE On 2017</title>
</head>
<body>
<input type="text” name="flag” id="flag” walue="Fnter the flag’ />
<input type="button” id="prompt” value="Click to check the flag” />
<seript type=text/javascript”>
document. getElementById{"prompt”). onclick = function () {
var flag = document. getElementById(“flag”). value;
war rotFlag = flag.replace(/[a-zA-Z]/g, functionic) freturn String. fromCharCode((c <= "Z” 2 90 : 122) »= (¢ = c.charCodedt(0) + 13) % ¢ : ¢ - 26):1);
if (“PyvrazFvaribtvatNerBnfl@syner-ba. pbz” == rotFlaz) |
alert("Correct flag!™);
}oelze {
alert("Incorrect flag, rot again”);
i
)
<fscript>
<oodyr
</html>
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res="PyvragFvqrYbtvaflerRnfl@syner-ba. pbz”
flag=""
for i in ranse(len(res)):
if res[il.isalmm() :
if res[il>="A" and res[i] <="M or res[il»="a’' and res[i] <='m’':
flag+=chr (ord(res[i]) +13)
elif res[il>="N' and res[i] <«="Z' or res[il»='n’ and res[i] <="z2":
flag += chr(ordires[i]) - 13)
else:
flagt=res[i]

printiflag

test
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| int6d _ fastcall main(__inte4 al, char **a2, char **a3)
{

char n; f/ [rsp+6h] [rbp-4A8h]

char e; // [rsp+16h] [rbp-498h]

char m; // [rsp+20h] [rbp-480h]

char cipher; // [rsp+38h] [rbp-476h]

char input; // [rsp+46h] [rbp-468h]

char v9; // [rsp+B@h] [rbp-3FBh]

unsigned _ int6d v10; // [rsp+498h] [rbp-8h]
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11| vl1@ = _ readfsqword(®x28u);

12| puts("[sign in]");

13| printf("[input your flag]: ", a2);

14| __is0c99_scanf("%99s", &input);

15| sub 96A(&input, (  int64)&v9); Jf split input

16| gmpz_init _set str(

17 {__int64)&cipher,

18 (__int64)"ad939ff59+f6e70bcbfad406+2494993757eee98b91bc2441848377520d06+c35",
19 16LL) ;

28] gmpz_init_set str(( intod)&m, (  inte4)&vo, 16LL);

21| __empz_init_set_str(

22 {__int64)8&n,

23 (  int64)"103461035900816914121390101299049044413950405173712170434161686539878160984549",
24 10LL);

25 _ pmpz_init_set str(( int6d)&=, (  inted)"65537", 18LL);

26| __egmpz_powm(&mn, &m, &=, &n);

27 if ( (unsigned int)_ gmpz_cmp(&n, &cipher) )

28 puts("GGa!");

29| else

30 puts("TTTTTTTTTTqL!");

31| return OLL;

32}
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import smpy2

from Crypto.Util. number import long to_bytes
cipher=int("ad939ff59f6e70bchfad406£249499375722298b91bc244184a377520406fc357, 16)
n=1034610359008169141213901012990459044413950405173712170434161686539878160984549
e=B5337

p=3666691020029668568T6605669837014225419
q=28216458745951212484424511395059334827

phin=(p-1) *(g-1)

d=egmpy2. invert (e, phin)

m=gmpy 2. povmod (cipher, d, )

print{long_to_brytes(m))

test
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