REVERSE-PRACTICE-BUUCTF-6

P1umHO0 T+ 2021-02-26 23:02:31 K Aji 36 g

73 LR Reverse-BUUCTE

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CHERE: hitps://blog.csdn.net/weixin_45582916/article/details/114155800

R

U
»
T

Reverse-BUUCTF EF:EIZ N

32 W E 3T
A

REVERSE-PRACTICE-BUUCTF-6

rsa
CrackRTF

[20194LE M JeasyRE
[ACTF#i4:%£2020]easyre

rsa

fift 15 H K2 .enc L key B AN SCE, .enci2 B, key A GE AE B
1 FHAE 28 19 3 535 opensslIfif it key SCHF AR GE AR B
AR Frsa @ E BN A e

EN Windows PowerShell

Warmup pub. key

34 1CCDD

https://blog.csdn.net/weixin_45



https://blog.csdn.net/weixin_45582916
https://blog.csdn.net/weixin_45582916/category_10795271.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_45582916/article/details/114155800
https://blog.csdn.net/weixin_45582916/category_10795271.html

IR N il i yafu s fiEn, 25 5RO KR HL

import smpyZ2
from Crypto. Util. number import bytes_to_long long_to_bytes
n=0xC0332C5CH64AE4T182F6C1CETED423536910545A58F TEEFEFCOECAAFSAF341CCDD
e=0x10001
p=30400874160460192449432815597527241 8463
Q

45

o]

=28096046889040163793062944037263928
phin=(p—1) *(g-1)
d=gmpy2. invert (e, phin) #H R md, FlHFAEHE
with open("D:\\ctfdownloadfiles\\flag. enc”) as f:

e=f.read()
flag=bytes_to_longlc) ZamprZl. powmod () FIEH T EEEFER, HFEHREER
m=gmpy2. powmod (flag, d, n)

print(lonsz_to_bytes(m))
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int main_@()
{
DWORD v@; // eax
DWORD v1; // eax
CHAR String; // [esp+4Ch] [ebp-316h]
int v4; f/ [esp+156h] [ebp-20Ch]
CHAR Stringl; // [esp+154h] [ebp-208h]
BYTE input; // [esp+258h] [ebp-184h]

memset(&input, @, @x104u);
memset(&stringl, @, @x104u);

vl = 8;
printf("pls input the first passwd(1): ");
scanf("%s", &input); /] B
if ( strlen((const char *)}&input) 1= 6 )
printf("Must be 6 characters!\n"); /1§ ARe T
ExitProcess(@);
¥
vd = atoi((const char *)&input);
if ( v4 < 100000 ) // EERRARE, AT EE ST RS TE T 100000 BT % T 999999
ExitProcess(@);
strcat((char *)&input, "@DBApp"}; // input_str+"@DBApp"
vB = strlen((const char *)&input);
sub_40100A(&input, vO, &tringl); A FHREE M inputiishafi?, FRFMEStringl
if (! _strempi(&Stringl, "6E32D0943418C2C33385BC35A1470250DD8923A9") )
{

printf("continue...\n\n");
printf("pls input the first passwd(2): ");

Lo e e I I e I e R B = e e T I e e e o e o e B e e O e I

sub_40100A % st 2%, KILA > CryptCreateHashifi i
CryptCreateHashef ¥ i i
HEREXAD R A, U 7 A R A Sk
X HL0x8004ufii I f)/&ksha (sha1) £ik

int  cdecl sub_481238(BYTE *pbData, DWORD dwDatalen, LPSTR 1lpStringl)
{
int result; // eax
DWORD i; // [esp+4Ch] [ebp-28h]
CHAR String2; // [esp+58h] [ebp-24h]
BYTE v6[20]; // [esp+54h] [ebp-20h]
DWORD pdwDatalen; // [esp+6E8h] [ebp-Ch]
HCRYPTHASH phHash; // [esp+6Ch] [ebp-8h]
HCRYPTPROV phProv; // [esp+76h] [ebp-4h]

|
2
3
1
b
2
7
3
3
]
I if ( !CryptAcquireContextA(&phProv, @, @, lu, OxFORERER8) )
2 return @;
j| if ( CryptCreateHash(phProv, 8x8084u, @, @, &phHash) )
v {
3 if ( CryptHashData(phHash, pbData, dwDatalen, @) )
b

{
7 CryptGetHashParam(phHash, 2u, v6, &pdwDatalen, @);
3 *1pStringl = @;
J for ( 1 =0; 1 < pdwDatalen; ++1 )
) {
L wsprintfA(&String2, "%02X", vo[i]);
! lstrcatA(lpStringl, &String2);
3 }
1 CryptDestroyHash(phHash);
3 CryptReleaseContext{phProv, @);
3 result = 1;



https://docs.microsoft.com/zh-cn/windows/win32/api/wincrypt/nf-wincrypt-cryptcreatehash

i

f
3 else

) {

] CryptDestroyHash(phHash);

L CryptReleaseContext{phProv, @);
2 result = @;

3 ¥
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#Zooding=utf-8
import hashlib
res="6E32D0943418C2C33385BC3541470250DD89234A9"
res=res. lower ()
pwd=100000
while pwd<=999999;
s=str (pwd) +" @DBApp”
h=hashlib. shal O
h.update(s. encode (encodine="utf-8" 1)
hexdig=h. hexdigest ) #AX-MERFLaHRBEENSFE, HEMPHEENMLERS
if hexdig==res:
printis)
break
else:
pwd+=1

astl
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printf("continue...\n\n");

printf("pls input the first passwd(2): ");

memset(&input_2, @, 0x104u);

scanf("%s", &input_2); /] FRE_ED
if ( strlen(&input_2) =6 )

UG ELDRLED 6w

printf("Must be 6 characters!\n"); /] BTAERMAe T FF
ExitProcess(@);
b
strcat(&input_2, (const char *)&input); /] ER A EREHEC123321@DBApD”
memset(&Stringl, 8, 0x104u);
19 vl = strlen(&input_2};
2 sub_401019((BYTE *)&input 2, v1, &Stringl); // FiHFEERIinput 2fmdSERY. ST HE|Stringl
1 if ( 1_strcmpi("27019e688a4e62a6497d99cadaafdbse”, &stringl) )// HHEEHMFFRIStringl, BE WA R FESRF LIRS, SHA TR

{
13 if ( lsub_4@100F(&input 2) ) | // input_2{EASEE AT EEL
4 {
15 printf("Error!!i\n"};
6 ExitProcess(@);

¥
18 printf("bye ~~\n");

ol }

1| return @;

sub_40100F s i) - E 2 A MERR H, Rlexef2 7 A 7R AAA I HE % 5 finput 23T B, 4R 5 RREF RN 4
JN“dbapp.rtf 1
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sub_401005 ef HUsh & HEAT S 5l 5
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char  cdecl sub 4814D@(LPCSTR input 2)
{
LPCVOID lpBuffer; // [esp+50h] [ebp-1Ch]
DWORD MumberOfBytesWritten; // [esp+58h] [ebp-14h]
DWORD nNumberOfBytesToWrite; // [esp+5Ch] [ebp-16h]
HGLOBAL hResData; // [esp+6Bh] [ebp-Ch]
HRSRC hResInfo; // [esp+64h] [ebp-8h]
HANDLE hFile; // [esp+68h] [ebp-4h]

hFile = @;
hResData = 8;
nlumberOfBytesTolrite = @;

=TT = o [ -

nNumberOfBytesToWrite = SizeofResource(®, hResInfo);
hResData = LoadResource(®, hResInfo);
if ( !hResData )
return 8;
By = Resou RezData).

Db & =
sub_481005(input_2, (int)lpBuffer, nNumberOfBytesTolWrite);

hFile = CreateFileA("dbapp.rtf", 0x10000000u, @, @, 2u, 0x80u, @);
1 1le == (HANDLE)-

CloseHandle(hFile);
return 1;
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head=" {(\\rtf1”

res=[0x03, 0x7d, 0x41, 0x15, 0x26, 0x01]

str=""

for i in ranze(lenthead)):
str+=chr (ordthead[1]) ‘res[il)

print(str)
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Address
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Lrodata:-
Lrodata:
.rodata:
Lrodata:-
.rodata:
Lrodata:-

B L]

5
00000004 C
00000010 C
00000009 C
00000041 C
00000014 C
00000017 C

[

[alaTalatatal-tul

Length Type String

Vnowd2VHUERTWChpUnl SYYTwZDEWY1 1 3WkcEWF TsbDNEal pPY1 0=V ZNI cFhhM -+
continue!

Tou found me!!
byve hye"
ABCDEFGHI JELMHNOPQRESTUVWIT Zabedefzhi jklmnoeparstuvwryz01 2345678
.. fesuflibe—start. ¢
FaTAL: kernel too oldin

AN U N i AP i IR O T

— %A X 5| Hbase64 T 17, KF|sub_4009C6ka %L
S5 %R E T H BlbaseB4 745 R 1 B
B V56451 107k base64 25 i,

{
vb
v7
va
v9
vie
vll
vl2
vl3
vi4
vl5s

{

}

if (w5 == 39)

{const _ m128i
{const _ m128i
{const _ m128i

= {const _ ml128i

(const _ m128i
(const _ m128i
(const _ m128i
(const _ m128i
(const _ m128i

result = @LL;

4 RN B AH A base64 747

#Ysub_400E44((const _ ml1281 *)&v5a);

Ysub_AQBE44(vE);

Ysub_AQBE44(v7);

Ysub_AQBE44(vE);
*ysub_400E44(vO);
*ysub_400E44(v1a);
*ysub_400E44(v11);
*ysub_400E44(v12);
*ysub_400E44(v13);

= sub_400E44(v14);
vB = basebd str;
vl = {char *)vl15;
if ( !'(unsigned int)sub_400360(v15, basetd str) )

sub_418CCA("You found me!l!ll™);
vl = "bye bye~";
sub_418CCA("bye bye~");

HIALFEIVGG, SRy —url, FTIFRABflaghl RN A, RiZgirSwT 1

import based4d
s="VmOwd2VHUXhTWGhpUm1 SWVYwWIDRWV113Wke5WF JsbDNXalpPV1UxV2NI cFhhMk0xVmpKS1NHVKdXbFp

i=1

while 1<=10:
s=hasef4. béddecode ()

i+=1

printis)
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109 if ( v2 == 36 )

110, {

111 for ( 1 =8; ; ++1 )

112 {

113 vl = v53;

114 LODWORD(v4) = sub_424BA@((const _ m1281 *)v53);
115 if (1 >=vd )

116 e

117 if ( (unsigned  int8)(v53[i] ™~ i) != *(&v17 + 1) )
118 {

119 T — -

120 goto LABEL 13;

121 }

122 }

123 sub_410CCA("continue!");
124 memset(&v56, @, @x48ull);
125 v58 = @;
126 vl = &v56;
127 sub 4406E0(BLL, ( int64)&v56);
128 v57 = @;
129 vl = &v56;
130 LODWORD(v5) = sub_424BA@((const  ml281 *)&v56);
131 if ((v5s == 39 )
r

130

B, $ERUHT AN TR A flag”, IR flag H A A iR

arr=[73,111, 100,108, 62, 81,110, 98, 40,111, 99
121,127,121, 46,105,127, 100, 96,51,119
125,119,101,107,57,123,105,121,681,126
121, 76, 64, 69, 67]

LEd
o=
for i in range(len(arr)):
st=chr (arr[i] 1)

print(s)

test
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sub_4009C6 R H i Hr5e e, I X flag FL A4 A 7 14 4 b
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fEAR thbase64 715 i i, 47— BLBiA fEsub_4009C6 & £+ I 2K Kot

.data:00000000006CCA90 basebd str dg offset aVmBwd2vhuxhtwg

.data:00000000006CCA90 ; DATA XREF: sub_4009C6+31Btr
.data:00000000006CCA90 3 "VmBwd 2VHUXhTWGh pUm1 SWVYWZDRIWWV1 1 3Wkc SWFI™ . . .
.data:0PPOROPARO6CCA98 align 26h

.data:000P0PRERROLCCRAD byte 6CCOAQ db 46h ; DATA XREF: sub_400D35+951r
.data:0000000RO6CCOAD ; sub_400D35+C11r

.data:00000000006CCAAT db 35h ; 5

At A ARARRARRARAREC TR Al ik
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.data:00000000006CCAA3 byte_ 6CCOA3 db 56h ; DATA XREF: sub_40@D35+A6Tr
.data:00000000006CCOAL db 5Dh ; ]
.data:00000000006CCAAS db 18h
.data:00000000006CCRAG db 22h ; "
.data:00000000006CCAAT db 45h ; E
.data:00080000006CCAAS db 17h
.data:00080000006CCAAT db 2Fh ; /
.data:00000000006CCAAA db 24h ; %
.data:00000000006CCAAB db 6Eh ; n
.data:00060000006CCAAC db 62h ; b
.data:00000000006CCAAD db 3Ch ; <
.data:00000000006CCAAE db 27h ; '
.data:00080000006CCAAF db 54h ; T
.data:00080000006CCABA db 48h ; H
.data:00000000006CCOB1 db 6Ch ; 1
.data:00000000006CCOB2 db 24h ; %
.data:00000000006CCAB3 db 6Eh ; n
.data:00000000006CCOBS db 72h ; r
.data:00000000006CCABS db 3Ch ; <
.data:00060000006CCABO db 32h ; 2
.data:00080000006CCABTY db 45h ; E
.data:00000000006CCOBS db 5Bh ; [
.data:00000000006CCABI db 5]

2 X 5| sk F]sub_400D35p% %
v5AIVBHHIF, v8Flbyte 6CCOAOXLLATAN T 47 ki 45 B oAN“flag”, IR B AT 44777 A flag”
SR S5 V8T Mibyte 6CCOAOKL A 1 4x 1 76 5 S B,

=
-

v9 = _ readfsqword(B8x28u);

vZ2 = @LL;

v5 = sub_43FD20(@LL) - gword 6CEE38;
for (1 =0; 1 <= 1233; ++1 )

{

[ N N N ]
[ T Y
N B
Il

v2 = v5;

sub_40F790(v5);

sub_4BFEB@(v5);

sub_40FEGB(v5);

v5 = (unsigned _ int64)sub_40FE6@(v5) ~ 2557891634;

([ N N N N
[
© O 00

[ad
=

1

[

v8 = v5;
£ ( ((unsigned _ int8)v5 ~ byte_6CCRAB[@]) == 'f' &% (HIBYTE(v&8) * (unsigned _ int8)byte_6CCOA3) == 'g' )

L
WO N RN N NN

i
{
for ( 1 =0; ] <= 24; ++7 )
{
v2 = (unsigned  int8)(byte 6CCOAB[J] ™ *(( BYTE *)&vE + 7 % 4));
sub_410E90(v2);

}
N (.

32| v4d = _ readfsqword(8x28u);
33| result = v4 ~ v9;

34 if (vd 1= w9 )
sub_444020(v2, 22);

36| return result;

(LN N N N N ]
[V¥)
w1

A, Jefdive, FIEM G Piflag

L - ]

arr=[0=40, 0x35, 0x20, 0x56, 0=5D, 0x18, 0x22, 0x45, 0xl7, O0x°F,
OxZ4, Ox6E, 0=62, 0x3C, 0x27, Ox>4, 0Ox48, 0x6C, 0x24, OxGE,
0x72, 0x3C, 0x32, 0x43, 0x5B]

v8=[0]*4

v8[0]=ord(’ £} "arr[0]

v8[1]=ord (" 1") "arr[1]

v8[2]=ord(’a' ) "arr[2]

v8[3]=ord(’ g") "arr[3]

e

5



for i in range(len(arr))J
s+=chr (arr[i] v8[i%len(vg) ])
print(s)

testl
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exeft ¥, BAT/EIRA, MARIREZIRH, Aupxit, Bistmidanir

mained P RIS, flagh N 2981 G /E N T hR, M_data_start IXANEAHEUE, S5vABIvISELE:, $6iFEflagii i 75

28| __main();

29 wvd = 42;
20 vs = 78;
31| ve = 39;
32| w7 = 34;
33 w8 = 78;
34 vo = 44;
35| wvle = 34;
36| vll = 48;
37| wvl2 = 73;
38| w13 = 63;

39| V14 = 43;

48] V15 = 64;

41| printf("Please input:");
42| scanf("%s", &input);

43| if ( (_BYTE)input != 'A' || HIBYTE(input) != "C* || v28 1= 'T'
a4 return @;

45| vle = v23;

46| v17 = v24;

47| w18 = wv25;

48] for (1 = 0; 1 <= 11; ++1 )

49

50 if ( *(&v4 + 1) != data_start  [*((char *)}&vi6 + 1) - 1] )
51 return @;

52| }

53| printf("You are correct!™);
54| return @;
55[}

AR ] 15 $lflag

arr=[42, 70, 39, 34, 78, 44, 34, 40, 73, 63, 43, 64]

data_start=[0xTE, 0x7D, 0x7C, 0x7B, 0xTA, 0x79, 0x78, 0x77, 0x7@

0x74, 0x73, 0x72, 0x71, 0x70, O0=x6F,
Ox6A, 0x69, 0x68, 0x67, 0x66, 0x63
0Ox60, 0x5F, 0x3E, 0x3D, 0x5C, 0x3E,
0x26, 0x35, 0x34, 0x33, 0x3Z, 0x31
Ox4C, 0x4B, 0x4A, 0x49, 0x48, 0x47
Ox42, 0x41, 0x40, 0x3F, 0x3E, 0x3D,
0x38, 0x37, 0x36, 0x35, 0x34, 0x33
0xZE, 0xZ2ZD, 0x2C, 0x2B, 0x2A, 0x29
0x24, 0223, 0x20, 0x21, 0x22]

=

for i in range(len(arr)):

for j in ranse(len(data_start)):
if data_start[jl=—arr[il:
s+=chr (j+1)
print(s)

25t

0x6E,
0x64,
0x354,
0x50,
0x486,
0x3C,
0x32,
0x28,

0x
0=
0x
0=
0x
0=
0x
0=

60,
63,
34,
4F,
43,
3B,
31,

A~
Ziy

0x6C,
0x62,
0x38,
Dx4E,
044,
0x3A,
0x30,
0xZ26,

0x6E,
0x61,
0x57,
0x4D,
043,
0x39,
0xZF,

0xZ3,

v2l = "F' |

0x73,

D:\prython2T-z64'\python?. exe D:/Prthon/pycharm/prefile/testl. py
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v26 |1
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