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|j login 2021/3/411:03 prg e 3 KB
[] login.exe.mfanifest 2021/3/4 11:03 MANIFEST 274 2 KB
j t.pyd 2021/3/4 11:03 Python Extensio... 184 KB
| pyiboot0l bootstrap 2021/3/411:03 R 5 KB
] pyimod01_os_path 2021/3/411:03 pELES 2 KB
[] pyimod02_archive 2021/3/411:03 v an I KB
] pyimod03_importers 2021/3/411:03 pELES 13 KB
|j pyi-windows-manifest-filename login...  2021/3/4 11:03 MAMNIFEST 5244 OKE
] python3e.dll 2021/3/411:03 RIFRERT R 4,028 KB
& PYZ-00.pyz 2021/3/4 11:03 Python Zip Appli.. 1,108 KB
— st oy 2021/3/4 11:03 Python Extensio... 27 KB
LJ struct 2021/3/411:03 prL e 1 KB
=] ucrtbasedll 2021/3/411:03 MIFERErRE R 960 KB
__--i unicodedata.pyd 2021/3/4 11:03 Python Extensio... 885 KB
|J WVCRUNTIMET40.dI 2021/3/4 11:03 FiFRErr 25 KB

login3C£F /b magic number, i struct3C {4 ffimagic number(Gk B 1273 #h 78, 1RAF, 544 N .pyc
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input('input something:")
if len(inputl) 14: #IAK/ZEX14
print('Wrong length!")
sys.exit()
else:
code []
for i in range(13):# 1€[0,12] code[1]=ord(inputli[i]) ~ ord(inputi[(i + 1)])
code.append(ord(inputl[i]) ord(inputl[(i 1)]))

code.append(ord(inputl[13]))#code[13]=ord(inputi[13])
al = code[2] # 1 B2
a2 = code[1]
a3 code[9]
a4 = code[3]
a5 code[4]
a6 code[5]
a7 code[6]
a8 code[7]
a9 = code[9]
aloe code[8]
all code[10]
al2 = code[11]
al3 = code[12]
ald = code[13]
# T FEA SiE
if (a1 88 a2 * 67 a3 65 a4 * 5 a5 * 43 a6 89 a7 25 a8 13 a9 36 ale * 15
11 al2 47 60 ala 29 22748) (a1 89 a2 7 EE] 12 a4 25 a5 41 a6 23 a7
20 a8 66 EE) 31 ale 8 all 2 al2 al3 2L al4 17 7258) (a1 28 a2 35 El
16 a4 65 a5 53 a6 39 a7 27 a8 a9 33 ale 13 all 101 al2 90 al3
ala 23 26190) (a1 23 a2 34 EE] 35 59 a5 49 a6 81 a7 25 (a8 7)
alo 75 all 81 al2 47 al3 60 al4 37136) (a1 38 EYA 97 a3 35 a4
42 a6 79 a7 90 a8 23 a9 36 aloe all 81 al2 42 62 al4 11 27915)
(a1 22 a2 27 a3 35 a4 45 a5 47 a6 49 a7 29 a8 18 a9 26 alo 35 all 41
al2 40 al3 61 ala 28 17298) (a1 12 a2 45 35 a4 ©) a5 42 a6 86 a7 23
a8 85 a9 47 alo 34 all 76 al2 43 44 65 19875) (a1 79 a2 62 a3
35 a4 85 a5 33 a6 79 a7 86 a8 14 ag 30 25 all 11 al2 57 50 a
14 22784) (a1 a2 6 a3 64 ad 85 a5 73 a6 29 a7 2 a8 23 ag 36 alo
5 2 al2 47 64 al4 27 9710) (a1 67 a2 68 a3 68 a4 51 a5 43 a6
81 a7 22 a8 12 ag 38 ale 75 all 41 al2 27 al3 52 al4 31 13376) (a1 85
a2 63 a3 5 a4 51 a5 44 a6 36 a7 28 a8 15 ag 6 alo 45 all 31 al2 7 al
67 al4d 78 24065) (a1 47 a2 64 a3 66 ad ) a5 43 a6 112 a7 25 a8 13 a
35 alo 95 all 21 al2 43 61 al4 20 27687) (a1 89 a2 67 a3 85 a4 25
a5 49 a6 89 a7 23 a8 56 ag 92 aloe 14 all 89 al2 iy al3 61 29
50) (a1 95 a2 34 a3 62 ad © a5 43 a6 83 a7 25 a8 12 as 36 16
51 al2 47 al3 60 al4a 24 15317):
print('flag is GWHT{md5(your_input)}')
print('Congratulations and have fun!"')
else:
print('Sorry,plz try again...')

Z3f TR,




from z3 import
Int('al")
Int('a2")
Int('a3")
Int('ad')
Int('a5")
Int('a6")
Int('a7")
Int('a8")
Int('a9')
Int('ale")
Int('all")
Int('al2")
Int('al3"')
Int('al4d')

88 a2 67 EE] 65 a4 5 a5 a7 25 a8 13 a9 36 ale
al3 60 al4 29 22748)
89 a2 7 a3 12 ad 25 a5 a7 20 a8 66 a9 31 ale
39 ala 17 7258)
35 EE] 16 a4 65 a5 a7 27 a8 15 a9 33 aloe
al3 34 + al4 23 26190)
23 a2 34 + a3 35 a4 * 59 a5 a7 25 (a8 *128) a9 32 ale * 75
47 al3 60 al4d 29 37136)
38 a2 97 EE] 35 a4 52 a5 a7 90 a8 23 a9 36 ale 57
iy) al3 62 ala 11 27915)
22 a2 27 a3 35 ad 45 a5 a7 29 a8 18 a9 26 ale L
40 al3 61 ala 28 17298)
12 a2 45 EE] 35 a4 9 a5 a7 23 a8 85 a9 47 ale 34
43 al3 44 + al4 * 65 19875)
79 a2 62 EE] 35 a4 85 a5 a7 a8 14 a9 30 ale 25
57 al3 50 al4a 22784)
8 a2 6 EE] 64 a4 85 a5 a8 23 a9 36 ale
64 + ald * 27 9710)
67 a2 68 EE] 68 a4 51 a5 43 a7 22 a8 12 a9 38 ale
27 52 al4a 31 13376)
85 EYA 63 a3 5 a4 51 a5 44 a7 28 a8 15 a9 ale * 45
Vi 67 ald * 78 24065)
47 EPA 64 + a3 66 a4 5 a5 43 a7 25 a8 13 a9 35 ale * 95
43 al3 61 ala 20 27687)
89 EYA 67 a3 85 a4 25 a5 49 89 a7 23 a8 56 a9 92 ale 14
a7 al3 61 ala 29 29250)
o5 EYA 34 + a3 62 a4 * 9 a5 43 83 a7 25 a8 12 a9 36 ale 16
a7 al3 60 ala 24 15317)
if s.check():
print(s.model())
# [a2 = 24,al13 = 88, a6 = 43,a9 33,a5 = 104,a12 119, ale = 108, all
= a3 = 10]

A AL B [E] DL 3 S el S BV T 15 B flag




import hashlib
data=[119,24,10,7,104,43,28,91,52,108,88,74,88,33]
index=[2,1,0,3,4,5,6,7,9,8,10,11,12,13]
flag=[0]*14
for i in range(len(flag)):

flag[index[i]]=data[i]
for i in range(len(flag)-2,-1,-1):

flag[i]~ =flag[i+1]

flag_str='"'.join(chr(i) for i in flag)

print(flag_str)

# U_GOo7_th3 _R3y!

h=hash1lib.md5()
h.update(flag_str.encode(encoding="utf-8"))
print(h.hexdigest())

# 58964088b637e50d3a22b9510cl1dlef8

[F£3 A+ 2020]Bytecode
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#coding:utf-8

en=[3,37,72,9,6,132]

output=[101,96,23,68,112,42,107,62,96,53,176,179,98,53,67, 29,
41,120,60,106,51,101,178,189,101,48]

print(‘welcome to GWHT2020")

flag=raw_input('please input your flag:')

DA

38:
print('lenth wrong!")
funcl(): # BUFFARIFIS 155
if (((ord(str[0])*2020+ord(str[1]))*2020+ord(str[2]))*2020+ord(str[3]))*2020+ord(str[4])==1182843538814603:
print('good!continue\xe2\x80\xa6\xe2\x80\xa6")
func2(): # FuFHALETT S} T HI26 1777
x=[1]
k=5
for i in range(13):
b=ord(str[k])
c=ord(str[k+1])
all=c”en[i%6]
a22=b”en[i%6]
x.append(all)
x.append(a22)
k+=2
if x==output:
print('good!continue\xe2\x80\xa6\xe2\x80\xa6")
func3(): # HUFFALEST S} A HIIT6 157
l=1en(str)
al=ord(str[l-7])
a2=ord(str[l-6])
a3 = ord(str[l - 5])
a4 = ord(str[l - 4])
a5 = ord(str[l - 3])
a6 = ord(str[l - 2])
if al*3+a2*2+a3*5==1003 al*4+a2*7+a3*9==2013 al+a2*8+a3*2==1109 a4*3+a5*2+a6*5==671
7+a6*9==1252 a4+a5*8+ab*2==644:
print('congraduation!you get the right flag!')

funct RES A IS 375, SARREIA, FE"GWHTY

for i in range(32,127):
for j in range(32,127):
for k in range(32, 127):
for m in range(32, 127):
for n in range(32, 127):
if (((i*2020+7)*2020+k)*2020+m)*2020+n==1182843538814603 :
print(chr(i)+chr(j)+chr(k)+chr(m)+chr(n))
break

func2 iR AAETE SN I RT26 747, SIA, 133"cfa2b87b3f746a8f0ac5c5963f"




en=[3,37,72,9,6,132]
output=[101,96,23,68,112,42,107,62,96,53,176,179,98,53,67,29,
41,120,60,106,51,101,178,189,101,48]

for i in range(13):

cl=output[k+1]”en[i%6]
c2=output[k]”en[i%6]
flag.append(cl)
flag.append(c2)
k+=2
print(''.join(chr(i) for i in flag))
# cfa2b87b3f746a8f0ac5c5963f

func3URIEM AL 5 QN AR 747, FIZBMITIE, By 4R, 153 "aeff73"

from z3 import
Int('al')
Int('a2')
Int('a3")
Int('ad")
Int('a5")
Int('a6")

Solver()
.add(al*3+a2*2+a3*5==1003)
.add(al*4+a2*7+a3*9==2013)
.add(al+a2*8+a3*2==1109)
.add(a4*3+a5*2+a6*5==671)
.add(a4*4+a5*7+a6*9==1252)

a6*2==644)

print(s.model())
# [a5 = 55, a2 = 101, a6 = 51, al = 97]
data=[97,101,102,102,55,51]

print(''.join(chr(i) for i in data))

BJamL—A4Y, Tiflagh "GWHT{cfa2b87b3f746a8fRac5c5963Faeff73}"



elfsef, JE5e, idasrir

mainefi %, B Stsub_402563pK F i T—BSMC, RN, FAKERAN16, X NIEITDESIE, SHMEIHARS, L
. DESHNE S A (% 305 T byte_6040C0, IGuFptl)E, FARLDESHE I I Ak Asub_40272D iR NAES N
1) 5 £H

11 = _ readfsqword(@x28u);

12| sub 402563(); /] SMC

13| isoc99 5canf(“?395" & );

14| if ( (unsigned int)strlen(& ) =16 ) /1 HAKERA16
15| {

16 puts("Wrong!");

17 exit(0);

18| 1}

19| DES_string to key("this is my key", &va);

28| if ( !'(unsigned int)DES_set key checked(&vo, &v5) )

21| {

22 memset (&7, @, Bull);

23 DES_ncbc_encrypt (& s , 60LL, &5, &7, 1LL);// & A #{TDESING
24 for ( 1 = @; <= 15; ++1 )

25 {

26 if ( [i] != byte_6040C0[i] )  // BEXSEHIE
27 puts{"wrong!");

28 }

29 sub_40272D((  int64)& nput); /] B—REEAAE A sub_402720F E1{E A AESEE R
30| }

31| puts("convert to key_schedule failed.");

32| return OxFFFFFFFFLL;

331

TR TFZIDESE AN b’ \XAD\X52\xF2\x4C\XE3\x2C\x20\xD6"' , %
N b \XOA\XFA\XEE\XC8\x42\x8A\x9B\XDB\xA2\x26 \x6F \XEE\XEE\XE0\xD8\xA2"' , 7}/l HECBH XX MCBCH L EDES, WiikfiF
et WL PR RN S — R OERR IR 3N

from Crypto.Cipher import DES

key=b " \XAD\x52\xF2\x4C\xE3\x2C\x20\xD6 "'

des_ecb=DES.new(key,DES.MODE_ECB)

des_cbc=DES.new(key,DES.MODE_CBC, key)
cipher=b"'\x0A\XF4\XEE\XC8\x42\x8A\x9B\XDB\xA2\x26\x6F \XEE\XEE\XEQ\XD8\xA2 "
ml=des_ecb.decrypt(cipher)

m2=des_cbc.decrypt(cipher)

print(ml)

print(m2)
#thisistho @M g

4 ©: €2 € _TO3nlc3k3y
#thlslsth3nlc3R3y




HE\sub_40272Dpf %, SREUIN, BRI AENAESHIZH, WHNETHMMAES.ECBINE, Z X Fillis®, AL
BTN IC RS 5z % byte_6040D0IR{E, #x/byte_6040D0 5 TN fres b

14| _ isoc99_scanf("%40s", H

15( if ( (unsigned int)strlen( ) 1=32)

17 puts("Wrong!™);

18 exit(@);

19| ¥

20| sub_480C91(&v7, )

21| sub_401B8E(&v/, );

22| sub_A01BBE(&v7, & [161); // FHIRIAES . ECBINE
23| for ( = 0; <= 31; ++1 )

24

25 for ( i =0; f 4> g ++1 )

26 [1] = [31; /] BEEER
27| 3}

28 = i3

29| for ( =1; <= 31; ++k )

30 byte 6040D0[k - 1] = (2 * ( [k - 1] ~ @x13) + 7) ~ ((unsigned _ int8) [k - 1] % 9u + [kl + 2);// WARAESAE T TEESMER
31| if ¢ == -60 )

32| {

33 for ( 1 = 0; <= 3@; ++1 )

34 {

35 if ( byte_6046D8[1] != res[1] )

36 - 0;

37 }

38| 3}

39 return ;

40}

from Crypto.Cipher import AES
key="thlslsth3nlc3k3y"
@es=AES.new(key, AES.MODE_ECB)
res=[0xBD, OxAD, OxB4, 0x84, 0x10, Ox63, OxB3, OxEl, OxC6, Ox84,
ox2D, Ox6F, OxBA, Ox88, Ox74, OxC4, 0x90, 0x32, OXEA, Ox2E,
OxC6, 0Ox28, Ox65, Ox70, OxC9, OX75, Ox78, OxAOQ, Ox0B, OX9F,
OXA6 |
for i in range(0,255):
s=[]
s.append(i)
for j in range(1,len(res)+1):
tmp=((res[j-1]*(2*(s[j-1]70x13)+7))-2-s[j-1]%9)&exff
s.append(tmp)
for j in range(31,-1,-1):
for k in range(j//4):
s[J]r=s[k]
'.join(chr(i) for i in s)

s_str

m=aes.decrypt(s_str)
if "GWHT' in m:
print(m)
HGWHT{thls_gam3_1s s _cool_and_d}




PIEIN, SRUERRE), FEmdS— K, $EACKI)

zihaoli@zihaoliworld:~/CTF$ ./attachment
thlslsth3nlc3k3y

GWHT{thls gam3 1s s@ c08l and d}
Correct!

LR 16(F03 28 A/ NBMD5N%:

BMABEINEHMNTF  th1s gam3 1s s0 c00] anc

Mo hNEEEeR:

32firh & 715fD33Fd53035a09b97923683a7e03e
2 A 71DFD33FDD303DA09B97923683A7EC3E
16fith5: d53035a09b979236

16fir A5 DE3035A09B979236

[ACTF3#i 4= 5% 2020]fungame

exeff ¥, Bi7/aHAN, T5e, idasrir
maineki £, ZVv3AIXIEF0, xK/NK36, HIEF 12440

1[int _ cdecl main(int argc, const char **argv, const char **envp)
£
{

3| woid *v3; f/ STIC 4

4

50 _main();

6l v = malloc(@x14u);

7| memset(v3i, @, 20u);

3| memset(x, @, 24u);

9 sub_ 401340((int)v3);
18| sub_4013BA((char *)v3);
11| return @;
120}

sub_401340 5%, FRHUEA, XA BIHT 160777 HEAT 5ok

1[int _ cdecl sub_481348(int input)
{

char 1; ff [esp+1Fh] [ebp-%h]

printf("Please input:");
scanf("%s", input);

for (1 =0; 1 <=15; ++1 )
{

L e e e A E PN A Ws s marTe N A Sww -

PR R s R R R W SN



Y 1T ( (" BYIE 7)(1 + 1NpuT) = ~((_BYIE ")yl + 1)) = y2|1] )
10 exit(0);
¥
12| return @;

131}

sub_4013BAK%L, #iXcopy

1fint _ cdecl sub_4013BA(char *input)
2

3| char v2; // [esp+1Ch] [ebp-Ch]

4

5| strepy(&v2, input);

6| strcpy(x, input);

/| return @;

8}

EHXIE B, 7 mainfisub_4013BAK%L, % —=4b{Fsub_40233D &%
RN, S NG T E A base64m iy, 45 5 5 AN KIvO L B I8 IF

1wvoid _ noreturn sub_40233D()

2

3| char v@[4]; // [esp+13h] [ebp-35h]
4| char v1; // [esp+20h] [ebp-28h]

5| char input; // [esp+30h] [ebp-18

unsigned int input_len;-ff :55:—35“: [ebp-Ch]

printf("Please input again:");
strepy(ve, "YTFzMFOwV24=");
memset(&input, 8, @xCu);
memset(&v1, @, Bx180u);

12| scanf("%s", &input);

,
= & WD O =] Oh

13| dinput_len = strlen(&input);

14| basebd((int)&input, input_len, (int)&vl);
15 if ( !strcmp(&vil, ve) )

16| {

17 printf("%s%s", x, &input);

18 exit(@);

19 }

20| exit(@);

21[}

FIA, (HREFRA R

import base64

yl=[0x23, Ox61, Ox3E, Ox69, Ox54, 0x41, 0x18, 0x4D, OX6E, Ox3B,
Ox65, Ox53, Ox30, Ox79, Ox45, Ox5B]

y2=[0x71, 0x04, Ox61, Ox58, Ox27, Ox1E, Ox4B, 0x22, OX5E, 0Ox64,
Ox03, Ox26, Ox5E, Ox17, Ox3C, Ox7A]

flag=[]

for i in range(16):
flag.append(y1[i]~y2[i])
flag_str=""'.join(chr(i) for i in flag)
"YTFzMFOwV24="

#Re_1s So@_funny!alsé_pWn
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