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std: :operator<<<std::char_traits<char>>(

&std: :cout,

(unsigned int)"Enter the dragon's secret: ",

"Enter the dragon’'s secret: ");
fgets(&input, 257, stdin); /7 1EEREE A
std::allocator<char>::allocator(&vg, 257LL);
std::string::string(&v9, &input, &vE);
std: :allocator<char>::~allocator(&v28);
std::string::string((std::string *)&v7, (const std::string *)&v9);

v3 = start_quest((std::string *)&7); // input->v9->v7, start_questZuiEv7. RIEIE D {Ev3H Eris A 25 EMR
std::string: :~string((std::string *)&/7);
if ( v3 == 8x1337 ) /1 v3BFETex1337
{
std::string::string((std::string *)&v6, (const std::string *)&9);// input->v9->v6
reward_strength((std::string *)&v6); // TElflag
std::string: :~string((std::string *)&vG);
}
else
{
std: :operator<<<std: :char_traits<char>>(
&std: :cout,

(unsigned int)"\n[-] You have failed. The dragon's power, speed and intelligence was greater.\n",
va);
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v7 = std::string::length(input) - 1LL != legend »> 2;// |[H T EHEFTTH, v7EE He, TREinputHIHEH28

AN MK A 75 28, A SET-28Iv7 N0, {3 IUV7 1

:push_back(&hero,
:push_back(&hero,
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&secret_100);// iSheroflfAiFINTTE

&secret 214);
&secret 266);
&secret 369);
&secret_417);
fsecret_527);
&secret_622);
&secret_733);
&secret _847);
&secret 942);
&secret_1054);
&secret _1106);
&secret 1222);
&secret _1336);
&secret 1441);
&secret_1540);
&secret_1589);
&secret_1686);
&secret_1796);
&secret_1891);
&secret_1996);
&secret _2112);
&secret _2165);
&secret 2260);
&secret 2336);
&secret 2412);
&secret 2498);
&secret 2575);

if_( y26 < 10 [ ¢¢(( BYTE)%25 - 1) * ( BYTE)x25 & 1) == 0 )
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// vihe

if ( y26 >= 18 & ((( BYTE)x25 - 1) * ( BYTE)x25 & 1) != @ )

if ((y26 < 10 || ((( BYTE)x25 - 1) * ( BYTE)x25 & 1) == @ )

/7 FHRAKITEYS, EEEMSE, v6->vo->vs, BEEM

if ( y26 >= 18 & ((( BYTE)x25 - 1) * ( BYTE)x25 & 1) != @ )

LABEL_14:
*v8 = legend >> 2;
¥
¥
else
{
goto LABEL 15;
while ( 1 )
{
input_ = input;
std::string::string(ve, input);
break;
LABEL_15:
std::string: :string(vg, input);
¥
vb = sanitize_input(v8, input_);
goto LABEL_16;
while ( 1)
{
*v9 = vb;
std::string: :~string(ve);
break;
LABEL_16:
*v9 = v6;
std::string: :~string(ve);
¥

1

if ((y26 < 10 || ((( BYTE)x25 - 1) * ( BYTE)x25 & 1) == @ )



do
*

while ( y26 >= 10 & ((( BYTE)x25 - 1) * (
return 3

A -

v31l = (char *)std::string::operator[](input, index);// Minput/#1K—1~57Fi
10 && (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) != 0 )

10 (((_BYTE)x3 1) (_BYTE)x3 1) 0 )
goto LABEL_114;
while ( 1)
{
(_DWORD *)v40 v31;
if (y4 < 10 (((_BYTE)X3 - 1) * (_BYTE)x3 & 1) 0 )
break;
LABEL_114:
(_DWORD *)v40 v31;

)i
(_DWORD *)v40 v31; // v31->v40

if ( y18 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0 )
goto LABEL_71;

while ( y4 10 (((_BYTE)x3 1) (_BYTE)x3 1) 0 )

)

std: :vector<int,std::allocator<int>>::push_back(v42, v40);// v40#SNIFNAE2 4]

do

v30 = y18 < 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0;
while ( y4 10 (((_BYTE)X3 - 1) * (_BYTE)x3 & 1) 0 );
if ( !v3e )

(((_BYTE)x3 - 1) * (_BYTE)x3 & 1) 0 )

yl8 < 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0;
if ( y4 10 (((_BYTE)X3 - 1) * (_BYTE)x3 & 1) 0 )
goto LABEL_99;
if ( 'v28 )
goto LABEL_74;
v27 = std::string::length(input);
do
v26 = y18 < 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0;
while ( y4 10 (((_BYTE)X3 - 1) * (_BYTE)x3 & 1) 0);
if ( !v26 )
LABEL_75:
v37 = (v27 40) & v29 | exic;
v2 \VEVAS
v37 = (v27 40) & v29 | exic;
v25 P 0;
if ( y18 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0 )
goto LABEL_75;
while ( y4 10 (((_BYTE)X3 - 1) * (_BYTE)X3 & 1) 0 )




if ( v25 )
{
do
index_ v41l;
while ( y18 >= 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0 );
v23 = (int *)std::vector<int,std::allocator<int>>::operator[]((unsigned int)&hero, index_);// MheroF1i

do

v22 = y18 < 10 (((_BYTE)X17 - 1) * (_BYTE)x17 & 1) 0;
while ( y4 10 (((_BYTE)X3 - 1) * (_BYTE)X3 & 1) 0 );
do

v21 v23; // v23->v21
while ( y18 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0 );
std::vector<int,std::allocator<int>>::vector(v36, v42);// v42lii4v36
do

v20 = y18 < 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0;
while ( y4 10 (((_BYTE)x3 1) (_BYTE)x3 1) 0 );
while ( yi8 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0 )

( y4 10 (((_BYTE)X3 - 1) * (_BYTE)x3 & 1) 0 )

transform_input(v36); // Xv36 L4 #, R[AIFv19
if ( y18 10 (((_BYTE)x17 - 1) * (_BYTE)x17 & 1) 0 )
goto LABEL_79;
while ( 1 )
{
vl8 = v21 v19; // v195v21 H#

ik Ntransform_inputef 50, FEEHE N, BURHEAN K —A 7 inputli], vIe¥IEHE N0, vIeRn Linput[i], sAJEiR[FEIVI6, 5

hero¥tZl e & LLEs

L1 | ¥£ 2= 1w ool (|| _DIICJAL - L) ° |\ _DIICJAL ® 1) (= w J

goto LABEL_32;
while ( 1)
I

v2=input[i]
6 += *v2
- yl2 < 18 || (((
if (y2 <10 || ((C
break;

hero=[0x64,0xd6,0xa,0x71,0xal, 0xf,0x6e,0xdd, Ox4f,Oxae,
Oxle,0x52,0xc6,0x38,0xal,0x4,0x35,0x96,0x4,0x63,
Oxcc,0x40,0x75,0xd4,0x20,0x6c,0xc2,0xf |
n=0
flag=""
for i in range(len(hero)):
tmp=hero[i]-n
n+=tmp
flag+=chr(tmp%128)
print(flag)
#dr4gon_or_p4triclan_1it5 LLVM




exefi/¥, BTN, Jo7t, idasrir
mainei ¥, BB, KNI 5 38, A NET =R A, fr)n 5SStk

14| _main();

15| strepy(Str2, "EmBmP5Pmn7QcPU4gLYKv5QcMmB3PWHCPSYkPq3=cT6QckkPckoRG");

16| puts("Hello, please input your flag and I will tell you whether it is right or not.");

17| scanf("%38s", &input);

18| if ( strlen(&input) == 38 /] $A B E 38

19 && (v2 = strlen(&input), (unsigned int)encode_one(&input, v3, &10, &v12) == @)// EHlbasecs
20 & (v4 = strlen(&10), (unsigned int)encode_two(&v16, v4, &9, &12) == @)// " E

21| && (v5 = strlen(&9), (unsigned int)encode_three(&v9, v5, &trl, &12) == @)// E{HE, MEHE={
22 && !stremp(&strl, Str2) ) /1 input-»>v1@-3>v9->Strl, Str15 2HfIstr2E:

231 A

24 puts(“vou are right!");

25 result = 8;

26| 1}

27| else

28| {

29 printf("Something wrong. Keep going.");

30 result = 8;

31| 1}

32| return result;

33}

SRR G BEAE, 2 h2 W base64d, IR E, DL % =40
HHE F AR 43 2lflag

import base64
str2="EmBmP5Pmn7QcPU4gLYKv5QcMmB3PWHcP5YkPgq3=cT6QckkPckoRG"
data=| ]
for c in str2:
if c.isdigit():
data.append((ord(c)-48-3)%10+48)
elif c.isupper():
data.append((ord(c)-65 3) 26
elif c.islower():
data.append((ord(c)-97 3) 26
else:
data.append(ord(c))
flag=[0]*len(data)
flag[0:13]=data[13:26]
flag[13:26]=data[39:1en(data) ]
flag[26:39]=data[0:13]
flag[39:1en(flag)]=data[26:39]
print(base64.b64decode('"'.join(chr(i) for i in flag)))
# GWHT{672cc4778a38e80cb362987341133ea2}
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BH21[1%] . lower()
21018 ]

v .
=

HIEB[MR]] = Z[B[E]] + 2[B[E]]

BA[E]]

vegr.
== .

if R T
Z[A[MH]] = Z[BIHE]]
else:
if R =
else:
if R U=
A[MR]] = B[AIE]] & RIA[E]]
else:
if R =
A[MR]] = B[AIE]] | RIA[E]
else:
if R B
Z@B[MH]] = Z[R[MHE]]
else:
if R =
H@[E]] = Z[BE]]
else:

if B o== W

Z[A[E]] = &alE]
else:
if & =0
H[A[MH]] = 2[&BHA]]
else:
if & U=
BIHME]] = B[A[E]]
else:
if 3 et
Z[B[MR]] = &
else:
if & ‘2.
#[BIMR]] = |
else:
if R ‘2.
W@[ML]] = input(R[&[{E]])
else:
if R .
A[B[MR]] = input(Z[A[E]])
else:
if R ‘E.
print(Z[®&[fR]])
else:
if & 2.
print([&[fK]])
else:
i U
2 = Z[&[HK]]

else:




HB[E]]:

ge(len( Z[M[{H]])):
[f&]] dE[HE]]:
1 =18

el &]]

ppend(=)

range(len(Z[B[fK]])):

chr(ord(R[®[1E]][1])

Z[BE]D

range(len(Z[&[fK]])):

chr(ord(R[&[R]]1[i])

B[R]] = =

TCH Y.
X .

if H[EE]] > R[B[E]]:

= = Z[&a[r]]

24 . append(=)

Z[&B[E]D

if & i
= H[AB[MH]]
else:
if & :
= = Z4.pop()
else:
if 2 TR

if 2[&E]]

= = B[R]
24 .append(=2

continue

if 2 3

ZH 7 K
for i in ran
e
#[7

=

RN

else:

if




continue

vl
25

Z[®[E]] > Z[@[#E]]:

=2 = H[AB[R]]

24 . append(2)

continue

B[] Zla[&]]:

=2 = B[]

24 .append(=2)

continue

if R

if M[E[E]] == ¥

= = Z[&A[E]]

24 .append(=)

continue

if 2[&ME]] HA[E]]:

= = #H[A[E]]

24 .append(=)

continue

i, 'Authentication token: '],

‘2, ', 1R,

"W, 6, '4x3032152RAEUAAEEO0EZ20E0044EO0UO=12ERUUEUOEaUOEO0a=Ea0UO00UEaE5aREERAESA0EUOAE - 0axUO00E 2 U2 28RUUEAS




xU0 x@0ExUiaxiaEREOUUAE20xUUiEaxa0ExENUUOEAROEOAEERE2OxUUIEOUPUIEAaRAEAUUNEREAUEOEIUSEARUUEOUPUIERAEXx340UU\XI7E]]
035300\x9a000\x994x5030a«3£1200E-+3"&" |,

g, 8 % o (& + )],

', 4, 15],

I; 3; {ﬂ])

'J 61 3]1

24", fH, 'Thanks.'],

A, {8, 'Authorizing access...'],

&', &1,

Y, R, fR],

': {E: ﬁi]:

': {E: 4]:

' 5, 197,

']J

A', {#, 'Access denied!'],

') {E]J

'1])

SR URIL, AR AT, inpUli=((npuli)M35115, I ASESESR135, 15, RURFIBBLK A
= HM] /I\ ] |lJf%33lJﬂag

res="ax30az13aR3E0333E00E3a0E0033E0UO1@3RUUETOEaUOEOa=EaOUO00U23aE5aRAERAESA0EUOAE - 0axUOOOE 2 U1 e4RUUEAGxUO xz0)
ExUidx13EREOUUAE20xUUiEaxa0ExENUUOEAROEOZAERE=OxUUIEOUPUIES&aRAEAUUNEREAUROE1UAEARUUEOUPUIERAEx&a0UU\X97E1UEEE00\|
x9a0UU\x994x5020a«3£1200E - +5 " &"
flag=""
for c in res:

flag+=chr((ord(c)+15)7135)
print(flag)
H#watevr{this_must_be the best encryption_method_evr_henceforth_this_1is_the new Advanced Encryption_Stand ard_any
ways 1_dont_really have_a _good vid _but_1i_really enjoy this_song 1_hope you will_enjoy it _aswell! youtube.com/wat]
ch?v=E5yFcdPAGvO}




JF SRR TR Einput_2<input_1<input 3IMZF T, £4E] input_1**3+input_2**3+input_2*%*3==42 , R =ANEE 77 FISET42
HE—T, RAHM

(-80538738812075974)**3 80435758145817515**3 12602123297335631%%3==42

(-80538738812075974)"3 + 80435758145817515%3 + 1260212329733563113

ET&PECE? —EASFT—FT42!

42 =

(-80538738812075974F
+ 80435758145817515°
+ 1260212329733563F

BRI = sleepefi Fipatchisi, {%input_2<input_1<input 34 1FHN, 15 %flag

B | Dactfdownloadfiles\attachment.exe



https://xz.aliyun.com/t/6746#toc-8

"804357581458175151260212329733563180538738812075974"
h=hashlib.md5()

h.update(s.encode(encoding="utf-8"))
flag+=h.hexdigest()

flag+="1}"

print(flag)

#t flag{951e27be2b2f10b7fa22a6dc8f4682bd}
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