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public weoid Btn up onclick({View arge) |
++this.has gone int;
this.findViewById{2131492948) .3etText("" + this. h.is_gone_intj H
if (this.to reach int <= this.has gone int) {
this.findViewById{2131492950) .setllickable {true);
}
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public void btni cnclick(View argd) |
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}

public native String get flag(int argl) {
}
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protected woid onCreate (Bundle arg7?) |

super.onCreate (argT) »

this.setContentView (2130968601) ;

this.findViewById(2131492950) .setllickabkle (false);
this.has gone int = 0;
Fandom vl = new R .
this. to_rea-:i:_in:: = vl nextInt({);
while(true) {

if (this.to reach int < 0) {

this.to reac

}
if (5 < this.to reach int) |
this.to reach int %= 32;
this.to reach int *= 16384;
this.findViewByTd (2131492947) .setText (""" + this. to_rea-:h_int:l H
this.findViewById{2131492951) .setText{"");
return;

}

this. to_rea-:i':_int = wvl.nextInt{};
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docal w0, "ht":Landroid/widget/Button;
invoke-virtual {w0, w5}, Landroid/widget/Button;->setClickable (Z)V

protected wvoid onCreate (Bundle arg?) {
super.onCreate (argT) ;
this.setContentView (2130968601) ;
| this.findViewById{2131492950) .3etllickable (false); I
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Fxception in thread “main” brut. androlib. AndrolibException: brut. androlib. AndrolibException: brut. common. BrutException: could not exec (exit code = 1
at brut. androlib. Androlihb. bulldResourcesFull(Androllb.javaiﬂlgﬁ:l
at brut. androlib.Androlib.buildResources(Androlib.javaiﬂlSD:l
at brut. androlib.Androlib.build(ﬁ.ndrolib.javaﬁzg)
at brut. androlib.Androlib.build(ﬁ.ndrolib.java:Zﬁ?)
at brut. apktool Main. emdBuildMain. java:23|:|)

at brut. anktool Main main(Main. iava:83)
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1l|signed int _ fastcall INI_OnLoad(int al)
2ff
3| int v2; // [sp+8h] [bp-18h]

4| const char *v3; // [sp+sh] [bp-14h]

5| const char *v4; // [sp+8h] [bp-18h]

6| int {_ fastcall *w5){INIEnv *}; // [sp+Ch] [bp-Ch]
7

8

@

9| w3 = "get flag";

18| w4 = "(Tiljava/lang/String;";

11| s

12| if int (Tr)ivoid))}(*(_DWORD *}al + 243)() || !(*(int (**)(void))(*(_DWORD *)v2 + 243}(} )
13 return -1;

14 (*(woid (**)(void))(*(_DWORD *)v2 + 86@))();
15 return 65548;
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¥
while ( w1l != & };

V25 = 8;
result = ((int (_ fastcall *)(INIEnv *, char *)}(*v1)-*NewStringUTF)(vl, v24);
if ( v2e != _stack chk_guard )

result = ((int (_ fastcall *)(int))unk 74F86E1B)(result);
return result;
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TA4FBTB4A MOVS R3, #8 |

TAFRTARA | NQ = res1



74FB7852 MOV

74F87854 LDR.W

74F87858 BLX
74F87@5A LDR
74F87@85C LDR
74FB7B5E CMP
74F87868 BEQ

ey

R@,
R3,
R3

R2,
R3,
R2,

loc_

Ly

RG
[R3,#@8x23C]

[SP,#8x68+var_1C]

[R4]
R3
74F87066

BLX i fiINewStringUTF e $iR [ result, &7 IEATR1ZFZ 25 1M (R1ZFAERHFAT 1 NewStringUTF B8 5055

result, —"NZ%Cenv)
synchronize withR1E—T, KI:

fASHIE, Wit
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B General registers

74FB7044 CMP
74FB7@46 STRB
74FB7@48 BNE

R2, #B8
R3, [R@,#1]
loc_74F8701E

I —|
PIZE |
7AFB704A MOVS R3, #B
74F878508 LDR R3, [R6]
74F87852 MOV RE, R6
74FB7@54 LDR.W R3, [R3 #8x29C]
| [7aF87e58 BLX R3 |
JTAFE/gsh LOR R, [SF, —IC]
74F8785C LDR R3, [R4]
74F8785E CMP R2, R3
74F8786@8 BEQ loc_74F87066
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[anon:libc_malloc]:41537FB(

R1 | BED28370) b

[stack]:BED28374

R2
R
R4
RS
RE
R7
RB
R9

jm

20000008
414A8C27
4BBA2384
BED28340
41537FB@
BED28348
BED28360
6D3EFCDO

R1@ 4153A508
R11 BED283B4
R12 3E423112

SP
LR
PC

BED28348
7AFB6FE3
FAFB7858

PSR RARTAAZA
<
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libdum.so:_Z3@dvmGcDetachD
debug@id: _ stack_chk_guard
[stack]:BED28348
[anon:1libc_malloc]:41537FBt
[stack]:BED28348
[stack]:BED2836@
debug@41:6D3EFCDE
[anon:1libc_malloc]:4153A5
[stack]:BED283B4

[stack]:BED28348
libctf.so:74F86F83
sub_74F86F9@+C8

(3] Hex View-L

O & x| (3 stack

ED28348 26 87 96 A5 E6 BA 25 Al
ED23358 6D 79 S5F 74 65 73 74 SF

55 9A 2A AF Bl 68 16 A4
63 74 66 5F 66 6C 61 67
24 20 786 DB 3E 42 31 12

F0Z535Q 28 95 5B 88 17 38 48 AA
ED225,0) 32 36 38 37 39 36 AL 35

45 36 38 41 32 35 41
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import frida, sya

def on_mezzage(mezzage, data):

1f message[ type’] == "send’:
primt (" [#] {0}"

else:

print (mes=zage]

nan

jzcode =

Java.perform(function () {
wvar Maindectivity = Jawva. use( com. ctf.test. ctf_100. Maln.ﬁ,ctl\,rlty 1

Sihook onClickFAE, HO BT EMEonClick T £ 2 B8 7 — T Tiews Hv

function (v} {

Mainfctivity. Btn_up_ oncllck implementation =

zend ("Hook Start..

SO onClick, *E}b{'ﬁﬂ.—T%f#
this. Btn_up_onclick (v} ;

SEME

thiz.haz_gone_int.walus = 1000000;

zend (*Succesz! "

——
et

process = frida. get_usb_dewvice(). attach( com. ctf. test. ctf 1007
zoript = process. create _=zeript (j=zcode) #@JESCHQ}-}@J! b
on_message) Hik 5 B E X B FE

zocript. onl mezzage’,

soript. load() #7FARE & Bahj=flE

svs. stdin. read()

2) B EREZHOVR/NIE

.format (message [ payload 10

‘impor‘t frida, avz

~ ||BED28348
EED28344
EED28348
BED2834C

w | UNEHOWN EE



def on_message (message, data)'
if meszage[ type’ ] == “=zend :
print (° [*] {0}°. forma‘t (message[ payload 1))

elze;
print (message)

mam

Jjzeode =
Java. performifunction ) |
var Mainbctivity = Jawva.uze( com. ctf. test. ctf IDD Maintctivity' )
fihook onClickAE: A ETEMEmilick A EE B8 T — - Tiews Hv
Mainbotivity. Bton up nncllck implementation = function (v) |
zend ("Hook Sta
SR ontlick, 1§M£$$f¢
thiz. Btn up_onclick (w) ;
fiEmEH
thiz. to_reach_int.walue = 1;
zend("Success! ")
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procesz = frida. get ush_device(). attach{ com. ctf.test.ctf 100°) #EHRBEEEZEEE
script = process. create _zcript (jscode) #G|Escript3fil, SHEE

zcript. on{ mezsaze’, on_message) iﬁ%ﬁgﬁ}‘{lﬂlﬁ%

soript. load() #7EFBE &% Bahj=flE

zvs. stdin. readf)

3) & A S Fget flag ik

import frida, =ays

def orn_message (message, data):
if meszage[ type’ ] == “=zend :
print {° [*] {0}, format (message [ pavload 1))
elze;
print (message)

mam

Jjzeode =
Java. performifunction ) |
var Mainbctivity = Jawva.uze( com. ctf. test. ctf IDD Halnﬂctl\uty T
Fihook onClickA 3. HAE iEE’]xEnnChckE‘ExEﬁ]iT— P H v
Mainbotivity., Bto up_ nncllck implementation = function (v) |
zend ("Hook Start.
SR ontlick, 1§M£$$f¢
thiz. Btn up_onclick (w) ;
fiEmEH
thiz. to_reach_int.walue = 1;
var flag = thisz. get_flag(5);
zend("flag iz | + flag);

e
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process = frida. get_ush_device (). attach{ com. ctf. test. ctf_100°) #EHREEEEEE
soript = process. create _zcript (jzcode) #@]Escn%‘t:ﬂ-fﬁ y EHIETE
script. on{ message’, on_message) #1% o B 5E - IR

script. load() #7f BE i Bihi=flE

zys. stdin, read()

[#] Hook Start...KevboardInterrupt

[#] flag iz 26BTHALBEGBAZEL]
g >
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