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git clone https://github.com/wibiti/uncompyle2

cd uncompyle2

python setup.py install
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uncompyle2 reverse300.pyc > reverse300.py

BT RHT Frreverse300.pyE & G

# 2019.04.13 21:35:38 DST
#Embedded file name: ./rev200.py
import sys

from hashlib import md5

import base64

from time import time

from datetime import datetime
UC_KEY = '123456789'

def authcode(string, operation = 'DECODE', key = UC_KEY, expiry = 0):

ckey_length = 4
if key == "'

key = md5(UC_KEY.encode('utf-8")).hexdigest()
else:

key = md5(key.encode('utf-8")).hexdigest()
keya = md5(key[0:16].encode( 'utf-8")).hexdigest()
keyb = md5(key[16:32].encode( 'utf-8")).hexdigest()
if ckey_length == 0:

keyc = "'
elif operation == 'DECODE":

keyc = string[0:ckey_length]
elif operation == "ENCODE":
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keyc = md5(str(datetime.now().microsecond).encode( 'utf-8"')).hexdigest()[-ckey_length:]
else:

return
cryptkey = keya + md5((keya + keyc).encode('utf-8")).hexdigest()
key_length = len(cryptkey)

if operation == 'DECODE":
string = base64.b64decode(string[ckey length:])
elif operation == 'ENCODE':
if expiry ==
string = '0000000000"' + md5((string + keyb).encode('utf-8')).hexdigest()[0:16] + string

else:
string = '%10d' % (expiry + int(time())) + md5((string + keyb).encode('utf-8"')).hexdigest()[0:16] +
string
else:
return
string_length = len(string)
result = "'
box = range(256)
rndkey = [@] * 256
for i in range(256):
rndkey[i] = ord(cryptkey[i % key_length])

j=20
for i in range(256):
j = (j + box[i] + rndkey[i]) % 256

tmp = box[i]

box[i] = box[j]

box[j] = tmp
a=3j=29

for i in range(string_length):
a=(a+1) %25
j = (j + box[a]) % 256
tmp = box[a]
box[a] = box[j]
box[j] = tmp
result += chr(ord(string[i]) ” box[(box[a] + box[j]) % 256])

if operation == 'DECODE":
if not result[©:10].isdigit() or int(result[0:10]) == @ or int(result[©:10]) - int(time()) > ©:
if result[10:26] == md5(result[26:].encode( 'utf-8") + keyb).hexdigest()[0:16]:
return result[26:]
else:
return "'
else:
return "'
else:

return keyc + base64.b6dencode(result)

if __name__ == '__main__ ':
if len(sys.argv) < 3:
exit(1)
ex = 20
for i in range(1, len(sys.argv), 2):
a = sys.argv|[i]
b = sys.argv[i + 1]
if a == "-t":
ex = int(b)
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elltr a == -e :
encoded = authcode(b, 'ENCODE', expiry=ex)
print encoded
elif a == '-d":
decoded = authcode(b, 'DECODE', expiry=ex)
print decoded
+++ okay decompyling reverse300.pyc
# decompiled 1 files: 1 okay, © failed, © verify failed
# 2019.04.13 21:35:38 DST

#ﬁ%_ﬁ
BEERY, FAWREE, BEEEFJecode,
EH return ' 'HEH#ITBY, BB return ' BUA return result[26:], HF.
B ARSI :
if operation == 'DECODE':
if not result[©:10].isdigit() or int(result[0:10]) == @ or int(result[©:10]) - int(time()) > @:

if result[10:26] == md5(result[26:].encode( 'utf-8') + keyb).hexdigest()[0:16]:
return result[26:]

else:
return ''  #EBEXE
else:
return "' #AXE

else:
return keyc + base64.b6dencode(result)

BER $0AT

python reverse300.py -d @be6770I1igHXZpz9hQYR1fpl15R8z9MUalmYEPhIeEN/sRk1L6WQWSyQ7SAYT6tKGINYOAXNYzS/L7ZWQII=
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python reverse300.py -d 0be6770
IigHXZpz9hQYR1fpl15R0z9MUalmYEPhJeEN/sRk1L6wQw5yQ7SAYyT6tKGINYOAXnyzS/L7zWQII=
File "reverse300.py", line 87
+++ okay decompyling reverse300.pyc
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SyntaxError: invalid syntax
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python reverse300.py -d @be

67701igHXZpz9hQYR1fpl15R0z9MUalmYEPhJeEN/sRk1L6wQw5yQ7SAYyT6tKGINYOAXnyzS/L7zWQII=
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from hashlib import md5

from Crypto.Cipher import ARC4

UC_KEY = '123456789'

key = md5(UC_KEY.encode('utf-8")).hexdigest()

cipher = 'Obe6770IigHXZpz9hQYR1fpl15R0Oz9MUalmYEPhJeEN/sRk1L6WQwW5yQ7SAYT6tKGINYOAXnyzS/L7zZWQII="
keyc = cipher[0:4]

cipher = cipher[4:]

cipher = cipher.decode( 'base64")

keya = md5(key[0:16].encode('utf-8")).hexdigest()

keyb = md5(key[16:32].encode( 'utf-8"')).hexdigest()

cryptkey = keya + md5((keya + keyc).encode('utf-8")).hexdigest()
rc4 = ARC4.new(cryptkey)

print(rc4.decrypt(cipher))
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