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main()
v5 = "CISCN{";
ve = 6LL;
v7 = &buf;
do
{
if ( lve )
break;

v3 = *v5 < (unsigned __int8)*v7;
V4 = 54+ == FvT7+4;
--V6;

¥
if ( (!v3 && lv4) = v3 )
return OXFFFFFFFFLL;
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vll = strtok(&s, " _");
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vl2 = (const char *)dest;

memcpy(dest, v11, strlen(vll));

¥iflag1fE4dest, vi2#FIdest
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vl3 = 1;
do

++v13;
vl4 = strtok(eLL, "_");
if ( lvid )
return OXFFFFFFFFLL;
memcpy ((void *)v8[2], v14, strlen(vi4));
++Vv8;

)
while ( v13 != 3 );

FEiflagi =& 44k, NCISCN{flag1_flag2_flag3}
V1235 a1 77 fiflag 1 ) dest;

MERTSCA v8 = &vie; FTLAVB[2]EI V18, #iv18Aflag2
v19K4flag3

if ( (unsigned int)check1(v12) )
return OXFFFFFFFFLL;

if ( (unsigned int)check2(v18) )
return OXFFFFFFFFLL;

if ( (unsigned int)check3(v19) )
return OXFFFFFFFFLL;

puts("Congratulations!");
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checki(flag1)

sub_400876(&v10);

sub_4008A0(&v10);

sub_40108B( (unsigned int *)&v1@, (char *)al, strlen(al));
sub_401170(&v10, &vll);

sub_401285((__inte4)v13, &vll, 16);

qword_603640 = v11;

qword_603648 = v12;
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for (i =0LL; ; ++i )

{
v3 = strlen(v13) + 1;
vd =i <v3 - 1;
v =i ==v3 - 1;
if (1>v3-1)
break;
v2 = v13[i];

if ( (unsigned __int8)(v2 - 'A') <= 5u )
v13[i] = (signed int)i % 10 + v2;

¥
ve = vl13;
v7 = "9F925]9341B490FKJ3J4C4ED3GOI1INF2";
v8 = 32LL;
do
{
if ( lv8 )
break;
v4 = *v7 < (unsigned __int8)*v6;
V5 = *Vv7++ == *V6++;
--Vv8;

¥
while ( v5 );
return (unsigned int)-((!v4 && !v5) != v4);
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def checkl():
key = "9F925J9341B490FKJ3J4C4ED3GOJINF2"
flagimd5 = "'
for i in range(len(key)):
temp = ord(key[i])-i%10
if temp <= ord('A') + 5 and temp >= ord('A"):
flagimd5 += chr(temp)
else:
flagimd5 += key[i]
print flaglmd5
check1()
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OB8EX Thread 001 is stoped.
Thread 002 is stoped.

Thread 003 is stoped.
Thread 004 is stoped.

O AFH Thread 005 is stoped.
. Thread 006 is stoped.
FH— Thread 007 is stoped.
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check2(flag2)
B check1(), check2() LrHiZ:
vl = OLL;
do
{

*((_BYTE *)&v12 + v1) "= byte_603610[v1l];
++v1;
)i
while ( vl != 16 );
sub_401285((__int64)v14, &v12, 16);//Hii, EHEEFHZ I HIE K16 #HHELFH, Pligexec->"6", ¢’
for (i =0LL; ; ++i )

{
v4 = strlen(vld) + 1;
v =1 <v4 - 1;
ve = i == v4 - 1;
if (i>>vd -1)
break;
v3 = v14[i];
if ( (unsigned __int8)(v3 - 'A"') <= 5u )
vil4[i] = (signed int)i % 10 + v3;
¥
v7 = vl4;

v8 = "9F925]9341B490FKJ3J4C4ED3GOI1INF2";
v9 = 32LL;
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def check2():
xor = [BxF2,0x1D,0x98,0xBC,0xCC,0x71,0xA1,0x39,0x1F,0x1F,0x11,0xE2,0x91,0x7C,0xA2,0x70 |#4(#byte 603610[ ]
key = "9E925E9341B490BFD3B4C4CA3BOCI1EF2"
key = key.decode( "hex")
flag2md5 = "'
for i in range(16):
flag2md5 += chr(ord(key[i]) ”~ xor[i]).encode( 'hex")
print flag2md5
check2()
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check3(flag3)
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if ( (lve && !v7) == v6 )
{

vl2 = fopen("flag", "w+");

if (vi2 )

{
v13 = &qword_603630;
vld = 0;
do
{

vl4 += *(unsigned __int8 *)v13;
vl3 = (__int64 *)((char *)v13 + 1);
¥
while ( &qword_603640 != v13 );
vl5 = v1[3] ~ (v14 >> 4);
vle = v1[4] ~ vi4 & OxF;
vl7 = OLL;
do
{

if (vi7 & 1)
byte 6020E0Q[v17] "= v16;
else
byte 6020EQ[v17]| "= v15;
++v17;
b
while ( v17 != 5424 );
fwrite(byte_6020EQ, ©x1530ulLL, 1ulLL, v12);
fclose(vl2);
result = OLL;
b

else

{
result = OXFFFFFFFFLL;
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def data():
f1 = open("hex.txt",'r') #FH#4byte 6020E0O[5424]
f2 = open("result", 'wb")
for i in range(256):
for j in range(256):
for k in range(5424):
tmp = int(fl.readline(),16)
if k&1 == @:
f2.write(chr(tmp~i))
else:
f2.write(chr(tmp”j))
f2.write('\n")
f1.seek(Q) #/[EFf1 1L

f2.close()
data()
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