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Github:

¢ qilingframework/qiling: Qiling Advanced Binary Emulation Framework (github.com)

e FIH: qilingframework/rootfs (github.com)

X#4: Qiling Framework Documentation

BHM™: Qiling Framework


https://github.com/qilingframework/qiling
https://github.com/qilingframework/rootfs
https://docs.qiling.io/en/latest/
https://qiling.io/

1. ®ifr

Qiling is an advanced binary emulation framework. By JingDong @Defcon 2019
W Eexamplest] LLARZE Y .

7%

PythonH 5 £ /DFHHE3.8 (PREMAMEHR)

sudo apt-get install python3.8-dev

B 8] B P pip &2 % :

python3 -m pip install qiling

Pip#Hf Z3examples H3x, T HELEFRK, FrUAATTHEZERRKE, EZAgithubIEH R E TR T RF3h %%

python3 setup.py install

% gitmodules >0, H-FHEAKH, BTl H M git --recursiv:

git clone https://github.com/qilingframework/qiling --recursiv

python3 setup.py install

SBR[, AT LLF ) T G uiexamples.

R E P windows, FEHITdlIscollector.batiftsE & Zdllfi A\rootfs .

2. QuickStart

Demo - Qiling Framework Documentation
Getting Started - Qiling Framework Documentation
Demonfil k£ RwindowsTaF, FrLlHlEH Tdlscollector.bat. B HIRBIERAZEARN, FHEINexamplest K~

REED K-

1. gl = Qiling(W164k, B¥5AT LR Z it | 3L Bishellcode;
2. WEH 3%, Wmap, debug, verbose;
3. glrun(), FFEE#EEH, W LAfEE R Ebeginfllend.

$ python3 test.py
Profile: Default
Map GDT at ©x30000 with GDT_LIMIT=4096
Write to ©x30018 for new entry b
Write to ©x30028 for new entry b
Write to ©x30070 for new entry b
Write to ©x30078 for new entry b

Windows Registry PATH: examples/rootfs/x86_windows/Windows/registry

Initiate stack address at Oxfffddooo

Loading examples/rootfs/x86_windows/bin/RegDemo.exe to ©x400000

PE entry point at 0x401381

TEB addr is 0x6000

PEB addr is 0x6044

Loading examples/rootfs/x86_windows/Windows/System32/ntdll.dll ...

Warnings while loading examples/rootfs/x86_windows/Windows/System32/ntdll.d11:



https://www.unicorn-engine.org/BHUSA2015-unicorn.pdf
https://docs.qiling.io/en/latest/demo/
https://docs.qiling.io/en/latest/howto/

- SizeOfHeaders is smaller than AddressOfEntryPoint: this file cannot run under Windows 8.

- AddressOfEntryPoint lies outside the sections' boundaries. AddressOfEntryPoint: ©x@
DLL preferred base address: 0x4b280000
Done with loading examples/rootfs/x86_ windows/Windows/System32/ntdll.d1l1l
Loading examples/rootfs/x86 windows/Windows/System32/kernel32.dll
DLL preferred base address: 0x6b800000
Done with loading examples/rootfs/x86_ windows/Windows/System32/kernel32.d1l1l
Loading examples/rootfs/x86_windows/Windows/System32/advapi32.dll
DLL preferred base address: 0x4c300000
Done with loading examples/rootfs/x86_windows/Windows/System32/advapi32.dll
Loading examples/rootfs/x86_windows/Windows/System32/msvcrile.dll
DLL preferred base address: 0x10000000
Done with loading examples/rootfs/x86_windows/Windows/System32/msvcrl10.dll
Done with loading examples/rootfs/x86_windows/bin/RegDemo.exe
ox6b811390:
ox6b81df10:
0x6b822e€90:
0x6b81df40:
0x10053190:
0x10053130:
Key 2147483649 Software
Value key HKEY_CURRENT_USER\Software not present
Ox4c31ed30: RegOpenKeyW(hKey = 0x80000001, lpSubKey
0x10062380: printf(format
0)

GetSystemTimeAsFileTime(lpSystemTimeAsFileTime
GetCurrentThreadId() ox0
GetCurrentProcessId() Ox7cc

oxffffcfec)

QueryPerformanceCounter (lpPerformanceCount oxffffcfed) 0x0
0x4020b8, pfend 0x4020c8) ox0

0x4020ac, pfend 0x4020b4)

_initterm_e(pfbegin
_initterm(pfbegin

> phkResult (¥

0x10

oxffffcfb4)
Create Key Error[+]
[+] 0x10054160: exit(status
[+] Syscalls called:
GetSystemTimeAsFileTime:
{ {
0}
GetCurrentThreadId:
{ {}

GetCurrentProcessld:

{ {},
QueryPerformanceCounter:

{ {

3}

_initterm_e:

{ 4202680,

4}

_initterm:

4294954988}, 1803678608,

1803673360, 4200106,

1803693712, 4200115,

4294954980}, 1803673408, 4200128,

4202696}, 268779408,

{ 4202668,
5}
RegOpenKeyW:

4202676}, 268779312,

{
1278340400,

printf:
{
7}
exit:

{

2147483649,
4198443,

{ 0},

Registries accessed:
HKEY_CURRENT_USER\Software:

Strings:

Software: 6

Create: 7
Key: 7
Error: 7

4294954932}%,

268837760,

268779872, 4199217,

4198458,




B —/Swannaycryffizip, fEHE N4 fEreadme®, & A7EwindowsLAHL b 3i~
WM HEE: ql.log.info, WM HIZRFIEMTIE.
3. qltool
T B AR B F324E T X/ Ngltool pythonfiiAs, F SRR FE#H1iE 17 shellcodeBkexec L1 .
BHAZH:

e run, #ifTexecfH;

e code, #1Tshellcode;

e examples, &E7xdemo.

PATH K Blqdb.pyth s, M T py3 SHIREEHESF, WUAwithiEaH—T, .

with self.bp_list.get(address, None) as bp:

AR - EBHAREAET,  BEREHEphon\36FHHEI38, IEHqhoolTF iR
A —

AP -

sudo apt-get install python3.8-dev

sudo python3.8 -m pip install gevent

BARFZEAT . /qltools examples %R,
4. QilingLab%:>J
Hihtk: Shielder - QilingLab — Release

Hx86_64Faarch64 BN R4Ax, ik T aarch6s:

$ file gilinglab-aarché64
gilinglab-aarch64: ELF 64-bit LSB shared object, ARM aarch64, version 1 (SYSV), dynamically linked, interpreter
/1lib/1d-1linux-aarch64.so0.1, for GNU/Linux 3.7.0, BuildID[shal]=c573ba5f5450dc8d134835d4ddb5f93e28138c0Oc, not stn

ipped

EELSB, UiHAZ /M.
R EFEX86_64kA, rootfsHiEF examples/rootfs/x8664 linux

AL RBAB A -


https://www.shielder.com/blog/2021/07/qilinglab-release/

from giling import
from giling.const import QL_VERBOSE

def challengel(qgl:Qiling):
pass;

if _ _name__
argv [
rootfs

ql Qiling(argv, rootfs, verbose=QL_VERBOSE.DEBUG, bigendian=False)

challengel(ql);
gl.run();

HEBITHESR RS, MREWN. WRRE, WTER:

xargs sudo kill -9

R EHERS, BFMZSEEAND K. GdbH LLHgdb-multiarch:
architecture aarché64

target remote localhost:9999

R python’hF3.8, MIAZFFEIR.

T FidaiiiX, &2, » BRI Aidaprofdkl T, BEMRER . IDAZEHgdbserverE &5 iHl ), {H#BLD— TR
T’ r Z:j(ﬁ}ﬁﬁo



$ python3.8 gilinglab.py
Welcome to QilinglLab.
list of challenges:
Store 1337 at pointer 0x1337.
: Make the syscall the correct values.
: Make and
Enter inside the loop.
: Guess every call to rand().
: Avoid the infinite loop.

Don

cmdline

t solved.
CPU Context:
X0 ox0
x1 ox0
X2 ox1
X3 ox0
X4 ox0
x5 0x55555556a2b4
X6 0x696b636568430a0a
x7 0x686369687720676e
x8 0x40
x9 0x7320657261206567
0x2068636968772067

BT —TREF, —IH11K, startR BTk &x— M 27 KAV 1L H0:

:00000000000014BC loc_14BC ; CODE XREF: start+54ij
:00000000000014BC X0, [SP,#0x40+var_ 24 i]
:00000000000014C0O X1, SP, #0x4@+var_18 arrayBytesFlags[OxB]
:00000000000014C4 WZR, [X1,X0]

:0000000PPPRR14CS WO, [SP,#0x40+var 24 i]
:00000000000014CC WO, We, #1

:00000000000014D0 WO, [SP,#0x40+var 24 i]
:00000000000014D4

:00000000000014D4 loc_14D4 ; CODE XREF: start+2CTj
:00000000000014D4 [SP,#0x40+var_24 i]
:00000000000014D8 [SP,#0x40+var_1C]
:00000000000014DC Woe

: 0000000000V 14E0 _14BC ; i <= OxB

B PMFRIARX—RETED, BTN A1,
BRI B B B R X
void challengel(byte* pByFlag);

2 JG, HicheckerEi¥ii#iflag:

void checker(byte* pByFlags, int nChallenge);

challenge 1 - memory map




:0000000000000CC4 SP, #0x20

:0000000000000CC8 [SP,#06x20+var_18]
:0000000000000CCC #0x1337

:0000000000000CDO [SP,#06x20+var_8_ 0x1337]
:0000000000000CD4 [SP,#06x20+var_8_ 0x1337]
:0000000000000CD8 [Xe]

:0000000000000CDC [SP,#06x20+var_C__mem[0x1337]]
:00000000VVOOCED [SP,#06x20+var_C__mem[0x1337]]
10000000000 CE4L #1337

:000000000VVOOCES _CF8

:00000000ROCEC [SP,#06x20+var_18]
:0000000000VOCFO #1

10000000000 CF4 [Xe]

:000000000VVOOCF8

:0000000000PVOCF8 loc_CF8 ; CODE XREF: challengel+241j
:000000000VOOCF8

:00000000PROCFC SP, #06x20 ; ' '
:0000000000000D0O

BERCES:

if(mem[©x1337] 1337)
pByFlag 1§

£ 3RS : Memory - Qiling Framework Documentation

def challengel(qgl:Qiling):
gl.mem. (0x1337//4096*4096, 4096, info
gl.mem.write(0x1337, ql.pack32(1337))

KFmapBELZHH, WAS% giling/loader/elf.py .

challenge 2 - set_syscall

=R Huname, #4553 & sysnameflversion:

:0000000000000D28 X0, SP, #0x1FO+name ; name
:0000000000000D2C .uname

:0000000000000D4 8 X0, #aQilingos@PAGE ; "QilingOS™
:0000000000000D4AC X1, X0, #aQilingos@PAGEOFF ; "QilingOS™
:0000000000000D50 X0, SP, #Ox1F0+buf

:0000000000000D54 X2, [X1] ; "QilingOS™

:0000000000000D58 X2, [X@]

:000PPPPPPPRAADS5C W1, [X1,#(aQilingos+8 - ©x1840)] ; ""
:00000000000OD6O W1, [Xe,#8]

:000000000000OD64 X0, aChallengestart ; "ChallengeStart™

R

uname.sysname

uname.version

@it qilingIR L R 4 Fhook, &R Bl Hiuname 45 #444 BN AT o

fi#



https://docs.qiling.io/en/latest/memory/#map-a-memory-area

S 30

uname(3p) - Linux manual page (man7.org)

Hijack - Qiling Framework Documentation

uname& M X an T

sysname[65];

nodename[65] ;

release[65];

version[65];

Qiling i A

def my uname(ql:Qiling, pStcUname, *args,**kwargs):
gl.mem.write(pStcUname, .1just(65, D)

gl.mem.write(pStcUname 65*3, .1just(65,
return 0

def challenge2(qgl:Qiling):
gl.set_syscall( , my_uname )

WR R H B qiling®H LI K syscall, 7K E T8 Esyscall number, L inwrite 4.



https://man7.org/linux/man-pages/man3/uname.3p.html
https://docs.qiling.io/en/latest/hijack/

challenge 3 - add_fs_mapper

(CEEE

fd open ( )
read(fd, urandom_buf, 0x20);
read(fd, &byUrandom, 0x1);
getrandom(getrandom_buf, 0x20, 1);

0; i ox1f; i)

if( (urandom_buf[i] getrandom_buf[i]) (byUrandom urandom_buf[i]))
nTmp;

%30

e getrandom(2) - Linux manual page (man7.org)

¢ Hijack - Qiling Framework Documentation

getrandom@Z— AN RE A, HELBINEREM /dev/urandom BUE, flagit A1l ABH I ffith A2 S B0 7 FH 2

#tdefine GRND_NONBLOCK ©x01
#tdefine GRND_RANDOM ©x02

ssize t getrandom(void *buf, size t buflen, unsigned int flags);

Wk R, FEFE KgetrandomiX M RZG A, AKX /dev/urandom XA %&. BT I E—%Hset syscal$iFgetrandom, i&
% 2 Fqiling i\ QIFsMappedObjectzk #h#Furandom s & 2 1k .

EEEIRYD SO B ] B W]«


https://man7.org/linux/man-pages/man2/getrandom.2.html
https://docs.qiling.io/en/latest/hijack/

from giling.os.mapper import QlFsMappedObject

def my syscall getrandom(ql:Qiling, write buf, write buf size, flags, *args, **kw):

gl.mem.write(write_buf, b * write buf _size)

write buf_size;

class Fake_urandom(QlFsMappedObject):

def read(self, size):
if(size 1):
b

else:

def fstat(self):
-1

def close(self):
0

def challenge3(gl:Qiling):
gl.add_fs_mapper( , Fake_urandom())
gl.set_syscall( , my_syscall_getrandom )

challenge 4 - hook_address

(LM TR

while(var_4_ 1 var_8 r)

i
pFlag 1;

var_4_ 1;

MWAEPATcmphf, ikwOR1EIHE .
f#

S 30

¢ Hook - Qiling Framework Documentation

¢ Register - Qiling Framework Documentation

Qiling#2 4t 7 — AN IREURBELDE 1 R HL get_1ib_base , ANFESCHE R B E.


https://docs.qiling.io/en/latest/hook/
https://docs.qiling.io/en/latest/register/

import os

def hook cmp wl(qgl:Qiling):

gl.reg.write( , 0x1)

return;

def challenge4(ql:Qiling):
pBase gl.mem.get _1ib base(os.path.split(ql.path)[-1])
gl.hook _address(hook cmp w0, pBase + OXFEQ)

challenge 5 - set_api
(CEAMTE

DWORD dwArri[5] {e};
DWORD dwArr2[5] {};

for (int i 0; i 4; i)
{
if(dwArrl[i] dwArr2[i])
{
pFlag = dwArr2[i];

return;

Wt R, HhiFrandiRBEORFTLLT .
f#
S5 Y

¢ rand(3) - Linux manual page (man7.org)

¢ Hijack - Qiling Framework Documentation
rand)RERE, TRALAWAH, FrLAgEHset_syscall, [ii%Mset api.
def my rand(ql:Qiling):

gl.reg.write( , 1)

return;

def challenge5(ql:Qiling):
gl.set_api( , my_rand)

At NE— G, ROEFMOSESSRIX B, HHx8664 1 HalingHEIATHE—F, FUEENEMMIIEEL ¥
HIERRY, ZHaarch644i% T ERIIE.

sudo apt install gccgo-5-aarch64-1linux-gnu

@arch64-linux-gnu-gcc-5 test.c -o aarché64

186 e SR YR -


https://man7.org/linux/man-pages/man3/rand.3.html
https://docs.qiling.io/en/latest/hijack/

int32_t dwArrl[5]
int32_t dwArr2[5]
int nFlag iLs
int s time(0);
srand(s);
for (int i 0; i 4; i)
{
dwArr2[i] rand();
printf( , dwArr2[i]);
)i
for (int i 0; i 4; i)
{
if(dwArrl[i] dwArr2[i])
{
nFlag dwArr2[i];

break;

}
if(1 nFlag)

{
printf(

}

return 0;

randi& EME TR IEEEWO R, Frblqiling AR 2.,
challenge 6

(A TR

oxff) 9)

(n1 oxff);

MEFARERS

def hook _cmp w0 6(ql:Qiling):
gl.reg.write( , 0x0)
return;
def challenge6(ql:Qiling):
pBase = gl.mem.get lib base(os.path.split(ql.path)[-1])
gl.hook_address(hook _cmp w@ 6, pBase + OXFEQ)

challenge 7 - 35} /8 %

ARG :

pFlag iy
sleep (OXFFFFFFFF);




FEMH RS FrsleepB B, BUIEEIRAT 7.
f#

sleep(OxFFFFFFFF);

return 0;

Qiling 4 :

def my sleep _call(gql:Qiling):
gl.reg.write( , 0x0)

return;

def challenge7(ql:Qiling):
pBase gl.mem.get_lib base(os.path.split(ql.path)[-1])

gl.hook_address(my_sleep _call, pBase + 0x7C4)

RERFED EEH, REHRIT .
f#2

7] LLhook api, MIA<SZHi:

def my_sleep(ql:Qiling):
return;

def challenge7_hook_api(ql:Qiling):
pBase = gl.mem.get_lib base(os.path.split(ql.path)[-1])
gl.set_api( , my_sleep)

f#3
WAL RA A, RIEDEBUGE R, sleepH 322 WA T nanosleep():

[+] syscall hooked @x7fffb7e7862c: gql_syscall nanosleep()

B RS B Y

https://man7.org/linux/man-pages/man3/sleep.3.html
https://man7.org/linux/man-pages/man2/nanosleep.2.html

On Linux, sleep() is implemented via nanosleep(2).

Qiling 4 F -

def my nanosleep(ql:Qiling, req, rem, *args,**kwargs):
return;

def challenge7 hook syscall(qgl:Qiling):

pBase gl.mem.get_1ib base(os.path.split(ql.path)[-1])

gl.set_syscall( , my_nanosleep)




challenge 8

WH T Pitkmalloc, MWR¥ERICH, 45T :

struct Heapl

{
struct *pHeap2;
int32_t n1 0x00000539;
int32_t n1 Ox3DFCD6EA;
int *pFlag;

struct Heap2

{
char buf[]

B IDALE F 44«

Heapl *_ fastcall challenge8(__int64 al)
{

Heapl *result;

Heapl *v3;

v3 (Heapl *)malloc(@x18ulLL);
v3->pHeap2 (__int64)malloc(Ox1EuLL);
LODWORD(Vv3->MAGIC) 1337;
HIDWORD(v3->MAGIC) 1039980266 ;
strcpy((char *)v3->pHeap2,

result v3;

v3->NUM al;

return result;




ttinclude

#include

struct Heap2

{
char buf[oxle];

3

struct Heapl

{
struct Heap2* pHeap2;
int64_t nMagic;
int *pFlag;

main()

struct Heapl heapl;
struct Heap2 heap2;
char arrBuf[ ]
int nFlag = 0;
heapl.pHeap2 heap2;
heapl.nMagic Ox3DFCD6EAGOOBO539;
heapl.pFlag nFlag;
memcpy (heap2.buf, arrBuf, sizeof(arrBuf));
printf( , heapl.pHeap2);
printf( , heapl.nMagic);
printf( , heapl.pFlag);
_asm__( )5
if(1 nFlag)
{

printf(
}

return 0;

HOOK H #x bt 5t Znopfe 4 Hithiht, HKZSheap1.pFlag.

fR1-i AR

.text:0000000000000878 heapl
.text:00000000000008B8 STR X0, [X29,#0x70+heapl]

A (EERRECEHABEELEFRAmalloc, kR ERFER LKD) -




def read_stack heapl(qgl:Qiling):

heap1l gl.mem.read(qgl.reg.read( 0x20, 0x18);

pHeap2, nMagic, pFlag struct.unpack( , heapl);

gl.log.info( pHeap2)
gl.log.info( nMagic)
gl.log.info( pFlag)
gl.mem.write(pFlag,

challenge8 read_stack(ql:Qiling):
pBase gl.mem.get_lib base(os.path.split(ql.path)[-1])
gl.hook address(read_stack_heapl, pBase + 0x96C)

R2-BERNFF
HERNFEMmagic, #Elheap1, BK *pFlag .

import struct
def search_heapl(ql:Qiling):
nMagic Ox3DFCD6EAGOORO539;
pMagics = ql.mem.search(ql.pack64(nMagic))
for pMagic in pMagics:
pHeap1l pMagic gl.archbit//8;
heapl = gql.mem.read(pHeapl, ©x18);

pHeap2, _, pFlag = struct.unpack( , heapl)

if gql.mem.string(pHeap2)
gl.mem.write(pFlag,
break;
return;
def challenge8 search_mem(ql:Qiling):
pBase = gl.mem.get_lib_base(os.path.split(ql.path)[-1])

gl.hook_address(search_heapl, pBase + 0x96C)

challenge 9

ARG :



char src[0x20]
char dst[0x20]
int nFlag = 0;

int i 0;

strcpy(src,
strcpy(dst, src);
for(i 0; i 26; i)
{
dst[i] tolower(dst[i]);

nFlag (strcmp(src, dst) 9)

if(1 nFlag)

{
printf(
}

return 0;

Hook#sitolowerst4T T :

def my_tolower(qgl: Qiling):

return

def challenge9(gl: Qiling):

gl.set_api( , my_tolower)

challenge 10

(LM TR



int nFlag 9;

int fd 0;

char path[] {

char buf[0x40] {0};
int nRet 0;

int i 0;

do{
fd open(path, O _RDONLY);
if( -1 fd) break;
nRet read(fd, buf, Ox3F);
if (e nRet) break;

}while(0);

for(i 0; 1 nRet; i)
{
if(buf[i] %))
{
buf[i]

if(strcmp(buf,

{
nFlag L.

if(1 nFlag)
{

printf(
}

return 0;

FEE=Rk—FE, ¥ /proc/self/cmdline B&EIT],

class My cmdline(QlFsMappedObject):
def read(self, size):
return
def fstat(self):
return -1
def close(self):
return 0

def challengel@(qgl: Qiling):
gl.add_fs_mapper( , My _cmdline())

challenge 11

aarch64




:000000000P0O13E4 FF SP, #0x20

:000000000P0013ES EO [SP,#0x20+var_18_ pFlag]
:000000000P0O13EC 00 #0, cO, co, #0

:00000000000013F0 EO [SP,#0x20+var_8]

:00000000000013F4 EO [SP,#0x20+var_8]

:00000000000013F8 01 X0, #0x10

: 00000000000 13FC EO #0x1337

:0000000000001400 3F X0 ; if ((var_8 >> 0x10) == 0x1337) *pFla

:0000000000001404 81 _1414

:0000000000001408 EO [SP,#0x20+var_18 pFlag]
:000000000000140C 21 #1

:0000000000001410 01 [Xe]

:0000000000001414

10000000000001414 loc_1414 ; CODE XREF: challengell+201]j
:0000000000001414

:0000000000001418 SP, #06x20 ; ' '

:000000000000141C

& M L Fghidraidf R IFEBUR IF— 25

XAMMRSTEA LR 24, KSR FRINECPULFE BRI, 5% 3C#%: Arm A64 Instruction Set Architecture
ArmImsrig-47E Intel$§ &£ BLxF B cpuidfg 4,

SEXH (JRK) : CPUID — CPU ldentification (felixcloutier.com)

A T Hx8664 A FE 4«

.text:000000000000118A mov eax, 40000000h

.text:000000000000118F cpuid

f#
A] LM F qiling 2t ifihook_code, BEEEX MRS BT, &% 3C#4: Hook - Qiling Framework Documentations

Wi —TF:


https://developer.arm.com/documentation/ddi0596/2021-12/Base-Instructions/MRS--Move-System-Register-?lang=en
https://www.felixcloutier.com/x86/cpuid
https://docs.qiling.io/en/latest/hook/

main()

nFlag 0;
nTmp Q;
_asm__( )5
if( ( nTmp ox10 ) 0x1337)
{
nFlag g
}
if(1 nFlag)
{
printf(
}

return 0;

:00000000000007B8
:00000000000007BC
:00000000000007C0
:00000000000007C4
:00000000000007C8
:00000000000007CC
:00000000000007D0
:00000000000007D4
:00000000000007D8
:00000000000007DC
10000000000 7ED
1000000000000 7E4L

def my mrs(ql: Qiling, address: , Size:
opcode = gl.mem.read(address, size)
if (0x7C8 (address oxfff)) and (
gl.reg.write( , 0x1337<<0x10)
gl.reg.arch_pc 8;

def challengell(ql: Qiling):
gl.hook_code(my_mrs)

5. 2%
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X29, X30,
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Wo,

W1, We
loc_7E8
Wo,

We, [X29,

opcode) :

zodf0055980/QilingLab_Writeup: QilingLab challenge writeup (github.com)

[SP,



https://www.freebuf.com/articles/terminal/226494.html
https://bbs.pediy.com/thread-268989.htm
https://www.shielder.com/blog/2021/07/qilinglab-release/
https://github.com/zodf0055980/QilingLab_Writeup
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