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#_* coding:utf-8 _*_
import re

import sys

ip= (58, 50, 42, 34, 26, 18, 10, 2,
60, 52, 44, 36, 28, 20, 12, 4,
62, 54, 46, 38, 30, 22, 14, 6,
64, 56, 48, 408, 32, 24, 16, 8,
57, 49, 41, 33, 25, 17, 9 , 1,
59, 51, 43, 35, 27, 19, 11, 3,
61, 53, 45, 37, 29, 21, 13, 5,

63, 55, 47, 39, 31, 23, 15, 7)

ip_1=(4@, 8, 48, 16, 56, 24, 64, 32,
39, 7, 47, 15, 55, 23, 63, 31,
38, 6, 46, 14, 54, 22, 62, 30,
37, 5, 45, 13, 53, 21, 61, 29,

36, 4, 44, 12, 52, 20, 60, 28,
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35, 3, 43, 11, 51, 19, 59, 27,

34, 2, 42, 10, 50, 18, 58, 26,

33, 1, 41, 9, 49, 17, 57, 25)

12,13, 12, 13, 14, 15, 16, 17,

16,17, 18, 19, 20, 21, 20, 21,

22, 23, 24, 25,24, 25, 26, 27,

28, 29,28, 29, 30, 31, 32, 1)

p=(16, 7, 20, 21, 29, 12, 28, 17,

1, 15, 23, 26, 5, 18, 31, 10,

2, 8, 24, 14, 32, 27, 3, 9,

19, 13, 30, 6, 22, 11, 4, 25)

s=[ [[14, 4, 13, 1, 2, 15, 11, 8, 3, 16, 6, 12, 5, 9, o, 7],

[@, 15, 7, 4, 14, 2, 13, 1, 1@, 6, 12, 11, 9, 5, 3, 8],

(4, 1, 14, 8, 13, 6, 2, 11, 15, 12, 9, 7, 3, 10, 5, 0],

[15, 12, 8, 2, 4, 9, 1, 7, 5, 11, 3, 14, 10, o, 6, 13]],

[(a5, 1, 8, 14, 6, 11, 3, 4, 9, 7, 2, 13, 12, o, 5, 10],

[3, 13, 4, 7, 15, 2, 8, 14, 12, o, 1, 18, 6, 9, 11, 5],

[0, 14, 7, 11, 1@, 4, 13, 1, 5, 8, 12, 6, 9, 3, 2, 15],

[[10, ©, 9, 14, 6, 3, 15, 5, 1, 13, 12, 7, 11, 4, 2, 8],

[13, 7, ©, 9, 3, 4, 6, 18, 2, 8, 5, 14, 12, 11, 15, 1],

[13, 6, 4, 9, 8, 15, 3, o, 11, 1, 2, 12, 5, 10, 14, 7],

[1, 10, 13, ©, 6, 9, 8, 7, 4, 15, 14, 3, 11, 5, 2, 12]],



[[7, 13, 14, 3, o, 6, 9, 18, 1, 2, 8, 5, 11, 12, 4, 15],

[13, 8, 11, 5, 6, 15, o, 3, 4, 7, 2, 12, 1, 1@, 14,9],

[16, 6, 9, O, 12, 11, 7, 13, 15, 1, 3, 14, 5, 2, 8, 4],

[3, 15, ©, 6, 10, 1, 13, 8, 9, 4, 5, 11, 12, 7, 2, 14]],

[[2, 12, 4, 1, 7, 18, 11, 6, 8, 5, 3, 15, 13, o, 14, 9],

[14, 11, 2, 12, 4, 7, 13, 1, 5, o, 15, 10, 3, 9, 8, 6],

[4, 2, 1, 11, 1e, 13, 7, 8, 15, 9, 12, 5, 6, 3, 0, 14],

[11, 8, 12, 7, 1, 14, 2, 13, 6, 15, o, 9, 18, 4, 5, 3]],

[[12, 1, 1@, 15, 9, 2, 6, 8, O, 13, 3, 4, 14, 7, 5, 11],

[10, 15, 4, 2, 7, 12, 9, 5, 6, 1, 13, 14, o, 11, 3, 8],

[9, 14, 15, 5, 2, 8, 12, 3, 7, o, 4, 1@, 1, 13, 11, 6],

(4, 3, 2,12, 9, 5, 15, 1@, 11, 14, 1, 7, 6, o, 8, 1311,

[(4, 11, 2, 14, 15, e, 8, 13, 3, 12, 9, 7, 5, 18, 6, 1],

[13, e, 211, 7, 4, 9, 1, 1o, 14, 3, 5, 12, 2, 15, 8, 6],

[1, 4, 11, 13, 12, 3, 7, 14, 1@, 15, 6, 8, ©, 5, 9, 2],

[6, 11, 13, 8, 1, 4, 18, 7, 9, 5, o, 15, 14, 2, 3, 12]],

[[13, 2, 8, 4, 6, 15, 11, 1, 1@, 9, 3, 14, 5, o, 12, 7],

[1, 15, 13, 8, 1@, 3, 7, 4, 12, 5, 6, 11, o, 14, 9, 2],

[7, 11, 4, 1, 9, 12, 14, 2, o, 6, 1@, 13, 15, 3, 5, 8],

[2, 1, 14, 7, 4, 1e, 8, 13, 15, 12, 9, ©, 3, 5, 6, 11]]]

pcl=(57, 49, 41, 33, 25, 17, 9,

1, 58, 50, 42, 34, 26, 18,

le, 2, 59, 51, 43, 35, 27,
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_all =['desencode']
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def code(self,from_code,key,code_len,key len):

output=

trun_len=0

code_string=self._functionCharToA(from_code,code_len)

code_key=self. functionCharToA(key,key len)



if code_len%16!=0:

real_len=(code_len/16)*16+16

else:

real len=code_len

if key_len%16!=0:

key len=(key len/16)*16+16

key len*=4

trun_len=4*real_len

for i in range(@,trun_len,64):

run_code=code_string[i:i+64]

1=i%key_len

run_key=code_key[1:1+64]

run_code= self._codefirstchange(run_code)

run_key= self._keyfirstchange(run_key)

for j in range(16):

code_r=run_code[32:64]

code_l=run_code[0:32]



run_code=code_r

code_r= self. functionE(code_r)

key_l=run_key[0:28]

key r=run_key[28:56]

key l=key 1[d[j]:28]+key 1[0:d[j]]

key_r=key r[d[j]:28]+key_r[0:d[j]]

run_key=key l+key r

key y= self._ functionKeySecondChange(run_key)

code_r= self._codeyihuo(code_r,key y)

code_r= self._functionS(code_r)

code_r= self. functionP(code_r)

code_r= self._codeyihuo(code_1,code_r)

run_code+=code_r

code_r=run_code[32:64]

code_l=run_code[0:32]

run_code=code_r+code_1



output+=self._ functionCodeChange(run_code)

return output

def _codeyihuo(self,code,key):

code_len=len(key)

return_list=""

for i in range(code_len):

if code[i]==key[i]:

return_list+='0"

else:

return_list+="1"

return return_list

def _codefirstchange(self,code):

changed_code=""

for i in range(64):

changed_code+=code[ip[i]-1]

return changed_code

def _keyfirstchange (self,key):

changed_key=""

for i in range(56):

changed_key+=key[pcl[i]-1]

return changed_key



def _functionCodeChange(self, code):

lens=1len(code)/4

return_list=""

for i in range(lens):

list=""

for j in range(4):

list+=code[ip_ 1[i*4+j]-1]

return_list+="%x" %int(list,2)

return return_list

def _functionE(self,code):

return_list=""

for i in range(48):

return_list+=code[e[i]-1]

return return_list

def _functionP(self,code):

return_list=""

for i in range(32):

return_list+=code[p[i]-1]

return return_list

def _functionS(self, key):

return_list=""

for i in range(8):

row=int( str(key[i*6])+str(key[i*6+5]),2)



raw=int(str( key[i*6+1])+str(key[i*6+2])+str(key[i*6+3])+str(key[i*6+4]),2)

return_list+=self. functionTos(s[i][row][raw],4)

return return_list

def _functionKeySecondChange(self,key):

return_list=""

for i in range(48):

return_list+=key[pc2[i]-1]

return return_list

def _functionCharToA(self,code,lens):

return_code=""

lens=lens%16

for key in code:

code_ord=int(key,16)

return_code+=self._functionTos(code_ord,4)

if lens!=0:

return_code+='0"'*(16-1lens)*4

return return_code

def _functionTos(self,o,lens):

return_code=""

for i in range(lens):

return_code=str(o>>i &1)+return_code

return return_code



def tohex(string):

return_string=""

for i in string:

return_string+="%02x"%ord (i)

return return_string

def tounicode(string):

return_string=""

string_len=len(string)

for i in range(9,string_len,2):

return_string+=chr(int(string[i:i+2],16))

return return_string

def desencode(from_code,key):
from_code=tohex(from_code)
key=tohex(key)
des=DES()
key_len=1len(key)
string_len=1len(from_code)
if string_len<l or key_len<1:

print 'error input'

return False

key_code= des.code(from_code,key,string_len,key_len)

return key_code

#  if(desencode(sys.argv[1l], 'mtqVwD4INRjw3bkT9sQORYcZakKShU4sf')=="'e3fab29a43a70ca72162a132df6ab53253527883

# print 'correct.'
# else:
# print 'try again.'

__all_ =['desdecode']
class DES():
TR BREL DESHNE SR TR EA KR
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def __init_ (self):
pass

def decode(self,string,key,key _len,string len):

output=
trun_len=0
num=0

G S sk

code_string=self._ functionCharToA(string,string_len)
R 25 4

code_key=self. getkey(key,key_len)

#Un A K A R 16 1R I DL e it 77 AL 9 16 1R B K A%

real_len=(key len/16)+1 if key_ len%16!=0 else key_len/16

trun_len=string_len*4

#0 R 6ARIHAT — IR

for i in range(@,trun_len,64):
run_code=code_string[i:i+64]
run_key=code_key[num¥%real_len]

#64NL I SCHIAG E e
run_code= self._codefirstchange(run_code)

#1670
for j in range(16):

code_r=run_code[32:64]
code_l=run_code[0:32]

#6415 45 3 e

run_code=code_r

#A L3209 i B
code_r= self._functionE(code_r)

#RAR T
key_y=run_key[15-7]

#5750

code_r= self._codeyihuo(code_r,key y)

#SEANE /b
code_r= self. functionS(code_r)

#PE

code_r= self. functionP(code_r)

#5755

code_r= self._ codeyihuo(code_1,code_r)

run_code+=code_r
num+=1

#32H 4
code_r=run_code[32:64]

mada 1 et a-d_TA.AAT



Coue_L1=run_coue|u:sZ]

run_code=code_r+code_1

O 163 L 4R B
output+=self._ functionCodeChange(run_code)
return output

#RI T 2% H
def _getkey(self,key,key len):

I o ki
code_key=self. functionCharToA(key,key len)

a=['"']*16
real_len=(key _len/16)*16+16 if key len%16!=0 else key len

b=[""']*(real_len/16)
for i in range(real_len/16):
b[i]=a[:]
num=0
trun_len=4*key_ len
for i in range(@,trun_len,64):
run_key=code_key[i:i+64]
run_key= self._keyfirstchange(run_key)
for j in range(16):
key l=run_key[0:28]
key_r=run_key[28:56]
key l=key 1[d[j]:28]+key 1[0@:d[j]]
key_r=key r[d[j]:28]+key_r[0:d[j]]
run_key=key l+key r
key y= self._functionKeySecondChange(run_key)
b[num][j]=key_y[:]
num+=1

return b

#5738
def _codeyihuo(self,code,key):
code_len=1len(key)
return_list=""
for i in range(code_len):
if code[i]==key[i]:
return_list+='0"
else:
return_list+='1"
return return_list

# SCE SO ah B
def _codefirstchange(self,code):
changed_code=""
for i in range(64):
changed_code+=code[ip[i]-1]
return changed_code

R AL G
def _keyfirstchange (self,key):
changed_key=""
for i in range(56):
changed_key+=key[pc1[i]-1]
return changed_key
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def _functionCodeChange(self, code):
return_list=""
for i in range(16):
list=""
for j in range(4):
list+=code[ip_1[i*4+j]-1]
return_list+="%x" %int(list,2)

return return_list

#RE
def _functionE(self,code):
return_list=""
for i in range(48):
return_list+=code[e[i]-1]
return return_list

#E P
def _functionP(self,code):
return_list=""
for i in range(32):
return_list+=code[p[i]-1]
return return_list

#SE B ILE B
def _functionS(self, key):
return_list=""
for i in range(8):
row=int( str(key[i*6])+str(key[i*6+5]),2)
raw=int(str( key[i*6+1])+str(key[i*6+2])+str(key[i*6+3])+str(key[i*6+4]),2)
return_list+=self._functionTos(s[i][row][raw],4)

return return_list

#EYE L2
def _functionKeySecondChange(self,key):
return_list=""
for i in range(48):
return_list+=key[pc2[i]-1]
return return_list

4T N BERI Oy — Bk A R
def _functionCharToA(self,code,lens):
return_code=""
lens=1ens%16
for key in code:
code_ord=int(key,16)
return_code+=self._functionTos(code_ord,4)

if lens!=0:
return_code+='0"'*(16-1lens)*4
return return_code

# k| e
def _functionTos(self,o,lens):
return_code=""
for i in range(lens):
return_code=str(o>>i &1)+return_code



return return_code

#unicodeF /L A 161k i
def tohex(string):
return_string=""
for i in string:
return_string+="%02x"%ord(i)
return return_string

def tounicode(string):
return_string=""
string_len=len(string)
for i in range(@,string len,2):
return_string+=chr(int(string[i:i+2],16))
return return_string

EINEIE R vy
def desdecode(from_code,key):
key=tohex(key)

des=DES()

key_len=len(key)
string_len=len(from_code)
if string_len%16!=0:
return False
if string_len<l or key_len<1:
return False

key code= des.decode(from_code,key,key len,string_len)
return tounicode(key_code)

#Hl

if __name__ == '__main__':
print desdecode('e3fab29a43a70ca72162al32df6ab532535278834elle6706c61lala7cefcd02c8ecaf601doveece72’, "mtq
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