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import base64
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def
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get_base64_diff value(sl, s2):
"""get base64 diff value"""
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
for i in range(len(s2)):
if s1[i] !'= s2[i]:
return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))
return 0

solve_stego(stego_str_list):
'''stego_str_list strFlE'"’
bin_str = "'
for stego_str in stego_str_list:
stego_str = stego_str.replace('\n', '")
norm_str = base64.b64encode(base64.b64decode(stego_str)).decode()
diff = get_base64 diff_value(stego_str, norm_str)
pads_num = stego_str.count('=")
bin_str += bin(diff)[2:].zfill(pads_num * 2)

ret = b"'
for i in range(@, len(bin_str), 8):

ret += int(bin_str[i:i + 8], 2).to_bytes(1, 'little")
return ret

to_stego(normal_data, stego_data, stego_bit_len=4):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
bin_str = "'
for each in stego_data:
bin_str += bin(each)[2:].zfil1(8)
line_len = len(normal_data) // (len(bin_str) // stego_bit_len)
if stego_bit_len == 4:
line_len = line_len - ((line_len % 3 - 1) + 3) % 3 # 4 line_len % 3
else:

line_len = line_len - ((line_len % 3 - 2) + 3) % 3 # 4 line_len % 3 =
if line_len <= 0:
return []
ret = []
index = 0@
while True:

if index >= len(normal data):
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break
encode_str = base64.b64encode(normal_data[index:index + line_len]).decode()
# print('index=%d bin_str=%s' % (index, bin_str))
index += line_len
# print(encode_str)
if bin_str != '":
if stego_bit_len ==
now_encode = bin_str[:4]
bin_str = bin_str[4:]
tmp_list = encode_str.rpartition(encode_str[-1 * (stego_bit len // 2 + 1)])
encode_str = tmp_list[@] + base64chars[base64chars.index(tmp_list[1]) + int(now_encode, 2)] + t
ret.append(encode_str)
return ret

def main():
with open('2.txt', 'rb') as fp:
file_lines = fp.readlines()

(]

for each in file_lines:

stego_str_list

stego_str_list.append(each.decode().replace('\n', '"))
print(solve_stego(stego_str_list))

1 = to_stego(b'123456789012345678901234567890123456"', b'cnss', 4)
print(1l)
print(solve_stego(1l))

if __name__ == '__main__":
main()
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