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$ sudo apt-get update

EHARNMNTELE —ANRE: LE0LBE0HES python3 @& K python liAN 3.5, EIEHEIEA python3.5-dev, X& T %
% Pillow Hi4 . FrAIRATLF0% python3 47418 FH 1 python JR A3 3.4, SRJ5 F %3 python3-dev Hl python3-setuptools

$ sudo update-alternatives --install /usr/bin/python3 python3 /usr/bin/python3.4 70 --slave /usr/bin/pyth

on3m python3m /usr/bin/python3.4m
$ sudo apt-get install python3-dev python3-setuptools

SR G %% Pillow #RHE

$ sudo apt-get install 1libtiff5-dev libjpeg8-dev zliblg-dev \

libfreetype6-dev liblcms2-dev libwebp-dev tcl8.6-dev tk8.6-dev python-tk

)5 %% Pillow:

$ sudo pip3 install Pillow
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encodeDataInImage(Image.open("steganographia.png"), '{R{FiHF, Hello world!")

encodeDataInImage() HFMT:

encodeDataInImage(image, data):

evenImage = makeImageEven(image)

binary = ''.join(map(constLenBin,bytearray(data, 'utf-8')))

len(binary) > len(image.getdata()) * 4:
Exception("Error: Can't encode more than " + len(evenImage.getdata()) * 4 + " bits in this

image. ")

encodedPixels = [(r+int(binary[index*4+0]),g+int(binary[index*4+1]),b+int(binary[index*4+2]),t+int(bi
nary[index*4+3])) index*4 < len(binary) (r,g,b,t) index, (r,g,b,t) enumerate(list(evenImage
.getdata()))]

encodedImage = Image.new(evenImage.mode, evenImage.size)

encodedImage.putdata(encodedPixels)

encodedImage

makeImageEven() EREHISLILLIT:

makeImageEven(image):
pixels = list(image.getdata())
evenPixels = [(r>>1<<1,g>>1<<1,b>>1<<1,t>>1<<1) [r,g,b,t] pixels]

evenImage = Image.new(image.mode, image.size)

evenImage.putdata(evenPixels)

evenImage
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Image.getdata()
PIL.Image.new()
PIL.Image.Image.putdata()
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constLenBin(int):
binary = "0"*(8-(len(bin(int))-2))+bin(int).replace('@b',"")

binary
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decodeImage() IR[EIE ) #RDJEMRBX T, HEZ—MEAFXNESH

decodeImage(image):

pixels = list(image.getdata())

binary = ''.join([str(int(r>>1<<1l=r))+str(int(g>>1<<1ll=g))+str(int(b>>1<<1l=b))+str(int(t>>1<<1!l=t))
(r,g,b,t) pixels])

locationDoubleNull = binary.find('0000000000000000 ")
endIndex = locationDoubleNull+(8-(locationDoubleNull % 8)) locationDoubleNull%8 != © location
DoubleNull
data = binaryToString(binary[0:endIndex])
data

str.find()
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binaryToString(binary):
index = ©
string = []

rec = X, i: x[2:8] + (rec(x[8:], i-1)

fun = X, i: x[1+1:8] + rec(x[8:], i-1)
index + 1 < len(binary):
chartype = binary[index:].index('0")
length = chartype*8 chartype 8

string.append(chr(int(fun(binary[index:index+length],chartype),2)))
index += length

''.join(string)
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OXXXX
7 U+0000 U+007F 1
XXX
110xx 10xXxX
11 U+0080 U+07FF 2
XXX XXX
1110x 10XXX 10XXX
16 U+0800 U+FFFF 3
XXX XXX XXX
11110 10xXxX 10xXxX 10xXxX
21 U+10000 U+1FFFFF 4
XXX XXX XXX XXX
11111 10xXxX 10xXxX 10xxx 10xxx
26 U+200000 U+3FFFFFF 5
OXxX XXX XXX XXX XXX
11111 10xXX 10xXxX 10xXxX 10xXxX 10xXxX
31 U+4000000 U+7FFFFFFF 6
10x XXX XXX XXX XXX XXX
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X, i: x[2:8] + (rec(x[8:], i-1)

X, i: x[i+1:8] + rec(x[8:], i-1)
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XEER—HF)], rec = lambda x, i: x[2:8] + (rec(x[8:], i-1) if i > 1 else '') if x else "', FRATEEXERENEMT
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chartype = binary[index:].index('@")

string.append(chr(int(fun(binary[index:index+length],chartype),2))) X—TFHHABKEL int() LLE chr KIERM
T

int() : BEHNSH, B-NSEIRFFERSE, FASEONRXMFFHBERROHFRER . #
. https://docs.python.org/3/library/functions.htmi#int
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$ wget http://labfile.oss.aliyuncs.com/courses/651/coffee.png
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encodeDataInImage(Image.open("coffee.png"), 'fREFHS, Hello world!').save('encodeImage.png')

print(decodeImage(Image.open(“encodeImage.png")))
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$ python3 steganography
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$ wget http://labfile.oss.aliyuncs.com/courses/651/steganography.py
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makeImageEven(image):
pixels = list(image.getdata())
evenPixels = [(r>>1<<1,g>>1<<1,b>>1<<1,t>>1<<1) [r,g,b,t] pixels]

evenImage = Image.new(image.mode, image.size)
evenImage.putdata(evenPixels)

evenImage
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constLenBin(int):
binary = "0"*(8-(len(bin(int))-2))+bin(int).replace('@b"',"")

binary
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encodeDataInImage(image, data):
evenImage = makeImageEven(image)
binary = ''.join(map(constLenBin,bytearray(data, ‘'utf-8')))
len(binary) > len(image.getdata()) * 4:

Exception("Error: Can't encode more than " + len(evenImage.getdata()) * 4 + " bits in this
image. ")

encodedPixels = [(r+int(binary[index*4+0]),g+int(binary[index*4+1]),b+int(binary[index*4+2]),t+int(bi
nary[index*4+3])) index*4 < len(binary) (r,g,b,t) index, (r,g,b,t) enumerate(list(evenImage
.getdata()))]

encodedImage = Image.new(evenImage.mode, evenImage.size)

encodedImage.putdata(encodedPixels)

encodedImage
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binaryToString(binary):
index = ©
string = []

rec = X, i: x[2:8] + (rec(x[8:], i-1)

fun X, i: x[i+1:8] + rec(x[8:], i-1)
index + 1 < len(binary):
chartype = binary[index:].index('0")
length = chartype*8 chartype 8
string.append(chr(int(fun(binary[index:index+length], chartype),2)))
index += length

.join(string)
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decodeImage(image):
pixels = list(image.getdata())
binary = ''.join([str(int(r>>1<<1l=r))+str(int(g>>1<<1ll=g))+str(int(b>>1<<1l=b))+str(int(t>>1<<1!l=t))
(r,g,b,t) pixels])

locationDoubleNull = binary.find( '0000000000000000 ")
endIndex = locationDoubleNull+(8-(locationDoubleNull % 8)) locationDoubleNull%8 != © location
DoubleNull
data = binaryToString(binary[0:endIndex])
data

encodeDataInImage(Image.open("coffee.png"), 'fREFHFE, Hello world!').save('encodeImage.png')
print(decodeImage(Image.open(“encodeImage.png")))
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