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AP T pillow XAMEBR, 7E 22356 51 5 HR

$ sudo apt-get update

BHABRNTELE AR : LT EF python3 44 i python fRAA 3.5, (HIEH EIEA python3.5-dev, X4
58223 Pillow H4h. ATLLIRATBZUE python3 #r-4-# FI 1 python fRATIH A 3.4, #R )5 H 2% python3-dev Fl python3-

setuptools.

$ sudo update-alternatives --install /usr/bin/python3 python3 /usr/bin/python3.4 70 --slave /usr/bin/python3m
python3m /usr/bin/python3.4m$ sudo apt-get install python3-dev python3-setuptools

R IE 2% Pillow #K i

$ sudo apt-get install libtiff5-dev libjpeg8-dev zliblg-dev \ libfreetype6-dev liblcms2-dev libwebp-dev tcl
8.6-dev tk8.6-dev python-tk

B J5 %% Pillow:

$ sudo pip3 install Pillow
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from PIL import Image
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encodeDataInImage(Image.open("steganographia.png"), '#RiFit5, Hello world!")

encodeDataInImage() BRI :

def encodeDataInImage(image, data): evenImage = makeImageEven(image) # FREREAMIA 0 WEFEIA binar
y = ''.join(map(constLenBin,bytearray(data, 'utf-8'))) # ¥ T EREAR I TR B H F 4 H if len(binary)
> len(image.getdata()) * 4: # WRARTRERIBENEIE, WHRE raise Exception("Error: Can't encode more
than " + len(evenImage.getdata()) * 4 + " bits in this image. ") encodedPixels = [(r+int(binary[index*4+0])
,g+int(binary[index*4+1]),b+int(binary[index*4+2]),t+int(binary[index*4+3])) if index*4 < len(binary) else (r,
g,b,t) for index,(r,g,b,t) in enumerate(list(evenImage.getdata()))] # ¥ binary i —i#H|FRFBEERRLHEEE

encodedImage = Image.new(evenImage.mode, evenImage.size) # BIEHEN UERREENEE encodedImage.putdat
a(encodedPixels) # WHINID/JE %R return encodedImage

makeImageEven() BREHISEIUIT :

def makeImageEven(image): pixels = list(image.getdata()) # BH—ANXHEMHK: [(r,g,b,t),(r,g,b,t)...]
evenPixels = [(r>>1<<1,g>>1<<1,b>>1<<1,t>>1<<1) for [r,g,b,t] in pixels] # FEHFTEMENEH BEERKBL) ev
enImage = Image.new(image.mode, image.size) # BIE—ANHREK/PMHIEFEIA evenImage.putdata(evenPixels) # i
B RBNEE A return evenImage
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Image.getdata()
PIL.Image.new()

PIL.Image.Image.putdata()

encodeDataInImage() H', bytearray() W FERFHREHABEETF BFHEHEE 0 3 2/8-1) , HETFIHIHZFRERFTE
WK, WTHE:

utf-8 AL L FRF— AL T 3N TN, MANANFRIL LG 3x4=12 ANFF, TRILE12MF. (TUEA TATIHREH
BN, ZHBAERATCT)

$RJG map(constLenBin,bytearray(data, 'utf-8')) N EUEFIIFKIE—AMERF constLenBin() BREL K+ HEHIBUEF 5
o — R R TR .

def constLenBin(int): binary = "@"*(8-(len(bin(int))-2))+bin(int).replace('@b','"') # £ bin() K[EIK 3k
FREFE 'eb', FELAUAE 0" HEEFHEKERN 8 return binary

TEXE bin() MIERARE A int BB 32/, #M: hitps://docs.python.org/3/library/functions.html#bin

2.3.2. fR1S
decodeImage() R[EE FfEIEEHRRB LT, HEZ— MR NRSH.

def decodeImage(image): pixels = list(image.getdata()) # REBEIEX binary = ''.join([str(int(r>>1<<1!
=r))+str(int(g>>1<<1!=g))+str(int(b>>1<<1!=b))+str(int(t>>1<<1!=t)) for (r,g,b,t) in pixels]) # RBMEFHFE
AR RUAL BB # AR LR locationDoubleNull = binary.find('@000000000000000") endIndex =

locationDoubleNull+(8-(locationDoubleNull % 8)) if locationDoubleNull%8 != @ else locationDoubleNull data
= binaryToString(binary[0:endIndex]) return data
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str.find()

HREIBIEB AT AN /5 ' ooooooo0oo00e000’ REEE, MMKKEN16, MAREX LK S8, FAFMEERHFETH
BEfhER AT RES 8 4 0.

binaryToString() BRZCK BRELH SR — 3k #1777 B B B A BB S AR

def binaryToString(binary): index = © string = [] rec = lambda x, i: x[2:8] + (rec(x[8:], i-1) if i >
1 else '"') if x else "' # rec = lambda x, i: x and (x[2:8] + (i > 1 and rec(x[8:], i-1) or "")) or "' f
un = lambda x, i: x[i+1:8] + rec(x[8:], i-1) while index + 1 < len(binary): chartype = binary[index:
].index('0") length = chartype*8 if chartype else 8 string.append(chr(int(fun(binary[index:index
+length], chartype),2))) index += length return ''.join(string)

BEEPAXA, DAELERE UTF-8 figi R, ™LA wikipedia £ T UTF-8 4ifid: hitps://zh.wikipedia.org/wiki/UTF-8

UTF-8 & UNICODEf— MK EH s RETT X, B R - NMFrrES, RRKNFRGHNFHHEA—EHRA, e
MITAEHR T — mERE, WMRBNELRFPKE BAREIEL) .

:iﬁiﬁﬂfi BARE WBRAE j;ﬁﬁf? Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6

7 U+0000 U+007F 1 OXXXXXXX

11 u+0080 U+07FF 2 110XxXXX  LOXXXXXX

16 U+0800 U+FFFF 3 1110xxxX = 1OXXXXXX = L1OXXXXXX

21 U+10000 U+1FFFFF 4 11110xxx  1OXXXXXX = L1OXXXXXX = 1OXXXXXX

26 U+200000  U+3FFFFFF 5 111110xx = L1OXXXXXX = L1OXXXXXX = L1OXXXXXX = L1OXXXXXX

31 U+4000000 U+7FFFFFFF 6 1111110x  10XXXXXX = 1OXXXXXX = 1OXXXXXX  1OXXXXXX = L1OXXXXXX
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rec = lambda x, i: x[2:8] + (rec(x[8:], i-1) if i > 1 else '') if x else ''fun = lambda x, i: x[i+1:8] + rec(x
[8:], i-1)

fun() BR2ASH, B—ANSEANRF—ADTRHO SR FRE, XD ZERFRAETRAARKKE (8. 16, 24..48)
FBoASERNEAN TR G S DA FH.

lambda x, i: x[i+1:8] + rec(x[8:], i-1) ™ x[i+1:8] RBHE—NFHHEIE, RSB rec(), LLBIAR 7 HREUS HFZT
O

XEER—F], rec = lambda x, i: x[2:8] + (rec(x[8:], i-1) if 1 > 1 else '') if x else '', MRAREXMERZNXEM
ST rec BREIATHEM, HIH, MEEX EXFERAREIEIEN, BE python BIXFERATLIR, X python KB
T

£/ lambda RIEXFHBFANRAR—HHENE, FHANELRHSIHESHARE, REALUSE—TFREXRMEIKE
3C: http://blog.csdn.net/pongba/article/details/1336028
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chartype = binary[index:].index('0"') # FMFHEFZHE, —NEHHNFERHESEN 0
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string.append(chr(int(fun(binary[index:index+length],chartype),2))) X—4THHABIKEE int() LK chr KIERT
T

int() ( EBEZBNSH, B NSENRFERE, EASEOIRNMMF AR RRREO B RS 7%
: https://docs.python.org/3/library/functions.htmi#int

chr() : EZ—"3%, SH N int{d, i&E Unicode i3 R RIXA int (T4 W FE:
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$ wget http://labfile.oss.aliyuncs.com/courses/651/coffee.png

FEBATRAT G T INIX PIAT «

encodeDataInImage(Image.open("coffee.png"), '#REFHSH, Hello world!').save('encodeImage.png')print(decodeImage (
Image.open("encodeImage.png")))

BREARIEARRS S A steganography.py:

$ python3 steganography

B NIZITENE "RIFHF, Hello world!".
= ZKEg

AL THRTEARERNEE, XR-MERKEART, BRARRENZHAT Isb BERHAKRA, A4, HH,
AL T AL (AL, lambda #H, FIRHESNK.D , R EE RF BN IZERE.

. seRMs
o PR T 0 4 P LA ARUBARAS

$ wget http://labfile.oss.aliyuncs.com/courses/651/steganography.py

it H G AR ARG «


https://docs.python.org/3/library/functions.html#int

from PIL import Image"""HUfS—A> PIL EGH HEXMTAENEH (FERIEEMAA 0) """def makeImageEven(image): pix
els = list(image.getdata()) # BE—ANXFEMFIER: [(r,g,b,t),(r,g,b,t)...] evenPixels = [(r>>1<<1,g>>1<<1,b
>>1<<1,t>>1<<1) for [r,g,b,t] in pixels] # FEHFIAENEH (BEERHBLD evenImage = Image.new(image.mode,
image.size) # BIE—MHERX/NIEFEIZ evenImage.putdata(evenPixels) # IE_LEHEHHGEBANTIE R EIE return e
venImage"""WEEKH bin() MEMNR, BREIEREKEN ZH#HIFFE"""def constLenBin(int): binary = "@"*(8-(len(bin(in
t))-2))+bin(int).replace('@b',"") # E# bin() REM ZHHEFEHEFHR 'ob', HELBHE '0' HIFHEKEN 8 r
eturn binary"""¥FRFEHLB|EFF"""def encodeDataInImage(image, data): evenImage = makeImageEven(image) #
REBBARAE AN 0 KB FEIA binary = ''.join(map(constLenBin,bytearray(data, 'utf-8'))) # BEERREBKFEH
R MR B ) A R if len(binary) > len(image.getdata()) * 4: # WMBERTWRERLLLEE, WMBLRE raise
Exception("Error: Can't encode more than " + len(evenImage.getdata()) * 4 + " bits in this image. ") encod
edPixels = [(r+int(binary[index*4+0]),g+int(binary[index*4+1]),b+int(binary[index*4+2]),t+int(binary[index*4+3
1)) if index*4 < len(binary) else (r,g,b,t) for index,(r,g,b,t) in enumerate(list(evenImage.getdata()))] # ¥
binary HHZHHIFRFEESREIHEEE encodedImage = Image.new(evenImage.mode, evenImage.size) # BUEHIEIA L
GRS 5 R = encodedImage.putdata(encodedPixels) # ¥HIN4HD/E KR return encodedImage""" M — kil 4%
N UTF-8 ZFfFH"""def binaryToString(binary): index = @ string = [] rec = lambda x, i: x[2:8] + (rec
(x[8:], i-1) if i > 1 else '"') if x else "' # rec = lambda x, i: x and (x[2:8] + (i > 1 and rec(x[8:], i-1)
or "")) or "' fun = lambda x, i: x[i+1:8] + rec(x[8:], i-1) while index + 1 < len(binary): chart
ype = binary[index:].index('0') # FHMEZ/RIEFZTHEH, —IMFTHHERSHEN 0 length = chartype*8 if chartype
else 8 string.append(chr(int(fun(binary[index:index+length],chartype),2))) index += length r
eturn ''.join(string)"""fESEEEIE" " "def decodeImage(image): pixels = list(image.getdata()) # FBBEFIX
binary = ''.join([str(int(r>>1<<1!=r))+str(int(g>>1<<1!l=g))+str(int(b>>1<<1!=b))+str(int(t>>1<<1!=t)) for (
r,g,b,t) in pixels]) # IREVE R A BARHE L+ 1 H iR # REBIFEB LRSI locationDoubleNull = binary.fin
d( '0000000000000000 ' ) endIndex = locationDoubleNull+(8-(locationDoubleNull % 8)) if locationDoubleNull%8 !=
0 else locationDoubleNull data = binaryToString(binary[0:endIndex]) return dataencodeDataInImage(Image.
open("coffee.png"), '#RIFtHF, Hello world!').save('encodeImage.png')print(decodeImage(Image.open("encodeImage.

png*)))
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