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WebGoatigii 4> F & :
https://github.com/WWebGoat/\WebGoat
webgoat-legacyig i Z: > F &
https://github.com/WWebGoat/WebGoat-Legacy
zvuldirlig TSR > &
https://github.com/710leo/Z\VulDrill
vulappsigiZi > F & :
https://github.comyMedicean/VulApps
dvwalsiiZ: > F &
https://github.com/RandomStorm/DVWA
BAREIENG IS -
https://github.com/Audi-1/sqli-labs
Finode4%i 5 HIRIFAZ > F &, like OWASP Node Goat:
https://github.com/crOhn/vulnerable-node
RubyZw 5 i) —3K TR, A pi& s R R L:
https://github.com/cliffe/secgen

piaw ek
Nmapii 03785
https://github.com/nmap/nmap
7 Hl X 2 A 2% -
https://github.conV/SkyLined/LocalNetworkScanner
TR

https://github.com/aboul3la/Sublist3r
https://github.com/TheRook/subbrute
https://github.convinfosec-au/altdns
linuxyR A 43 4 :
https://github.com/future-architect/vuls
FT i 1 4338 A& SREXCVE:
https://github.com/mOnad/HellRaiser
TR B BT 85«
https://github.com/jh00nbr/Routerhunter-2.0
AR EAE BRI R A

WafR R T A .
https://github.com/EnableSecurity/wafw00f

IR 55 4% B 1 55 1143 1 2% -
https://github.com/wilson9x1/fenghuangscanner_v3
Fox-scani3#i%s:
https://github.com/fengxuangit/Fox-scan/
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https://github.com/n0trO0t/Sreg
Githubfz B 1848
https://github.com/sea-god/gitscan
github Repofs B & T A
https://github.com/metacOrtex/GitHarvester
B RRM kAR TA:
https://github.com/darryllane/Bluto
P ER P 25 B 2%
https://github.com/sowish/LNScan
R B R AR
https://github.com/linuz/Sticky-Keys-Slayer
W) 2% FE Al VS i TR
https://github.com/SECFORCE/sparta
SNMAP 2 RS 5 fi#
https://github.com/SECFORCE/SNMP-Brute

WEB
webshell KX &4 :
https://github.comv/tennc/webshell
B3%E UL RewebZ i i A :
https://github.convbrianwrf/hackUtils
webiBiZE /N TR KE4:
https://github.com/rootphantomer/hacktoolsfor_me
XSSHHEHEWCF & -
https://github.conm/firesunCN/BlueLotus_XSSReceiver
XSS5CSRFTLA:
https://github.com/evilcos/xssor
xss% DRI i %«
https://github.com/shawarkhanethicalhacker/Brute XSS
webJw A2
https://github.com/andresriancho/w3af
WEBw 13 #4453 :
https://github.com/sullo/nikto
BEWHNTREA:
https://github.com/leonteale/pentestpackage
web H F %%
https://github.com/maurosoria/dirsearch
web ] iy SEN M T A :
https://github.com/stasinopoulos/commix
B3 LSQLIEA A T H
https://github.com/epinna/tplmap
SSLiA##E:
https://github.com/rbsec/sslscan
ZETRAESR:
https://github.com/codejanus/T oolSuite
apache H & 717188
https://github.com/mthbernardes/ARTLAS
phoftat e i+ T H..
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https://github.com/pwnsdx/BadCode

webE SUR A :
https://github.com/urbanadventurer/whatweb
o 2 Y 0l T R B
https://github.com/ciscocsirt/malspider
wordpreesi iF i 5% :
https://github.com/wpscanteam/wpscan

I U R 9 i <
https://github.com/misterchOc/firminator_backend
BHEFEEANTLA
https://github.com/sglmapproject/sglmap
Webﬁif%:

https://github.com/zt2/sqli-hunter

PR EZET]
https://github.com/Chora10/Cknife
gititt & F| FHEXP:

R G T
https://github.com/beefproject/beef

B ik 521 WAF I 4% «
https://github.convkhalilbijjou/WAFNinja
https://github.com/owtf/wafbypasser

— I IRWAF:
https://github.conV/SpiderLabs/ModSecurity
httpr 47 % F ¥ :
https://github.convjkbrzt/httpie

W BT AR A 25 -
https://github.com/firebug/firebug
DISCUZIs R A% 25
https://github.com/code-scan/dzscan

B RS H i+ TR
https://github.com/wufeifei/cobra

W B AR T HE S
https://github.com/julienbedard/browsersploit
tomcatH 3 J5 [ T3 & :
https://github.com/mgeeky/tomcatWarDeployer
o) 4 2% [B] 4R S04 1 2% -
https://github.com/nanshihui/Scan-T
burpsuitz J2EEF #i @ 4:
https://github.convilmila/J2EEScan

windowsi#i&i%E TR
mimikatzBi SCiEA :
https://github.convgentilkiwi/mimikatz
Powershelli&i& &4 :
https://github.com/PowerShellMafia/PowerSploit
Powershell tools &4 :
https://github.com/clymb3r/PowerShell
powershellf¥ymimikittenz:
https://github.com/putterpanda/mimikittenz



BB EBAE:
https://github.com/I3mOn/pentest_study
Fuzz:

WebHFuzzT B
https://github.com/xmendez/wfuzz
HTTPR ik, BPEYEMA

IR R B 4R
msf?l‘li?;&:
https://github.com/rapid7/metasploit-framework
pocsscanXl i HESE :
https://github.com/erevus-cn/pocscan
Pocsuite Ui HEZE:
https://github.com/knownsec/Pocsuite
Beebeeto Bt HEZE :
https://github.com/n0tr00t/Beebeeto-framework
TRIAPOC&EXP:
ExploitDBE 77 githk 4
https://github.com/offensive-security/exploit-database
phpi A A 234 -
https://github.com/80vul/phpcodz
CVE-2016-2107:
https://github.conVFiloSottile/CVE-2016-2107
CVE-2015-7547 POC:
https://github.convfjserna/CVE-2015-7547
JAVAR 754 POCA R T A
https://github.com/frohoff/ysoserial
JAVAR 7 FI4LEXP:
https://github.com/foxglovesec/JavaUnserializeExploits
Jenkins CommonCollections EXP:
https://github.com/CaledoniaProject/jenkins-cli-exploit
CVE-2015-2426 EXP (windows 1% #24%):
https://github.com/vlad902/hacking-team-windows-kernel-lpe
use docker to show web attack(php4s #3432 45 A phpinfo getshell BA K ssrf4h&-curl 7 F 7R ):
https://github.com/hxer/vulnapp
php7 & 7% 5 K Demo &tk T A:
https://github.com/GoSecure/php7-opcache-override
XcodeGhostA B4
https://github.com/XcodeGhostSource/XcodeGhost

) N Bt KR
) N B HESR:
https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/BDFProxy
https://github.com/byt3bI33d3r/MIT Mf
Inject code, jam wifi, and spy on wifi users:
https://github.con/DanMclnerney/LANs.py
i MRETA:
https://github.com/intrepidusgroup/mallory



WITIE H:
https://github.convsophron/wifiphisher

LAY
ERE T A:
https://github.convshinnok/johnny
7R H A i 0 % R T R SR R 25
https://github.com/AlessandroZ/LaZagne
it RIS TR
it i TR
https://github.com/devttys0/binwalk
RO
https://github.com/quarkslab/binmap
rp:
https://github.com/OverclOk/rp
Windows Exploit Development . &
https://github.com/lillypad/badger
—HHEBSOT A (python) :
https://github.com/bdcht/amoco
Python Exploit Development Assistance for GDB:
https://github.convlongld/peda
%} BillGates Linux Botnet & K & i& sh i M #% T B
https://github.com/ValdikSS/billgates-botnet-tracker
ARERESHRRTA:
https://github.com/kevthehermit/RAT Decoders
Shellphish4s 5 B Z 3l 5#f TR (CTF[H) :
https://github.com/angr/angr
£t %t python i & ARG 2 A T A:
https://github.com/yinwang0/pysonar2
— A EFMEKIEA (shelD ot TR, RRE HE &ML
https://github.com/koalaman/shellcheck
T AST A #e i) 18] 5 Javascript [ VB ¥ 4 Bh T B
https://github.com/ChiChou/etacsufbo

EXPEHER K T A
—HHIEXPHES T A:
https://github.com/t00sh/rop-tool
CTF Pwn K& B A Ym 5 HELE:
https://github.com/Gallopsled/pwntools
an easy-to-use io library for pwning development:
https://github.com/ZTrix/zio
BFEEATR:
https://github.convfrida/frida
A KEY RIEEXP:
https://github.com/citronneur/rdpy

RE
R 5k T B
https://github.convabeluck/stegdetect
HRZEER

data hacrkinn&4£-
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https://github.conVClickSecurity/data_hacking
mobile-security-wiki:
https://github.com/exploitprotocol/mobile-security-wiki
H4& (reverse-engineering-for-beginners) :
https://github.com/veficos/reverse-engineering-for-beginners
— B fE R e LR A E:
https://github.com/luyg24/IT _security
APT R E:
https://github.convkbandla/APT notes
Kcon#i k)
https://github.com/knownsec/KCon

{DO NOT FUCK WITH AHACKERY) :
https://github.com/citypw/DNFWAH
FRZ A
https://github.com/phithOn/Mind-Map
BEERERNER:
https://github.com/SecWiki/sec-chart/ tree/294d7c1ff1eba297fa892dda08f3c05e90ed 1428

FRCTFHEIR
1L ctf writeup K2
https://github.convctfs/write-ups-2016
https://github.convctfs/write-ups-2015
https://github.convctfs/write-ups-2014
fbctf 7% 387 & Demo:
https://github.com/facebook/fbctf
ctf Resources:
https://github.convctfs/resources
ctf R B RIFEESE:
https://github.com/bt3gl/My-Gray-Hacker-Resources
ctffiz & T ARG
https://github.com/zardus/ctf-tools
ctflal python T A £
https://github.com/P1kachu/vOIt
xctf

https://www.xctf.org.cn/



FRIMIERIE
KALE (HA#H) -
https://github.convbayandin/awesome-awesomeness
bash-handbook:
https://github.com/denysdovhan/bash-handbook
python# J5 K4
https://github.com/jobbole/awesome-python-cn
gits > Bk
https://github.com/xirong/my-git
Z IR T
https://github.com/android-cn/android-open-project
pythontEZE, FE, BEIRAKEEE:
https://github.com/vinta/awesome-python
JS IEMFRERE (BT REEEERKISIENFRER) :
https://github.com/VerbalExpressions/JSVerbalExpressions
Python:
python IENRERE (HFHEESR B pythonIENRERD :
https://github.com/VerbalExpressions/
pythonfE 45 & # DA K fiy & PAT FE:
https://github.com/pyinvoke/invoke
python exedT £ F&:
https://github.conVpyinstaller/pyinstaller
Veil-Evasion%#: A T H :
https://github.com/Veil-Framework/Veil-Evasion
py3 & H HEZE:
https://github.convorf/cyborg
—MRALR R DR B g AR 1 W 2% W S HF E python P&
https://github.com/CoreSecurity/impacket
python requests FE:
https://github.com/kennethreitz/requests
python SEHl TR &4:
https://github.com/mahmoud/boltons
python/l& HL R 4t
https://github.com/binux/pyspider
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WS B L B E
https://github.com/east520/AutoGetRedEnv
MERLEEE (ZERD
https://github.com/geeeeeeeeek/WeChatLuckyMoney
hardsed## 28 :
https://github.com/yangyangwithgnu/hardseed
H 2 TRMAEFIEE
webZR3|I KHEHERTH:
https://github.com/thomaspatzke/WASE
FHR H ERESR:
https://github.com/wgliang/logcool
H#CSL M iweb debuger
https://github.com/Kozea/wdb
P & sqlite B4 FE M BriEAHE B
https://github.com/aramosf/recoversqlite/
gpsEk Y T A:
https://github.conm/zxsecurity/gpsnitch
JS2 S A B AR R
https://github.convbiggiesmallsAG/nightHawkResponse
webZ & RIGH:
https://github.conVFallibleInc/security-guide-for-developers
FAFA T R IR TR I AR AR
https://github.comvjuliocesarfort/public-pentesting-reports

linuxF & 2 AR R 4D«
https://github.com/rfxn/linux-malware-detect
BAE RGBT RN W ALALAE SR
https://github.com/facebook/osquery
BRI R4
https://github.com/cuckoosandbox/cuckoo



E I R K A fweb S A «
https://github.com/Netflix'Scumblr
B AR
https://github.com/google/grr
SZEENNBERNTFE:
https://github.com/ossec/ossec-hids
oA L B F BUE R4
https://github.com/mozilla/mig
Microsoft & Unix 3CfF £ 4t K AE R BUIE T A -
https://github.com/sleuthkit/sleuthkit

i
SSHE
https://github.com/desaster/kippo
HEESTIE:
https://github.com/paralax’awesome-honeypots
Kippoih | A 2 i -
https://github.com/micheloosterhof/cowrie
SMTP % i
https://github.com/awhitehatter/mailoney
web 37 F 72 25 i -
https://github.com/mushorg/glastopf
B P
https://github.comvjordan-wright/elastichoney
webZ i
https://github.convatiger77/Dionaea

BT
Fil gmail 7 24 C&C R £ 2415 1]
https://github.com/byt3bl33d3r/gcat
TR R AE -
https://github.com/UbbeLoL/uRAT
C#f.ﬁ}?:
https://github.com/hussein-aitlahcen/BlackHole
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